
FD- 1057( Rev.5-8-10)

Title:

CC :

) Meeting with CID and OTD to

discuss

From CRIMINALINVESTIGATIVE

FEDERALBUREAUOF INVESTIGATION

Electronic Communication

UNCLASSIFIED

Contact :

Approved By: Michael D. Nordwall

DraftedBy:

Case ID #

Details:

ASC

( ) CID

AdministrativeMatters

Enclosure ( s ) Enclosed are the following items :

1. ( U OTD presentation of

Synopsis: document meeting with CID and OTD to discuss

potentialdeployment in support of criminal investigations.

Date: 10/28/2020

September 4 , 2020, CID Deputy Assistant Director (DAD) Timothy Dunham,

Section Chief Michael Nordwall, and Assistant Section Chief (ASC)

attended a briefing with OTD DAD Stephen Pandelides,

and Unit Chief

OTD also provided details on

b6

, , -5

UNCLASSIFIED

OTD briefed CID on an investigative tool from a third party vendor

licensed for use by the FBI in criminal investigations ( hereinafter

b6

-2, -3

FBI 22- cv- 1539-1



UNCLASSIFIED

Title: ) Meetingwith CID and OTD to discuss

Re : 10/28/2020

A digital copy of the presentationis maintainedin the 1A.

UNCLASSIFIED//

2

b5

, -3, -5

FBI 22- cv- 1539-2



FD- 1057( Rev.5-8-10)

Title :

CC :

( Meeting with CID, OTD, and DOJ to

introduce

From: CRIMINALINVESTIGATIVE

FEDERALBUREAUOF INVESTIGATION

Electronic Communication

Contact :

Approved By: Michael D. Nordwall

Drafted By:

Case ID #

Details:

UNCLASSIFIED

On September 14, 2020,

Technology Division ( ) UC

General Counsel ( )

Attorneys

Synopsis : document meeting with CID, OTD, and DOJ to

discuss deployment in support of criminal investigations.

the potential deployment

investigations.

( CID

AdministrativeMatters

Assistant SectionChiefs( ASC)

SSA

Date:

outlined the technical capabilities

described specific operational challenges

10/28/2020

UNCLASSIFIED

b6

, , -5

Operational

Officeof

in support of criminal

and DOJ

discussed

and CID

b5

2 , -3

FBI 22- - 1539-37



UNCLASSIFIED//

Title: ( ) Meeting with CID, OTD, and DOJ to introduce

10/28/2020Re:

UNCLASSIFIED

2

b5

, , -5

FBI 22- cv- 1539-38



FD- 1057( Rev.5-8-10)

Title :

CC :

UNCLASSIFIED

FEDERALBUREAUOF INVESTIGATION

Electronic Communication

Meeting with CID, OTD, and DOJ to

discuss

From: CRIMINALINVESTIGATIVE

Contact :

ApprovedBy: SC Michael D. Nordwall

DraftedBy:

Case ID #

Details:

On October 7 , 2020 ,

Section Chiefs (ASC)

( CID

AdministrativeMatters

Synopsis : ) document meeting with CID, OTD , and DOJ to
discuss deployment in support of criminal investigations.

Section Chief Michael Nordwall, Assistant

and

and Attorneys

Date :

McNally informed the group

10/28/2020

ASC SSA

Operational Technology Division ( ) Rick ,

UC

in support of criminal investigations

b6

, , -5

UNCLASSIFIED

discussed the potential deployment of

b5

b6

-2, -3

FBI 22- cv- 1539-39



UNCLASSIFIED

Title: ( Meeting with CID , OTD, and DOJ to discuss

10/28/2020Re :

UNCLASSIFIED

2

b5

, , -5

FBI 22- cv- 1539-40



ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT

WHERE OTHERWISE

From:

Subject:

To:

Sent:

Classification: //NOFORN

JamesBrown

RE: NSO NOFORN

December7 , 20213:28 PM( UTC- 05:00)

By:
Derived From: FBI NSICG

On : 50X1- HUM

Thanks

Good work by Let's hope he has a smooth meeting

From

Sent: Tuesday, December07 , 20212:45 PM

To: Brown, James RobertJr. ( OTD) ( FBI)

Subject : RE: NSO //NOFORN

Classification: //NOFORN

By:
Derived From : FBI NSICG

: - HUM

)

CLASSIFIED BY: NSICG

REASON 1.4 ( C )

DECLASSIFYON : 12-31-2046

DATE 10-28-2022

Here is the version that ultimately made it into the Director's document Only slight tweaks to the priorversion :

( ) This year the Washington Post andother news organizations published a series of stories about a foreign

surveillance technology company called the NSO Group, which is based in Israel. According to this news

coverage, NSO has provided surveillance technology to authoritarian governments that have usedit to spy on

journalists , political dissidents , and opposition politicians . Just yesterday , 4 members of Congress called for

the Administration to add the NSO Group to the " entities list which would sanction the company and
prohibit U.S. organizations from doing any business with the company. To that end, we'd like to find out if

the FBI is using technology from the NSO Group. Can you please let us know ifthe FBI, and in particular,

the Remote Operations Unit in the FBI's Operational Technology Division, has used products and services
provided by this controversial surveillance tech company ? Questions based onpolling

b6

b7

1

I'vedugintothisandbeenassuredthat, ifwhatyoumeanis havewe usedNSO'sproductsto

collectdata throughour investigations, nowe haven't.

you'd expect, we're certainlyaware ofandhave done some research and assessmentworkon
To do that we obtained a small number ofsoftwarelicenses for testing and research

-b3 -1

FBI: 22- cv- 1539-132



From: Brown, James Robert Jr. (OTD) ( FBI)

Sent: Tuesday, December 07, 2021 2:26 PM
To:

Subject: RE: NSO //NOFORN

Classification:

Classified :

Derived From: FBI NSICG

: - HUM

Robert

SECRET//NOFORN

From

Sent: Tuesday, December 07, 2021 10:48 AM

To:

Cc:

Subject : RE: NSO //NOFORN

Classification: //

Classified :

Derived From: FBI NSICG

Declassify : 50X1- HUM

Slightly revised NSO paper with EAD Sanborn's input

From:

Sent: Monday, December06, 20215:25 PM

To:

Cc:

Subject : RE : NSO TPs SECRET//

Classification: //

ClassifiedBy:

DerivedFrom: FBI NSICG

On : 50X1- HUM

)

Brown , James RobertJr. ( OTD) ( FBI)

Brown, JamesRobertJr.( OTD) ( FBI)

b3

b6

1 , , -3

b6

1

FBI: 22- - 1539-133



Regards

ScienceandTechnology Branch

FederalBureauofInvestigation

unclass

JWICS

From

Sent: Monday, December 13, 2021 12:17 PM

To

Cc:

Subject : WydenElectronicSurveillanceInquiry_OCANewRT response

Importance: High

Classification :

classified

DerivedFrom: FBI NSICG

DeclassifyOn 20461231

outoftheoffice, so amsendingthisinherplace. WearesendingtoSTBwiththeasktovettothe

appropriatefolksin OTDwhocananswer ifthereis someonespecificyou wantmetosendtodirectly,

pleaseletmeknow Otherwise, willdefertoyoualltogetittoOTD

c she's always beenmy go to, so she may beable to assist

inthat position, just letme know and willstop you

Sincere thanks,

From

Sent: Friday, December10, 20214:01PM

To

Cc

Subject: WydenElectronicSurveillanceInquiry_OCANewRTresponse

Classification:

b6

1

Classified By
Derived FBI NSICG

On : 20461231

you are no longer

b6

1

FBI: 22- cv- 1539-138



Hi

Senator Wyden's staff from Senate Intel, sent clarifying questions from Director Wray's Round Table this week .
highlighted the questions in blue. I also put in blue the TPs that think answer the questions . The only one I need OTD to

add to is question 1 with NSO. Thanks .

OfficeofCongressionalAffairs

Desk

Cell

Classification : SECRET

Classification: SECRET

Classification: SECRET

Classification: /

Classification: SECRET//

Classification: SECRET

Classification: SECRET/

b6

b7

FBI: 22- cv- 1539-139



ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT

WHERE

SHOWN OTHERWISE

)

By :

Derived From FBI NSICG

: 20461231

ElectronicSurveillanceInquiryfrom SenatorWyden'sOffice

Request TheOfficeofCongressionalAffairs(OCA) hastaskedDivisionsto reviewandanswerthe

electronicsurveillancemethodsquestionsbelow. providedbySenatorWydenstaffer

DivisionApproval OTD

) Lastweek the WashingtonPostand othernews organizationspublisheda seriesofstories
abouta foreignsurveillancetechnologycompanycalled the NSO Group whichisbasedin

Israel Accordingto this news coverage NSOhas providedsurveillancetechnologyto

authoritariangovernmentsthat haveuseditto spyonjournalists politicaldissidents and

oppositionpoliticians Justyesterday 4 membersofCongresscalledfor the Administrationto
addtheNSO Group to the entities list whichwould sanctionthe companyandprohibitU.S.

organizationsfrom doinganybusinesswiththe company To that end we'd liketo findoutifthe

FBIisusingtechnologyfrom theNSO Group Canyou please let us knowif the and in
particular the RemoteOperationsUnitin the FBI'sOperationalTechnologyDivisionhasused

productsandservicesprovidedby this controversialsurveillancetech company

CYD

BY

1.4 ( C )

12-31-2046

DATE 10-31-2022

b6

Question provided directly byCommented

Wyden's Staff over 12/7Round Table

Outside the Scope

b3

-1

-2, -3

FBI 22- cv- 1539-140



From:

Subject:
To:

Sent:

Attached:

UNCLASSIFIED

StevenPalmer

October21 20215:18 PM ( UTC- 04: 00)

Classification: UNCLASSIFIED

Classification:

b6

-3

FBI: 22- - 1539-308



StateofIsrael

MinistryofDefense

Defense Export Control Agency

U.S.DepartmentofJustice

FederalBureauofInvestigation

December 04, 2018

TheU.S.DepartmentofJustice/ FederalBureauof Investigationcertifiesthat

willbeimportedfor theexclusiveuse bytheU.S.Government.

The U.S.Governmentwill not sell, deliver or otherwise transfer to any other party underany

condition withoutthe prior written approvalof the GovernmentofIsrael. The U.S.Department

ofJustice/FederalBureau of Investigationcertifies that the sole purpose of end use is for the

collectionofdata from mobiledevices for the preventionand investigationof crimes and

terrorism, in compliancewith privacy and nationalsecurity laws.

Signature:

Name/ Title: Steven Pandelides / Section Chief

b7E -3

FBI 22- cv- 1539-309



From:

Subject:

To :

Sent:

Attached :

Classification: UNCLASSIFIED

FW: Update RE: Export approvalfrom Israel UNCLASSIFIED

Steven Palmer

October21 20215:30 PM ( UTC- 04: 00)

TRANSITORYRECORD

Original Message

From: ( OTD) ( FBI)

Sent Tuesday , December 4 , 2018 2:36 PM

: ( OGC ) ( FBI) |
:

( OTD) ( FBI)

OTD) ( FBI)

Subject: FW: Update RE Export approval from Israel

Classification: UNCLASSIFIED/

TRANSITORYRECORD

Thank you !

Original Message-

OTD) ( FBI)From:

Sent Tuesday, December 04, 2018 1:37 PM

OTD) ( FBI):

Subject: Update

( OTD) FBI

TRANSITORY RECORD

Hello all,

Classification: UNCLASSIFIED

( OTD) ( FBI)

RE Export approval from Israel

OTD) ( FBI

UNCLASSIFIED

UNCLASSIFIED//

b6

-3

b6

b7E - 1

b6

b6

b7E

b7E -3

FBI: 22- cv- 1539-310



Original Message

From: OTD) ( FBI)

Sent Friday, November 30 , 2018 3:50 PM

: ( OTD ) ( FBI)

Subject : FW : Export approval from Israel UNCLASSIFIED //

Classification: UNCLASSIFIED

TRANSITORYRECORD

-Original Message

From:

Sent Friday, November

:

TRANSITORYRECORD

OTD) ( FBI)

09 , 2018 10:41 AM

( FD) ( FBI)

Hi

OTD) ( FBI

OTD) ( FBI

( FBI

Subject FW Export approval from Israel

Classification : UNCLASSIFIED //

OTD) ( FBI

-Original Message

From: ( OTD) ( FBI)

Sent Thursday, November 08, 2018 4:43 PM

: ( OTD) ( FBI
OTD ) ( FBI)

( ) ( FBI)

Subject: FW: Export approval from Israel

Classification: UNCLASSIFIED

( OTD ) ( FBI)
UNCLASSIFIED //

( OTD) ( FBI)

UNCLASSIFIED

OTD) ( FBI)

)

( OTD) ( FBI)

( OTD) ( FBI)

b5

b6

b7E

b6

1

b5

b6

b6

FBI: 22- - 1539-311



TRANSITORYRECORD

Thank you,

--Original Message

( OTD ) ( FBI )From:

Sent Thursday, November 08, 2018 4:40 PM

: ( OTD) ( FBI)

Subject: RE Export approval from Israel

Classification: UNCLASSIFIED

TRANSITORYRECORD

-Original Message

From: ( OGC ) ( FBI )

Sent Tuesday, November 06 , 2018 11:56 AM

: OTD) ( FBI)

( FBI)

( OTD) ( FBI

( OTD) ( FBI

Subject: RE: Export approval from Israel

:

( FBI)

Classification: UNCLASSIFIED

TRANSITORYRECORD

Hi:

Best,

UNCLASSIFIED

( OGC ) (FBI)

OTD) ( FBI

( OGC ) ( FBI )

UNCLASSIFIED

OTD)

OTD)

( OTD) ( FBI)

b5

b6

b6

b6

b5

b6

FBI: 22- cv- 1539-312



AGC

Operational Technology Law Unit
Office of the General Counsel

Samsung :

Newington:

Quantico:

OriginalMessage-
From: OTD) ( FBI)

Sent Monday, November 05, 2018 2:42 PM

: ( OTD) ( FBI)

( OGC FBI

FBI)

Subject: RE Export approval from Israel

Classification: UNCLASSIFIED/

TRANSITORYRECORD

Thanks

Message

OTD) ( FBI)

OTD) ( FBI)

FBI

From: OTD ) ( FBI)

Sent Wednesday, October 31, 2018 11:13 AM

: OTD) ( FBI)

) ( FBI) |

OTD ) ( FBI)

Classification: UNCLASSIFIED/

TRANSITORY RECORD

Original Message-

Subject: RE Export approval from Israel UNCLASSIFIED

:

( OGC ) ( FBI)
:

From: ( OTD ) ( FBI)

Sent Wednesday, October 31, 2018 9:26 AM

OGC ) ( FBI)

OTD) ( FBI)

OTD) ( FBI

UNCLASSIFIED

) ( FBI)

( ) ( FBI

( OGC ) ( FBI )

( OTD)

) ( FBI)

( OGC ) ( FBI)

OTD)

OTD) ( FBI)

b6

b6

b5

b6

b6

b5

b6

b6

FBI: 22- - 1539-313



( OTD) ( FBI

( OTD ) ( FBI)

Subject: RE : Export approval from Israel

Classification: UNCLASSIFIED/

TRANSITORYRECORD

Thanks

Message
From: OTD) ( FBI)

Sent Thursday , October 25 , 2018 8:51 AM
: OGC ) ( FBI)

) ( FBI)
:

( OTD) ( FBI)

Subject RE Export approval from Israel

Classification: UNCLASSIFIED/

TRANSITORYRECORD

( OTD) ( FBI)

Original Message

From: ( OGC ) ( FBI )

Sent Monday, October 22, 2018 5:59 PM

: OTD) ( FBI)
( FBI)

:

( OTD) ( FBI)

TRANSITORYRECORD

TRANSITORYRECORD

( OTD ) ( FBI)

( OTD) ( FBI)

Subject: RE: Export approval from Israel

Classification: UNCLASSIFIED/

( OTD) (

OTD) ( FBI)

UNCLASSIFIED

( OTD) ( FBI)

OTD) ( FBI

OTD) ( FBI)

UNCLASSIFIED

( OTD ) ( FBI)

UNCLASSIFIED//

( OTD) ( FBI)

OTD) ( FBI)

( OGC)

OTD) ( FBI)

b6

b7E - 1

b5

b6

b6

b7E

b6

b6

b6

b7

FBI: 22- - 1539-314



AGC

Operational Technology Law Unit
Office of the General Counsel

Samsung

-Original Message

From:

Sent Sunday,

:

( FBI

:

( OTD) ( FBI

OTD) ( FBI)

October 21, 2018 9:10 PM

) ( FBI)

) (

OTD) ( FBI)

Subject: Export approval from Israel

Classification: UNCLASSIFIED/

TRANSITORY RECORD

Original Message

From: OGC ) ( FBI )

Sent Friday, October 05 , 2018 1:46 PM

: OTD ) ( FBI)

Subject : RE: Scanned Document

Classification: UNCLASSIFIED

TRANSITORYRECORD

( ) ( FBI

OTD) ( FBI)

UNCLASSIFIED//

UNCLASSIFIED

( OTD) ( FBI)

( OGC ) b6

b6

b6

b7E

b5

b6

FBI: 22- cv- 1539-315



Sincerely ,

Assistant General Counsel

Office of the General Counsel

OperationalTechnology Law Unit Export Support Unit FederalBureauof

Investigation
Phone:

Cell:

Assistant General Counsel

OperationalTechnology Law Unit
FBI Officeof the GeneralCounsel

:

Cell:

E -Mail ( U)
E - Mail ( S )

Confidentiality Statement: This message is transmitted to you by the Office of the

General Counsel of the Federal Bureau of Investigation. The message, along with
any attachments, may be confidential and legally privileged. If you are not the

intended recipient of this message, please destroy it promptly without further

retention or dissemination ( unless otherwise required by law) . Please notify the
sender of the error by a separate e -mail or by calling

( temp )

-Original Message-

From: ( OTD) ( FBI)

Sent Wednesday , September 19 , 2018 9:52 AM

) ( FBI)To :

Subject : FW : Scanned Document

Classification: UNCLASSIFIED/

TRANSITORYRECORD

UNCLASSIFIED

Do you have time to discuss this with me today?

b5

b6

b7E - 1

b7E

b6

b6

FBI: 22- cv- 1539-316



Thanks

Original Message

From: ( OTD ) ( FBI)

Sent Friday , August 24, 2018 11:06 AM

To :

TRANSITORYRECORD

Subject : FW : Scanned Document

Classification: UNCLASSIFIED/

OGC ) ( FBI )

Whenever you have time, I would like to discusswith you, Thank you,

--OriginalMessage

From: ( OTD) ( FBI)

Sent Friday, August 24, 2018 10:34 AM
: ( OTD) ( FBI)

Subject: Scanned Document

Please see the attached document.

Classification: UNCLASSIFIED/

Classification: UNCLASSIFIED/

Classification: UNCLASSIFIED/

UNCLASSIFIED

Classification: UNCLASSIFIED/

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED/

Classification: UNCLASSIFIED/

Classification: UNCLASSIFIED/

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED/

Classification: UNCLASSIFIED/

Classification: UNCLASSIFIED

b6

b6

b6

b6

FBI: 22- cv- 1539-317



StateofIsrael

MinistryofDefense

DefenseExportControlAgency

U.S.DepartmentofJustice

FederalBureauofInvestigation

December04, 2018

TheU.S.DepartmentofJustice/FederalBureauof Investigationcertifiesthat

by the U.S. Government.

TheU.S.Government willnotsell, deliver or otherwise transfer to any other party under any condition

withoutthepriorwritten approval of the Government of Israel. The U.S. DepartmentofJustice/Federal
Bureauof Investigationcertifies that the sole purpose of end use is for the collectionofdata from mobile

devicesforthepreventionand investigation ofcrimes and terrorism, in compliance with privacyand
nationalsecurity laws.

Signature:

willbe importedfor theexclusiveuse

Name/ Title:

-3

FBI: 22- cv- 1539-318



Sent:

:

Subject:

Categories:

SentinelCaseid:

( LS) ( FBI)

) (FBI)

Monday, January 31, 2022 7:27AM

LS) (

FW: FULLSTOPonpotential

Follow

NON- RECORD

Classification : UNCLASSIFIED

: Jones, DarrinE. (STB) ( )

: Thursday, 22, 202111:24 AM
To: OTD) ( FBI

Turner, Brian C.( CCRSB ) (FBI

: Langan, TimothyR.Jr. (CTD) (

Regards,

Shivers , Calvin A. (CID) ( FBI

McNally , Richard ( OGC) (

Subject: FULL on potential

Classification: UNCLASSIFIED

use

use

) LAW ENFORCEMENTSENSITIVE: The informationmarked in this document is the property of and may be

distributedwithin the Federal (and its contractors), US intelligence, law enforcement, public

protectionofficials andindividualswith a needto Distributionbeyondthese entitieswithout authorizationis

prohibited Precautionsshould be taken to ensure this information and/ ordestroyed in a mannerthat

precludesunauthorizedaccess Informationbearingthe LES caveatmaynotbe usedin legatproceedingswithoutfirst
receivingauthorizationfrom theoriginatingagency Recipients are prohibitedfrom subsequently postingthe
informationmarked LES on a website or an unclassifiednetwork

When we stopped. The DD hadtold me a few days before he was not comfortable with

UNCLASSIFIED

DECLASSIFIED BY : NSICG
ON 08-10-2022

UNCLASSIFIED

Kohler, Alan E.Jr.( CD) ( )

Vorndran, BryanA. )

b6

b6

b6-1

-1

1

OGC
Gabriel, Kacey D. OTD) )

ENFORCEMENTSENSITIVE The information marked in this document is the propertyof and be

distributedwithin the Government (and its contractors intelligence, law enforcement safety

protectionofficials and individualswith a needto Distributionbeyondthese entities without authorization is

prohibited Precautionsshouldbe taken to ensure this information and/ or destroyedina mannerthat

precludesunauthorizedaccess Informationbearing the LES caveatmay not be used in proceedingswithoutfirst

receivingauthorization the originatingagency Recipients are prohibitedfrom subsequentlypostingthe
information marked LES on a website or an unclassified network.

3

aftera conversation with the lastnight Turner and have agreed to cease allefforts regarding the potential

We may after furtherdiscussion with the b5
3

FBI: 22- cv- 1539-516



ecutive AssistantDirector

and Technology Branch

From: Brown, James Robert OTD) (FBI

Sent: Tuesday, July 20, 20211:39PM

To: Kohler, Alan E.Jr. (CD) (

Jones, DarrinE. STB) (FBI

: LANGANJR, TIMOTHYR. (CTD) ( FBI

SECRET

Shivers, CalvinA. CID

McNally, Richard( OGC) FBI

Subject: updates UNCLASSIFIED

Classification: UNCLASSIFIED

Robert

Assistant Director

OperationalTechnology Division

Unclass:

Turner, Brian C. CCRSB) ( FBI

Sir s

a to thismorning'smeetingwiththe the recentnewson and

Vorndran BryanA. ) )

lassification: UNCLASSIFIED

ENFORCEMENTSENSITIVE:The information marked this document is the propertyof and may

distributedwithin the Government(and its contractors), intelligence, law enforcement safetyor

protectionofficials and individualswith a to know. Distribution beyondthese without authorizationis

prohibited Precautionsshouldbe taken to ensurethis stored and/ or destroyed in amannerthat

precludesunauthorizedaccess Informationbearingthe LES caveat maynot in legalproceedingswithoutfirst

receivingauthorization the originating agency Recipients are prohibitedfrom subsequentlypostingthe
marked LES on a website or an unclassifiednetwork

Classification : UNCLASSIFIED /

b6

-1

1

Gabriel, Kacey OTD) ( FBI)

and the meetingtwo weeks

b7E

FBI: 22- - 1539-517



SECRET

Classification: UNCLASSIFIED LES

SECRET
FBI: 22- - 1539-518



From:

Subject:

:

:

Sent:

Attached:

JamesBrown

FW: updates UNCLASSIFIED

Kacey Gabriel

July 21 2021 4:15 PM -04:00)

Oliver,

Classification: UNCLASSIFIED/

ENFORCEMENT SENSITIVE The information marked //LES) in this document is the property of and

be distributed within the Government ( and contractors intelligence, law , public safety or

protection officials and individuals with a toknow Distribution these entities without authorization is

prohibited Precautions should be taken to ensure this is stored and/ or destroyed in a manner that

unauthorized access Informationbearing the LES caveat may notbe in legal proceedings without first b7E -3
receivingauthorization from the originating agency Recipients are prohibited from subsequently the

marked LES on a website or an unclassified network

DeploymentGuidelines.pdf

Deputy'scalendar?

From: Brown, James Robert OTD )

Sent: Tuesday , July 20, 2021 1:39 PM

To: Kohler, Alan E. (CD (

Jones, Darrin E. STB) (

Turner, Brian C. CCRSB ) ( FBI

McNally, Richard(OGC)

)

Subject: updates UNCLASSIFIED

Classification: UNCLASSIFIED

Gabriel, D. OTD

b6

b7

,

ENFORCEMENT SENSITIVE The information marked U//LES) in this document is the propertyofFBL may
bedistributed within the Government andits contractors US intelligence law public safety or

protection officials and individuals with to know. Distribution these entities without authorization is

prohibited Precautions should betaken to ensure this is stored and/ or destroyed in a manner that

precludesunauthorized access Informationbearing the LES caveat may beused in legal proceedingswithoutfirst

receiving authorization the originating agency Recipients are prohibited from posting the

information marked LES on a website or an unclassified network

Sir s

As a follow up to this morning's meeting with the the recent news on and and the meeting two weeks

FBI: 22- cv- 1539-704



AssistantDirector

Operational Technology Division

Unclass

Classification :

Classification: UNCLASSIFIED

b5

b6

, , -3

FBI: 22- - 1539-705



From:

Subject:

To:

:

Sent:

BrianTurner

RE: NSO updates UNCLASSIFIED

James Brown

DarrinJones

22, 20217:45AM (UTC- 04:00)

UNCLASSIFIED //Classification:

) LAW ENFORCEMENTSENSITIVE The information marked ) in this document is the property andmay

be distributedwithin the Government and its contractors), US intelligence enforcement, publicsafetyor

protectionofficials and individualswith a know Distributionbeyond these without authorization is

prohibited Precautionsshould be taken to ensure this is stored and/ordestroyed in a manner that

unauthorizedaccess bearing the LES caveatmay notbeused in legal proceedingswithoutfirst

receiving from the originatingagency Recipients are prohibited from posting the

informationmarkedLES on a website or an unclassified network

From: Brown, James Robert OTD

Sent: Thursday, July22, 20216:57AM

To: Turner, Brian C. ( CCRSB)

: Jones, DarrinE. (STB) (

Subject: RE updates UNCLASSIFIED

Classification: UNCLASSIFIED

: The information marked LES) in this document istheproperty of may

bedistributed theFederalGovernment(and its contractors intelligence, enforcement, public safety or

protectionofficials and individuals with to know. Distribution these entities without authorization is

Precautions should be taken to ensure information is stored and/ ordestroyed in mannerthat

unauthorized access bearing the LES caveat be used in legalproceedings without first

receiving authorizationfrom the originating agency Recipients are prohibited fromsubsequentlypostingthe

informationmarked LES on a website or an unclassified network.
1

Thankyouforresponding

From: Turner, BrianC. CCRSB) FBI)

Sent: Thursday , July 22, 20216:21AM

To: Brown, James Robert Jr. ) FBI

: Jones , Darrin E. (STB )

Subject: RE: updates UNCLASSIFIED

Classification: UNCLASSIFIED/

LAW ENFORCEMENT Theinformation marked U in this document is the property of andmay

be distributedwithin the FederalGovernment(and its contractors US intelligence law enforcement

FBI: 22- - 1539-735



protectionofficials and individualswith a need to know. Distribution beyondthese entities without authorization is

prohibited Precautionsshould toensure this informationis stored and/ destroyed in a mannerthat

precludesunauthorizedaccess Information the maynot beused in legalproceedingswithoutfirst

receivingauthorizationfrom the originating agency Recipients are prohibitedfrom subsequently postingthe

marked LES on a website or an unclassifiednetwork

Robert

Darrinand spokewith the on this yesterday He'llfillyou in on thedetails

Thanks much

From: Brown, James Robert OTD

Sent : Tuesday, July 20, 20211:39 PM

To: Kohler, AlanE. (CD) (

Jones Darrin STB)

Subject: NSO updates UNCLASSIFIED//

Classification: UNCLASSIFIED

Turner, Brian C. ( CCRSB ) (

McNally , Richard (OGC

Robert

s

As a follow to this morning'smeetingwith the the recent news on NSO and

AssistantDirector

OperationalTechnology Division

) LAW ENFORCEMENT The informationmarked //LES in this document is the property and may

bedistributed the Federal Government(andits contractors US intelligence law enforcement public safety or

protection officials and individuals witha need to know Distribution these entities without authorization is

prohibited Precautions should betaken to ensurethisinformation is stored and/ or destroyed in a mannerthat

precludes unauthorized access Informationbearing the LES maynot be used in legal proceedings without first

receivingauthorizationfrom the originating agency Recipients are prohibited from subsequently posting the

Informationmarked LES on a website or an unclassified network

b5

b6

,

Gabriel, Kacey

andthemeetingtwoweeks

b5

b6

, , -3

FBI: 22- cv- 1539-736



Classification: UNCLASSIFIED/ LES

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED//

FBI: 22- cv- 1539-737



From:

Subject:

To:

:

Sent:

Classification :

DarrinJones

FULL STOP on potential

JamesBrown Alan Kohler BrianTurner

Timothy Langan Bryan Vorndran Calvin Shivers

July 22, 2021 11:24 AM (UTC- 04:00)

UNCLASSIFIED/

Regards

The information marked this document is the property of and may

be distributed within the Government and its contractors), US intelligence, enforcement

protectionofficialsand individuals with a needto Distributionbeyond these without authorization is

prohibited Precautionsshould be taken to ensure this and/ ordestroyed in a mannerthat

precludes unauthorized access Informationbearing the LES caveat maynotbe used in without first

receiving authorization the originating agency are prohibited from subsequently posting the

informationmarked on a website or an unclassified network

after a conversation with the last night Turner and have agreed to cease all efforts regarding the potential
use of We may after further discussion with the

Assistant Director

Science and Technology

UNCLASSIFIED

From: Brown, James Robert OTD) FBI)

Sent: Tuesday, July 20, 20211:39PM

To: Kohler, AlanE.Jr. CD) (FBI)

Jones, DarrinE. ( STB) ( )

: LANGAN TIMOTHYR.(CTD

Shivers, CalvinA. ( CID) ( FB

Subject: NSO updates UNCLASSIFIED

RichardMcNally KaceyGabriel

McNally, Richard (

Classification : /

Turner, Brian C. ( CCRSB (

Vorndran , Bryan A. (CyD

OGC)

Gabriel, Kacey D. ( OTD )

The information marked in this document is theproperty of and may

distributed theFederalGovernment (and its contractors) intelligence, law enforcement or

protectionofficials and individuals to know. Distribution beyond these authorization is

prohibited. Precautions should be taken to ensure this and/ or destroyed in a mannerthat

precludesunauthorized access Information caveatmay not legalproceedings withoutfirst

receiving authorizationfrom the agency Recipients are prohibited from subsequently the

information on a website or an unclassified network

As a to this meeting with the the recent news on and andthe twoweeks

b3

b6

b7E -3

b3

b5

b7E -3

b6

1

b3

b5 -1

-3

FBI: 22- - 1539-738



Robert

AssistantDirector

OperationalTechnologyDivision

Unclass

Classification: UNCLASSIFIED

Classification : UNCLASSIFIED

b3

b5

FBI: 22- cv- 1539-739



From:

Subject:
To:

:

Sent:

Julie Kopec

FULL STOP on potential

Classification:

July 22, 202111:31AM ( UTC- 04: 00)

FYSA

UNCLASSIFIED/

From ) (

Sent: Thursday, 22, 202111:26 AM

Theinformation marked U/ in this document is the property of and may
be distributed within the Government and its contractors ) US intelligence, law safety or
protection officials and individuals with a need Distribution beyond without authorization is

prohibited Precautions should be taken to ensure this and/ or destroyed in a manner that
precludes unauthorized access . Information the LES caveat may not be used in without first

receiving authorization originating agency Recipients are prohibited from subsequently posting the
marked LES on a website or an unclassified network

To: Jones, Jason Allen (

Kopec, Julie ) FBI)

NSB)

William ) ( FBI

STB) FBI

( DET

Subject: FW: FULLSTOP on potential

Classification: UNCLASSIFIED

From: Jones , Darrin E. (STB) (

Sent: Thursday, July 22, 202111:24 AM

To: Brown, James Robert OTD

: Langan Timothy R.Jr. ( CTD)

FBI)

Subject: FULLSTOP on potential

use

Turner , Brian C. CCRSB FBI

UNCLASSIFIED

Classification: UNCLASSIFIED

Prest, ErinM.( OGC) FBI)

FB
CCRSB

Rich, OliverE.Jr. ( ) ( )

UNCLASSIFIED

CID) (

McNally, Richard( OGC) ( )

{ OGC {

Kohler, Alan E.Jr. CD)

UNCLASSIFIED

Vorndran, BryanA. CyD) )

Delbagno,

b3 -1

b6-1

b7E -3

b3 -1

b6

b7E -1,3

b3

b6

-1

LAW marked LES) in this documentis the propertyof

bedistributedwithinthe FederalGovernment and its contractors , publicsafetyor

protectionofficialsand to know. Distributionbeyondtheseentitieswithout authorization

Gabriel, Kacey D.( ) -1,3

FBI 22- - 1539-740



should be taken to ensure this information is stored and/ destroyed in a mannerthat

precludes unauthorizedaccess Informationbearingthe beused in legal proceedings withoutfirst

receivingauthorization fromthe agency Recipientsareprohibitedfrom postingthe

marked on a website or an unclassified network

after a conversation with the DDlast night EAD Turner and have agreed to cease allefforts regarding the potential
We may, after further discussion with the

and Technology Branch

From: Brown, James Robert OTD FBI)

Sent: Tuesday , July 20, 2021 1:39 PM

To: Kohler, Alan E.Jr. (CD

Jones , Darrin E. STB FBI

LANGAN TIMOTHYR. CTD) FBI)

Shivers , Calvin A. ( CID ) ( )

FBI)

FBI)

Subject: NSOupdates UNCLASSIFIED

Turner, BrianC. ( CCRSB) ( )

McNally, Richard OGC) )

Classification //

AssistantDirector

OperationalTechnology Division

Unclass

, Bryan A. )

LAW The information marked in this document is the propertyof may

distributed within the Federal (and its contractors US intelligence, law , public safety or

protectionofficials andindividuals with a needto Distribution entities without authorization is

prohibited Precautions be taken to ensure this and/ or destroyed in a manner that

unauthorizedaccess bearing the caveat may not beused proceedings without first

receiving authorization from the originating agency Recipients are prohibited from subsequently

marked LES on a website or an unclassified network

follow to this withthe the newson NSO and

Gabriel, Kacey D. OTD )

b3

b5

-3

b6

and the meeting two weeks b3

b7E -3

FBI: 22- cv- 1539-741



)

Classification: UNCLASSIFIED/ LES

Classification: UNCLASSIFIED/ LES

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED//

1

FBI: 22- cv- 1539-742



From:

Subject:

To:

:

Sent:

CalvinShivers

FW FULLSTOPonpotential

July22, 202111:41AM ( UTC-04:00)

UNCLASSIFIEDClassification:

CalvinA.Shivers

AssistantDirector

From: Jones, DarrinE. (STB) FBI)

Sent: Thursday, July 22, 202111:24AM

To: BrownJamesRobert (OTD) (

) LAW Theinformationmarked U/ in this documentisthe propertyof andmay

distributedwithin the Government(and contractors), US intelligence, law enforcement public safetyor

protectionofficialsandindividualswith a know. Distributionbeyondthese entitieswithout is

prohibited Precautionsshould be taken to ensurethis information destroyedina mannerthat

precludesunauthorizedaccess Informationbearingthe caveat may not proceedingswithoutfirst

receivingauthorizationfrom agency Recipientsareprohibitedfromsubsequently the

markedLES on a website or an unclassifiednetwork.

: Langan Timothy Jr. (CTD) (

Regards

Turner, Brian C. ( CCRSB ) (

)

Subject: FULLSTOP on potential

Classification : UNCLASSIFIED

Shivers , Calvin ( CID) (

McNally , Richard ( OGC) FBI)

Kohler, Alan E. ( CD

Vorndran, Bryan A.

UNCLASSIFIED/

The information marked in this document is the property of may

be distributed Federal Government andits contractors) US intelligence, law public safetyor

protection officials and individuals with need to know Distribution entities without authorizationis

prohibited Precautions shouldbe taken to ensure is stored and/ or destroyed in a mannerthat

precludes unauthorized access bearingthe LES caveat be usedin legal proceedings withoutfirst

receiving authorization the originating agency Recipients are prohibited from postingthe

marked LES on a website or an unclassified network

aftera conversation with the lastnight Turner andhave agreedto cease all efforts regarding the potential
Wemay, after further discussion withthe

b3

b6

1

b7E

b3

} -1

Gabriel, Kacey D. )b7E

b3

b5

b7E 3

b3

b5

b7E -3

FBI: 22- - 1539-743



ExecutiveAssistantDirector

Scienceand Branch

From: Brown, James Robert )

Sent: Tuesday, July 20, 20211:39PM

: Kohler, Alan E. ( CD)

Jones, DarrinE. STB) (

: LANGANJR TIMOTHY R. CTD

)

FBI)

Subject: NSOupdates UNCLASSIFIED/

Shivers, CalvinA.

Classification : UNCLASSIFIED

McNally, Richard( OGC) )

AssistantDirector

OperationalTechnologyDivision

Unclass

Theinformationmarked inthis documentis thepropertyof andmay
bedistributedwithin the its contractors) US intelligence, law enforcement public
protectionofficials and individualswith a needto know beyondthese authorizationis
prohibited Precautionsshouldbetaken to ensure this information and ina mannerthat

unauthorizedaccess Information the caveatmaynotbe used in legalproceedings first
receivingauthorization theoriginating agency Recipients are prohibitedfrom subsequentlypostingthe

marked on a website or an unclassifiednetwork

As a followupto this morning'smeetingwith the therecent and

Turner, Brian (CCRSB )

Vorndran, Bryan A. (CyD) )

Classification : UNCLASSIFIED

Classification: UNCLASSIFIED

Classification :

OGC)

Gabriel , Kacey D. (OTD)

b6

b3

b5

b7E

b7E

FBI: 22- - 1539-744



RichardMcNally
FW FULL STOP on potential

July 22, 2021 11:44 AM ( UTC- 04: 00)

Classification: UNCLASSIFIED

From:

Subject:
To:

Sent:

ENFORCEMENT information marked in this document is the property of and
be distributed the Federal Government ( and its contractors ), US intelligence, law enforcement safety or
protection officials and with a need to know. Distribution beyond without authorization is

prohibited Precautions should be taken to this information stored and/ or destroyed in a mannerthat

precludes unauthorized access Information caveat may notbeused in legalproceedings without first

receivingauthorization from the agency Recipients are from subsequently posting the
information LES on a website or an unclassified network

From: Jones, Darrin E. (STB) (

Sent: Thursday, 22, 202111:24AM

To: Brown, JamesRobert ( OTD)

Turner , Brian C. CCRSB ) (

: Langan, TimothyR.Jr. (CTD) (

FBI

Subject: FULL STOP on potential

use UNCLASSIFIED

Shivers, Calvin A. CID) ( )

McNally, Richard( ) )

Classification:

Executive Assistant Director

Science and Technology Branch

Kohler , Alan E. CD) ( )

From: Brown, James Robert ( )

Sent: Tuesday, July 20, 20211:39PM

To: Kohler, AlanE.Jr. ( CD (

Vorndran, BryanA.( )

use UNCLASSIFIED

U) LAW SENSITIVE The information marked this document is the property of and

be distributed within the (and its contractors ) intelligence, law public safety or

officials and individuals with a need to Distribution beyond without authorization is

prohibited Precautions should taken to ensure this and/ or destroyed in a manner that

unauthorized access Information the caveat may not be used without first

receiving authorization from originating agency Recipients are prohibited from subsequently the
information LES on a website or an network

aftera conversationwiththe lastnight, EADTurnerandhaveagreedto ceaseallefforts regardingthepotential
We may, afterfurtherdiscussionwiththe

b3

b6

Gabriel, KaceyD. OTD

Turner, Brian ( CCRSB) (

b3

b6

b7E -3

b3

b5

b7E 3

b7E 1

FBI: 22- - 1539-745



Jones, Darrin STB) FBI)

: LANGANJR TIMOTHY CTD

Shivers, CalvinA. ( CID) (

Subject: updates UNCLASSIFIED

McNally , Richard ( ) ( FBI

Classification: UNCLASSIFIED/

AssistantDirector

OperationalTechnology Division
Unclass

) LAW SENSITIVE The information marked in this document is the property of and may

be distributed within the ( and contractors US intelligence , law enforcement or

protection officials and individuals with a need to Distribution beyond these without authorization is

prohibited Precautions should be taken to ensure this and/ or destroyed in a manner that

unauthorized access Information LES caveat may not be used in without first

receiving authorization originating agency Recipients are prohibited from subsequently posting the
marked on a website or an unclassified network

Asa followupto this morning'smeetingwith the the recentnewson and

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Vorndran , Bryan A. CyD )

Classification: UNCLASSIFIED

)

Gabriel , Kacey D. OTD)

andthe meetingtwo weeks

b6

b7

b7E 1

b3

b5

-3

1

FBI: 22- cv- 1539-746



From:

Subject:
:

:

Sent:

RE: FULL STOP on potential

July22 202111:45AM ( UTC- 04: 00)

Classification: UNCLASSIFIED/

The information marked this document is the property of and may

be distributed within the Federal (and its contractors ) intelligence , law enforcement or
protection officials and individuals with a need to Distribution beyond these without authorization is

prohibited Precautions should be taken to ensure this and/ or destroyed in a manner that

precludes unauthorized access Information the LES caveat may not be used proceedings without first

receiving the originating agency Recipients are prohibited from subsequently the
marked LES on a website or an unclassified network

From: Shivers, Calvin A. ( CID FBI

Sent: Thursday, 22, 202111:41AM

PG)

Subject : FW : FULL STOP on potential

Classification: UNCLASSIFIED/

CriminalInvestigativeDivision

Office

From: Jones, DarrinE. (STB) (

Sent: Thursday, July 22, 202111:24AM

To: Brown, James Robert OTD

Theinformationmarked inthisdocumentis thepropertyof andmay
bedistributedwithinthe ( anditscontractors) intelligence, law publicsafetyor

protectionofficialsandindividualswith a needto Distribution entitieswithout authorizationis

prohibitedPrecautionsshouldbetakento ensurethis is destroyedin a mannerthat

precludesunauthorizedaccess bearingthe caveatmaynotbeused withoutfirst

receiving fromtheoriginatingagency Recipientsareprohibitedfromsubsequentlypostingthe
markedLES a websiteoranunclassifiednetwork

: Langan Timothy R.Jr. CTD

Turner , Brian C. CCRSB)

(FBI)

FBI

Subject: FULLSTOP on potential

UNCLASSIFIED

Shivers, CalvinA. (CID)

McNally, Richard( ) ( )

) FBI

) FBI)

Kohler AlanE. CD

UNCLASSIFIED

Vorndran, BryanA. CyD FBI

b3

b6

1

b7E

b3

b6

b7E

Gabriel, Kacey D. )

b3

b5

b7E -3

b7E

b3

b6

b7E -1,3

FBI: 22- - 1539-747



Classification: UNCLASSIFIED

: The information marked this document is the propertyof and may
distributed Government and its contractors) intelligence, law enforcement or

protection officials and individuals needto know Distribution beyondthese without authorization is

prohibited Precautions should betaken to ensure is stored and/ or destroyed in a manner that

unauthorized access bearing the LES caveat be used in legalproceedings withoutfirst
receivingauthorization the originating agency Recipients are prohibited from posting the

marked LES on a website or an unclassified network

aftera conversationwiththe lastnight, EADTurnerand agreed to ceasealleffortsregardingthepotential

We may, afterfurther discussionwiththe

and Branch

From: Brown, James Robert Jr. OTD)
Sent: Tuesday, July 20, 20211:39 PM

To: Kohler, Alan E. Jr. CD )

Jones Darrin E. ( STB) (
: LANGAN , TIMOTHY R. CTD )

Shivers, CalvinA. ) FBI)

Subject: NSO updates UNCLASSIFIED

Turner, Brian C. CCRSB ) ( FBI )

McNally , Richard OGC) FBI)

Classification: UNCLASSIFIED RS

Vorndran, Bryan A. ( CyD) )

OGC)

Gabriel, KaceyD.( OTD)

) LAW SENSITIVE The information marked this document is the property of and

bedistributed within the Federal ( and its contractors US intelligence , law public safety or

protection officials and individuals with a need Distribution beyond entities without authorization is

prohibited Precautions should be taken to ensure this and/ or destroyed in a manner that

precludes unauthorized access Information bearing the LES caveat may notbeused proceedings without first

receiving authorization originating agency Recipients are prohibited from subsequently posting
marked a website or an unclassified network

As follow to this morning'smeetingwith the therecentnewson and

ago

b3

b7E

b6

b7E 1

b3

b5

b7E -3

FBI: 22- - 1539-748



AssistantDirector

Operational Technology Division

Unclass

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

1

FBI 22- - 1539-749



From:

Subject: FW: FULLSTOPon potential

StevenPalmer

July 22, 2021 11:45 AM ( UTC- 04: 00)

Classification: UNCLASSIFIED

Sent:

ENFORCEMENT SENSITIVE The information marked in this document is the property of and may
bedistributed within the Government (and its contractors ) US intelligence, law enforcement , public safety

protection officials and individuals with to know Distribution beyond these authorization is
prohibited. Precautions should be taken to ensure this and/ or destroyed in a manner that

unauthorized access Information caveat may used in legalproceedings without first

authorization from agency Recipients are prohibited from posting the
marked LES on a website or an unclassified network

I'msure you guys saw this as well but wanted to make sure

From: Shivers, CalvinA. CID) ( FBI)

Sent: Thursday, July 22, 202111:41AM

(

PG) (

Subject: FW: FULLSTOP on potential

Classification: UNCLASSIFIED

AssistantDirector

From: Jones, Darrin E. STB) ( )

Sent: Thursday, July 22 , 202111:24AM

To: Brown, James RobertJr. (

UNCLASSIFIED

SENSITIVE The information marked this document is the property of and

distributed within the Government and its contractors ) intelligence, law public safety or

protection officials and individuals with know. Distribution entities without authorization is

prohibited . Precautions should be taken to ensure this is stored and/ or destroyed in a manner that

precludes unauthorized access the caveat may not be in legal proceedings without first

receiving authorization the originating agency Recipients are prohibited from subsequently the
marked LES on a website or an unclassified network

: Langan, TimothyR. CTD) FB

UNCLASSIFIED

Turner , Brian CCRSB

Subject : FULL STOP on potential

Shivers, Calvin A. CID) (

McNally, Richard( ) (

)

Kohler, Alan E. CD) )

UNCLASSIFIED

Vorndran, BryanA.

b3

b6

1

b7E

b3

b6

)

Gabriel , Kacey D. OTD)

b3

b5 -1

b7E -3

b7E -1

b3

b6

-1,3

FBI: 22- - 1539-750



Classification: UNCLASSIFIED/

( U) SENSITIVE: The information marked inthis document is the property of and may
be distributed within Government (and its contractors , US intelligence, law enforcement , public

protection officials and individuals with a know. Distribution beyond these without authorization is

prohibited Precautions should be taken to ensure this is and/ or destroyed in a mannerthat

unauthorized access Information the LES caveat may in legal proceedings without first

receivingauthorization the originating agency Recipients are prohibited from posting the
marked LES on a website or an unclassified network

after withthe night Turnerandhave to cease effortsregardingthepotential
Wemay, afterfurtherdiscussionwiththeof

Regards

Science and Technology Branch

From: Brown, James RobertJr. ( )

Sent: Tuesday, July 20, 20211:39PM

To: Kohler , Alan E.Jr. CD)

Jones , Darrin E. ( STB) ( FBI

: LANGAN , TIMOTHY R. CTD FB

Shivers, CalvinA. (CID) FBI

Turner, Brian C. CCRSB) ( FBI)

FBI)

FBI)

Subject: NSO updates UNCLASSIFIED

McNally , Richard ( )

Classification: UNCLASSIFIED

Vorndran, BryanA. CyD

)

Gabriel, KaceyD. OTD)

) LAW ENFORCEMENT SENSITIVE : The information marked this document is theproperty of and may
bedistributed within the Government ( and its contractors US intelligence, law enforcement safety or

protection officials and individuals with a to know. Distribution beyond without FBI authorization is

prohibited Precautions should be taken to ensure this stored and/ or destroyed in a manner that

unauthorized access Information the LES caveat may not used in legal proceedings without first

receiving authorization the originating agency Recipients are prohibited from posting the
marked on a website or an unclassified network

b3

b5

b7E 3

b6

1

b3

b5

-3

FBI: 22- - 1539-751



AssistantDirector

OperationalTechnology Division

Unclass

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED/

Classification: UNCLASSIFIED

b7E

FBI 22- cv- 1539-752



Richard McNally

FW FULL STOP on potential

JasonJones ErinPrest

July22, 202111:45AM ( UTC- 04:00)

Classification: UNCLASSIFIED

From:

Subject:

:

Sent:

From: Jones , Darrin E. ( STB ) (

Sent: Thursday, 22, 202111:24AM

To: Brown James RobertJr. OTD (

SENSITIVE : The information marked this document is the property of and may

be distributed within the Government and its contractors intelligence, law enforcement safety or

protection officials and individuals with a Distribution beyond without authorization is

prohibited Precautions should be taken to ensure this and or destroyed in a manner that

precludes unauthorized access . bearing the LES caveat may not be used proceedings without first

receiving authorization the originating agency Recipients are prohibited from subsequently posting the
marked LES on a website or an unclassified network

: Langan, Timothy R. Jr. CTD)

Turner , Brian C. CCRSB ) (

FBI

Subject STOP on potential

use

Classification: UNCLASSIFIED

Regards,

Shivers, Calvin A. ( CID) (

McNally, Richard ( ) (

From: Brown, James Robert Jr. ( ) (

Sent: Tuesday , July 20, 2021 1:39 PM

Kohler, AlanE. CD

Vorndran, BryanA.

UNCLASSIFIED /

SENSITIVE The information marked / in this document is the and may

be distributed within the Government and its contractors US intelligence enforcement, public safety or

protection officials and individuals with a need to Distribution these entities without authorization is

prohibited Precautions should be taken to ensure this and or destroyed in a manner that

precludes unauthorized access bearing the LES caveat may notbe used in without first

receiving authorization the originating agency Recipients are prohibited from subsequently posting the

information marked LES on a website or an unclassified network

OGC)

Gabriel, KaceyD.( OTD)

aftera conversationwith the lastnight EADTurnerandhaveagreedto ceaseall efforts regardingthe potential
We may, afterfurther discussionwith the

b3

b7E -3

b3

b7

-1,3

b3

b5

3

1

FBI 22- cv- 1539-753



To: Kohler, Alan E. ( CD) (

Jones, DarrinE.( STB) (

: LANGAN TIMOTHYR.( CTD

Subject: NSO updates UNCLASSIFIED

Shivers, CalvinA. ) (

Classification : UNCLASSIFIED /

McNally , Richard ( ) ( )

AssistantDirector

OperationalTechnologyDivision

Unclass

Turner , Brian C. CCRSB ) (

) ENFORCEMENT SENSITIVE The information marked in this document is the property of may
be distributed within the Government (and contractors ), US intelligence , , public safety or
protection officials and individuals with a need Distribution these entities without authorization is

prohibited Precautions should be taken to ensure this stored and/ or destroyed in a manner that
unauthorized access bearing the caveat may not be proceedings without first

receiving authorization from the originating agency Recipients are prohibited from subsequently the
marked LES on a website or an unclassified network

As a followupto thismorning'smeetingwiththe therecentnewson NSO and

Classification: UNCLASSIFIED

Classification /

Classification : UNCLASSIFIED

Vorndran, BryanA. )

Gabriel, KaceyD. OTD

and the meetingtwo weeks

b6

b7

1

b3

b5

-3

b7E - 1

FBI: 22- - 1539-754



From:

Subject: FW FULLSTOP on potential

July 22, 2021 11:46 AM ( UTC-04:00)

Classification: UNCLASSIFIED

Sent:

From: Shivers , Calvin A. CID ) (

Sent : Thursday , 22 , 2021 11:41AM

) ( FBI
PG)

Subject: FW: FULL STOP on potential

) LAW ENFORCEMENT SENSITIVE The information marked / this document is the property of
be distributed within the (and its contractors ) intelligence law safety

protection officials and individuals with a need Distribution beyond without authorization is

prohibited Precautions should be taken to ensure this and/ or destroyed in a manner that

unauthorized access Information the LES caveat may notbe proceedings without first
receiving authorization the originating agency. Recipients are prohibited from subsequently the

marked LES on a website or an unclassified network

Classification: UNCLASSIFIED

CalvinA.Shivers

Assistant Director

CriminalInvestigativeDivision

From: Jones, Darrin E. ( STB) )

Sent: Thursday, July 22, 202111:24AM

To: Brown JamesRobert OTD

Cc: Langan Timothy R.Jr. CTD) (

UNCLASSIFIED /

ENFORCEMENT SENSITIVE The information marked this document is the property of may

be distributed Government ( and its contractors ) intelligence , , public safety or

protection officials and individuals with a know Distribution these entities without authorization

prohibited Precautions should be taken to ensure and/ or destroyed in a manner that

precludes unauthorized access bearing the LES caveat may not be used without first

receiving from the originating agency Recipients are prohibited from subsequently posting the
marked LES on a website or an unclassified network

Turner , Brian C. ( CCRSB )

)

(

Subject: FULLSTOPon potential

Shivers , Calvin A. ( CID) (

McNally , Richard ( ) ( FBI

use UNCLASSIFIED

Kohler, Alan E. Jr. CD) (

Vorndran, BryanA. CyD
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b6

b7E -3
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Classification: UNCLASSIFIED/

( ) LAW SENSITIVE The information marked this document is the propertyof may
be distributedwithin the (andits contractors) Intelligence, law publicsafetyor
protection officials andindividualswith a needto the entities without authorizationis
prohibited Precautions should be taken to ensure this information stored destroyed in mannerthat

unauthorized access Information the LES caveatmay notbeused in legal withoutfirst
receivingauthorizationfromthe agency Recipients are prohibitedfrom subsequentlypostingthe
information on a website or an unclassifiednetwork

after a conversation with the last night EAD Turner and have agreed to cease efforts regarding the potential
We may, after further discussion with the

Regards,

ScienceandTechnologyBranch

From : Brown, James Robert ( OTD ( )

Sent: Tuesday July 20, 2021 1:39 PM

To: Kohler, Alan E. CD)

Jones, Darrin E. STB) ( FBI

: LANGAN TIMOTHYR.( CTD) FBI)

Shivers, CalvinA. (CID) ( )

Subject: NSO updates UNCLASSIFIED

Turner, BrianC. CCRSB) ( )

McNally , Richard ( OGC)

Classification: UNCLASSIFIED//

Vorndran, BryanA. CyD

OGC

Gabriel , Kacey D. OTD)

ENFORCEMENT SENSITIVE: The information marked U/ this document is the property of may

be distributed Government (and its contractors ), intelligence, law public safety or
protection officials and individuals to know Distribution these entities without authorization is

prohibited Precautions should be taken to ensure this is stored and/ or destroyed in a manner that

unauthorized access bearing the LES caveat may used in legal proceedings without first

receiving authorization the originating agency Recipients are prohibited from subsequently the
information marked LES on a website or an unclassified network

Sir s

As a follow upto this morning's meeting with the the recentnews on and andthemeetingtwo weeks
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AssistantDirector

OperationalTechnologyDivision

Unclass

Classification: UNCLASSIFIED/ A

Classification: UNCLASSIFIED/

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED/

FBI 22- - 1539-757



From:

Subject:

Sent:

JasonJones

RE: FULL STOP on potential
RichardMcNally; ErinPrest

July 22, 2021 11:46AM ( UTC- 04 :00)

Classification: UNCLASSIFIED

Thanks not surprising

ENFORCEMENT SENSITIVE : The information marked ( U in this document is the property and may

be distributed theFederal Government (and its contractors intelligence enforcement , public safety or

protection officials and individuals to know Distribution these entities without authorization is

prohibited Precautions should be taken to ensure is stored and/ or destroyed in a manner that

precludes unauthorized access bearing the LES caveat may not in legal proceedings without first

receiving from the originating agency Recipients are prohibited from subsequendy the
marked LES on a website or an unclassified network

From: McNally Richard ( OGC) (

Sent : Thursday 22, 2021 11:45 AM

To: Jones , Jason Allen (OGC ) (

Subject : FW: FULL STOP on potential

Classification: UNCLASSIFIED

From: Jones, Darrin E. ( STB) ( FBI)

Sent: Thursday, 22, 202111:24AM

To: Brown, James Robert OTD)

: Langan, Timothy R.Jr. CTD )

The information marked this document is the property of may

be distributed within the Government and its contractors ), intelligence , , public safety or

protection officials and individuals with a Distribution entities without authorization is

prohibited Precautions should be taken to ensure and/ or destroyed in a manner that

precludes unauthorized access bearing the caveat may not be used proceedings without first

receiving authorization the originating agency Recipients are prohibited from subsequently
marked LES on a website or an unclassified network

( FBI

Subject : FULL on potential

Turner, BrianC. CCRSB) (

UNCLASSIFIED

Prest, ErinM. ) ( )

UNCLASSIFIED

Shivers , Calvin ( CID) (

McNally, Richard ( ) FBI)

Classification: UNCLASSIFIED

Kohler , Alan E.Jr. CD

Vorndran, BryanA. CyD

UNCLASSIFIED

) LAW The information marked in this documentis the and may

distributedwithin the FederalGovernment( and , law enforcement publicsafety or

protectionofficials and to know Distribution beyondthese entities is

b3 -1

-3

b3

-1,3

b
Gabriel, KaceyD. OTD)

b3

-1,3

FBI: 22- cv- 1539-758



prohibited be taken to ensurethis information is stored and/ or destroyed in a mannerthat

precludes unauthorizedaccess Information the caveat used in legal proceedings withoutfirst

receivingauthorization from the agency Recipientsare posting the

LES on websiteor an unclassifiednetwork

aftera conversationwith the lastnight EADTurner andhaveagreedto cease allefforts regardingthe potential
We may, after furtherdiscussionwiththe

Regards,

andTechnologyBranch

From: Brown, James Robert OTD) )

Sent: Tuesday, July 20, 2021 1:39 PM

To: Kohler, Alan E. (CD) (

Jones , Darrin E. (STB) ( )

: LANGAN TIMOTHY R. CTD)

Shivers, CalvinA. )

( )

FBI)

Subject: updates UNCLASSIFIED

Turner, Brian CCRSB

McNally , Richard (OGC) FBI)

Classification : UNCLASSIFIED

Assistant Director

OperationalTechnology Division

Unclass

Vorndran, BryanA. CyD )

LAW ENFORCEMENTSENSITIVE: The information marked this document is the property of andmay

be distributed the Government (and its contractors) US intelligence, law enforcement

protection officials and individuals with a Distributionbeyond these without FBI authorization is

prohibited Precautions should be taken to ensure this information destroyed in a mannerthat

unauthorized access Information the LES caveat maynotbe used in legal first

receivingauthorization the originating agency Recipients areprohibited from subsequently postingthe

marked LES on website or an unclassified network

As a this morning's with the the recent news NSO and

OGC

Gabriel, KaceyD. OTD)

andthemeetingtwoweeks
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C )

Classification: UNCLASSIFIED LES

Classification: UNCLASSIFIED LES

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED/

===

b7E

FBI 22- - 1539-760



From:

Subject: FW FULL STOP on potentiall

Steven

July 22, 2021 11:51 AM ( UTC- 04:00)

Classification: UNCLASSIFIED

Sent:

From

Sent: Thursday, July 22, 202111:45AM

To: Palmer, StevenG. OTD)

ENFORCEMENT SENSITIVE: The information marked this document is thepropertyof and may
bedistributed the Federal Government (andits contractors) US intelligence, law enforcement or
protection officials and individuals to know Distribution beyond these without authorization is
prohibited Precautions should betaken to ensure this and/ or destroyed in a manner that

unauthorized access Information the caveat may notbeused proceedingswithoutfirst
receivingauthorization from originating agency Recipients are prohibited from subsequently the

marked LES on a website or an unclassified network

Subject: FW : FULLSTOP on potential

Classification: UNCLASSIFIED

use

) ( FBI

From: Shivers, CalvinA. ( CID) (

Sent : Thursday, July 22, 2021 11:41AM

)

PG

Subject : FULL STOP on potential

UNCLASSIFIED

sureyou guys saw this as well, butwantedto makesure

SENSITIVE The information marked this document is the propertyof and may
distributed within the and its contractors ) US intelligence, law enforcement or

protection officials and individuals with a need to know beyond without authorization is
prohibited. Precautions should be taken to ensure this stored and in a manner that

precludes unauthorized access bearing the caveat may not be used in legal proceedings without first

receiving from theoriginating agency . Recipients are prohibited from subsequently posting the
marked LES on a website or an network

UNCLASSIFIED LES

)

b3

b6

b7E -3
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Classification: UNCLASSIFIED/

ENFORCEMENTSENSITIVE The informationmarked in this document is the propertyof and may
be distributedwithin the Government(and its contractors intelligence, law enforcement safetyor

protectionofficialsand individuals with a know Distributionbeyond without authorizationis

prohibited Precautionsshould be taken to ensurethis stored and/ or destroyed in a mannerthat
precludesunauthorizedaccess bearingthe LES caveat maynotbe proceedingswithoutfirst

receivingauthorization the originatingagency Recipientsare prohibitedfrom subsequently

marked LES on a website or an unclassifiednetwork

Calvin Shivers

AssistantDirector

InvestigativeDivision

From: Jones, DarrinE. ( STB) (

Sent: Thursday, July22, 202111:24AM

To: Brown, James RobertJr. OTD)

Turner, Brian C. CCRSB ) (

: Langan, TimothyR.Jr. )

FBI

( FBI

Subject: FULL STOP on potential

Shivers, Calvin A. ( CID) (

Regards,

McNally, Richard ( OGC) (

Classification: UNCLASSIFIED

and Technology Branch

UNCLASSIFIED

Kohler , Alan E.Jr. CD) ( )

Vorndran, Bryan A.

LAW ENFORCEMENT SENSITIVE The information marked inthis document is the property of and
be the FederalGovernment its contractors US intelligence, law safety or

protection officials and individuals needto Distribution beyond the without authorization is

prohibited Precautions should be taken to ensure stored and/ or destroyed in a manner that

precludes unauthorized access Information bearing the LES may not in proceedings without first

receivingauthorization the originating agency. Recipients areprohibited from subsequently the

marked on a website or an unclassified network

From: Brown, James Robert (OTD) (

Sent: Tuesday July 20, 20211:39PM

after a conversation with the last night EAD Turner and have agreed to cease allefforts regarding the potential
We may, after further discussion with the

Gabriel, KaceyD. OTD)
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To: Kohler, Alan E. Jr. ( CD) (FBI)

Jones, Darrin E. ( STB) (

: LANGAN TIMOTHY CTD) FBI)

FBI)

Subject : NSO updates

Shivers , Calvin A. ( FBI

UNCLASSIFIED LES

McNally, Richard ) FBI)

Classification: UNCLASSIFIED

AssistantDirector

OperationalTechnologyDivision

Unclass

ENFORCEMENT SENSITIVE: The information marked in this document is the property of and may

be distributed Government ( and its contractors intelligence law enforcement public

protection officials and individuals to know Distribution beyond these authorization is

prohibited Precautions should be taken to ensure this and/ or destroyed in a manner that

unauthorized access Information the LES caveat may used in legal proceedings without first

receiving authorization from the originating agency are prohibited from posting the

information marked LES on a website or an unclassified network .

As a follow up to this morning's meeting with the the recent news on NSO and

Classification: UNCLASSIFIED

Turner, BrianC. (CCRSB)

Classification: UNCLASSIFIED/

ClassificationUNCLASSIFIED

Classification: UNCLASSIFIED/

Vorndran, BryanA. ) )

Classification: UNCLASSIFIED

OGC)

Gabriel, Kacey D. OTD)

andthe meetingtwo weeks
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From:

Subject:

Sent:

RE: FULL STOP on potential

Richard McNally

July 22, 202112:04PM (UTC- 04:00)

Classification: UNCLASSIFIED

From: McNally, Richard )

Sent: Thursday, July 22, 202111:44AM

Subject: FW: FULLSTOPonpotential

Classification : UNCLASSIFIED /

SENSITIVE The informationmarked this document is theproperty of and may

distributedwithin Government (and its contractors US intelligence law enforcement safetyor

protection officials and individuals with a Distributionbeyond these without authorizationis

prohibited Precautions should be taken to ensure this and/ ordestroyed in a manner that

unauthorized access Information LES caveatmaynotbe used proceedings without first

receivingauthorization from originating agency Recipients are prohibited from subsequently

informationmarked LES on a website or an unclassified network

From: Jones, Darrin E. ( STB) FBI

Sent: Thursday, July 22, 202111:24AM

To: Brown, JamesRobertJr. OTD)

LanganTimothyR.

Turner, BrianC. CCRSB)

(

Subject: FULL STOP on potential

UNCLASSIFIED

SENSITIVE: The information marked this document is the property of andmay

be distributed within the Government and contractors), intelligence law enforcement safetyor

protection officials and individuals with a need beyond without authorization is

prohibited. Precautions should be taken to ensurethis destroyed a mannerthat

precludesunauthorized access Informationbearing the LES caveatmay not be used in legal without first

receivingauthorization the originating agency Recipients are prohibited from subsequently postingthe

marked LES on a website or an unclassified network

UNCLASSIFIED

use

Shivers, CalvinA. ) ( )

McNally, Richard ) ( FBI

Classification : UNCLASSIFIED

{ OGC

UNCLASSIFIED

Kohler, Alan E. CD)

Vorndran , Bryan A. (CyD) )

b3

b6

1

b7E

b3

b6
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OGC)

Gabriel, KaceyD. OTD)
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LAW The marked this is the of
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within the Federal Government (and its contractors US intelligence, law enforcement , public safety
protection officials and with a need to know . Distribution beyond these entities authorization is

prohibited. Precautions should be taken to ensure or destroyed in a manner that

unauthorized access Information not be in proceedings without first
receiving authorization originating agency Recipients are prohibited from subsequently the

marked on a website or an unclassified network

All after a conversation with the last night EAD Turner and have to cease all efforts regarding the potential
We may after further discussion with the

Regards,

andTechnologyBranch

From: Brown, James Robert Jr. ( OTD

Sent : Tuesday , July 20, 2021 1:39 PM

To: Kohler , Alan Jr. (CD

Jones, Darrin STB) (

: LANGAN TIMOTHY (CTD

FBI

Subject: updates UNCLASSIFIED

Shivers, CalvinA. (CID) )

Classification:

Turner, Brian C. ( CCRSB )

McNally, Richard ( )

Assistant Director

Vorndran, BryanA.

ENFORCEMENT SENSITIVE The information marked this document the property of and may

distributed within the Government ( and its contractors ), US intelligence law enforcement, public
protection officials and individuals with a need Distribution beyond these entities authorization is
prohibited Precautions should be taken to ensure this information destroyed in a manner that

unauthorized access Information bearing caveat may not be used in without first

receiving authorization from the agency are prohibited from subsequently posting the
LES on a website or an network

Asa followup to this morning's meetingwiththe therecentnewson and

)

Gabriel, KaceyD. OTD)
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OperationalTechnologyDivision

Unclass

Classification: UNCLASSIFIED/

ClassificationUNCLASSIFIED

Classification: UNCLASSIFIED/

Classification: UNCLASSIFIED

b7E - 1

FBI: 22- cv- 1539-766



From:

Subject:

Sent:

FW FULL STOP on potential

R. Joseph Rothrock

July 22 2021 12:10 PM ( UTC- 04:00)

Classification: UNCLASSIFIED

From: Shivers, CalvinA. (CID) (

Sent: Thursday, July 22 , 202111:41AM

To: CID) FBI)

PG) FBI)

Subject: FW: FULL STOP on potential

SENSITIVE information marked in this document is the property of and

be distributed within the Government (and its contractors US intelligence law public safety or
protection officials and individuals with a need Distribution beyond entities without authorization is

prohibited Precautions should be taken to ensure this and/ or destroyed in a manner that
unauthorized access Information bearing the LES caveat may not beused in without first

receiving authorization the originating agency. are prohibited from subsequently posting the
marked LES on a website or an unclassified network.

Classification : /

CriminalInvestigativeDivision

From: Jones, DarrinE. ( STB) (

Sent: Thursday, July 22, 202111:24AM

To: Brown, JamesRobertJr. OTD)

Cc: Langan, Timothy R.Jr. CTD) (

Subject: FULL on potential

UNCLASSIFIED

Turner, Brian C. CCRSB ) ( FBI

UNCLASSIFIED

ENFORCEMENT SENSITIVE The information marked this document is the property of and may

bedistributed Federal Government (and its contractors US intelligence , law enforcement safety or
protection officials and individuals with to know . Distribution beyond these without authorization is

prohibited Precautions should be taken to ensure this stored and/ or destroyed in a manner that

precludes unauthorized access Information the LES caveat may not be proceedings without first

receiving authorization originating agency Recipients are prohibited from subsequently the
information on a website or an unclassified network

Shivers , Calvin A. ( CID) (

McNally Richard ( OGC) )

)

UNCLASSIFIED

) FBI

Kohler, Alan E. CD)

Vorndran , Bryan A. (CyD)
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b7E -3

Gabriel, KaceyD.( OTD)
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Classification: UNCLASSIFIED

ENFORCEMENTSENSITIVE The informationmarked inthis document is the property of andmay
be distributedwithin the Government (and its contractors), intelligence law enforcement safetyor

protection officials and individuals with a know. Distribution beyond without authorization is

prohibited Precautions should betaken to ensure this stored and ordestroyed in a manner that
precludes unauthorized access. Information the caveatmaynotbe legalproceedings without first

receivingauthorizationfrom originating agency Recipients are prohibited from subsequently the
LES on a website or an unclassified network

aftera conversationwiththe lastnight Turnerandhaveagreedto ceasealleffortsregardingthe potential

We may, afterfurther discussionwiththe

Regards

Science and Technology Branch

From: Brown, James Robert OTD) ( FBI)

Sent: Tuesday, July 20, 20211:39PM

: Kohler, AlanE.Jr. CD)

Jones, Darrin E. ( STB) ( )

: LANGAN TIMOTHY R. CTD

Shivers, CalvinA. (CID) (

(

Subject : NSO updates UNCLASSIFIED

Turner, Brian ( CCRSB) ( )

McNally, Richard OGC) ( FBI)

Classification: UNCLASSIFIED

Sir

Vorndran , Bryan A. ( ) )

ENFORCEMENT SENSITIVE: The information marked in this document isthe property of and may

bedistributed within the Government (and contractors ) US intelligence, law enforcement or

protection officials and individuals with to know . Distribution beyond these without authorization is

prohibited Precautions should be taken to ensure this stored and or destroyed in a manner that
unauthorized access Information the LES caveat may not legalproceedings withoutfirst

receiving authorization originating agency areprohibited from the
marked LES on a website or an unclassified network

Gabriel, Kacey D. OTD)

to this withthe therecentnewson and
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Robert

AssistantDirector

OperationalTechnology Division
Unclass

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

1

FBI: 22- - 1539-769



From:

Subject:

AlanKohler

FW: FULLSTOP on potential

July 22 2021 12:12 PM ( UTC- 04: 00)

Classification: UNCLASSIFIED

:

Sent:

From: Jones , Darrin E. STB) ( FBI

Sent: Thursday , July 22 , 202111:24AM

To: Brown James Robert OTD)

ENFORCEMENT SENSITIVE: The informationmarked in this document isthe property of and may

bedistributed Government and its contractors US intelligence lawenforcement safety or

protection officials and individuals toknow Distributionbeyond these without authorization is

prohibited Precautions should be taken to ensurethis and/ or destroyed in a mannerthat

precludesunauthorized access Information the LES caveat may notbe in legal proceedings withoutfirst

receivingauthorization from originating agency Recipients are prohibited from the

informationmarked LES on a website or an unclassified network

Turner, BrianC. CCRSB) (

: Langan Timothy Jr. ( (

FBI

Subject: FULLSTOP on potential

Shivers , Calvin A. FBI

Classification:

ExecutiveAssistantDirector

andTechnologyBranch

UNCLASSIFIED

McNally , Richard ( ) (

From: Brown James Robert ( OTD) ( )

Sent: Tuesday, 20, 20211:39

To: Kohler, AlanE.Jr. ( CD) )

UNCLASSIFIED LES

Kohler, Alan E. CD

Vorndran, BryanA. (CyD) FBI)

U) LAW ENFORCEMENT SENSITIVE The information marked this document is the property of may
bedistributedwithin the and its contractors) US intelligence, law public safety or

protection officials and individuals with a need to Distribution these entities without authorization is

prohibited Precautions should betaken to ensure this is and/ or destroyed in a manner that

precludes unauthorized access bearing the LES caveat may not be used in without first

receiving from the originating agency Recipients are prohibited from subsequently posting the

marked LES on a website or an unclassified network

All after a conversation with the last night EAD Turner and have agreed to cease all efforts regarding the potential
We may, after further discussion with the

OGC

Gabriel , Kacey D. OTD )

Turner , Brian C. ( CCRSB ) ( )

b3

b6

b7

b7E -3

b3

b6

b7

b7E

b3

b7E -3

b7E

FBI 22- - 1539-770



Jones , Darrin E.( STB) (

: LANGAN JR TIMOTHY (CTD

Shivers , Calvin A. ( ) FBI

)

Subject: NSO updates UNCLASSIFIED

Classification:

s

McNally, Richard( OGC) ( )

UNCLASSIFIED/

AssistantDirector

OperationalTechnologyDivision

Unclass

) LAW ENFORCEMENT SENSITIVE The information marked this document is the property of and may
distributed within the Government (and its contractors ) US intelligence, law enforcement safety or

protection officials and individuals with a need Distribution beyond without authorization is
prohibited Precautions should be taken to ensure this and/ or destroyed in a manner that

unauthorized access bearing the LES caveat may not beused proceedings without first

receiving authorization the originating agency Recipients are prohibited from subsequently posting
marked LES on website or an unclassified network

Asa follow to thismorning'smeetingwiththe the recentnewson and

Classification: UNCLASSIFIED

Vorndran , Bryan A. CyD )

Classification: UNCLASSIFIED/

Classification: UNCLASSIFIED

)

Gabriel, KaceyD. OTD)

andthemeetingtwo
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From:

Subject:

:

Sent :

Classification :

Understood

KaceyGabriel

RE FULL STOP on potential

DarrinJones James Brown Alan Kohler BrianTurner

Timothy Langan; Bryan Vorndran; Shivers

July 22 202112:33 PM ( UTC-04:00)

UNCLASSIFIED

ENFORCEMENTSENSITIVE The informationmarked( in this document is thepropertyof and may

be distributedwithin the Government (and its contractors intelligence law enforcement or

protectionofficials andindividualswith a Distribution beyondthese without authorizationis

prohibited Precautions should betaken to ensure this and/ or destroyed in a manner that

precludesunauthorizedaccess Information the LES caveatmay not beused withoutfirst

receivingauthorization theoriginatingagency Recipients are prohibitedfrom subsequently posting

information markedLES on a website or an unclassifiednetwork

From: Jones, DarrinE. ( STB) ( )

Sent: Thursday, July 22 , 202111:24AM

To: Brown James RobertJr.(OTD)

: LanganTimothyR. (CTD) ( FBI

FBI

Subject: FULLSTOP on potential

Turner, BrianC. CCRSB) (

Regards,

UNCLASSIFIED

Classification :

Darrin

Shivers , Calvin A. ) )

McNally, Richard(OGC FBI)

Richard McNally

and Technology Branch

From: Brown, James Robert (OTD)

Sent: Tuesday, July 20, 20211:39PM

Kohler , Alan E. CD) )

UNCLASSIFIED

Vorndran BrvanA.

) LAW SENSITIVE The informationmarked in this document is the propertyof and may

distributedwithin the Federal and its contractors US intelligence, law enforcement,

protectionofficials and individualswith a needto know beyond these entities authorizationis

prohibited Precautions should be taken to ensure this informationis destroyed in a manner that

unauthorizedaccess Information caveatmaynotbe used in withoutfirst

receivingauthorizationfrom agency Recipientsare prohibitedfrom subsequentlypostingthe

marked LES on a website or an unclassifiednetwork

after a conversation with the last night EAD Turner and have agreed to cease all efforts regarding the potential
after further discussion with the

OGC)

Gabriel, KaceyD. ( OTD)

b3

b6

b7E -3

b3

b6

b7

b7E

b3

b5

b7E

b7E

FBI 22- - 1539-772



To: Kohler, AlanE.Jr. CD)

Jones, DarrinE. ( STB) (

: LANGAN JR TIMOTHY R. CTD

Shivers , Calvin A. CID) (FBI

Subject: updates UNCLASSIFIED

McNally, Richard( OGC FBI)

Classification: UNCLASSIFIED/

Assistant Director

OperationalTechnologyDivision

Unclass

Turner, Brian C. ( CCRSB )

SENSITIVE The information marked this document is the property of and
bedistributed within the Government and its contractors intelligence, law enforcement public safety or

protection officials and individuals with a need Distribution beyond without authorization is

prohibited Precautions should be taken to ensure this and/ or destroyed in a mannerthat

precludes unauthorized access Information the caveat may not be used proceedings without first

receivingauthorization from agency Recipients are prohibited from subsequently posting
information LES a website or an unclassified network

As a tothis morning's with the the news NSO and

Classification : UNCLASSIFIED

Classification: UNCLASSIFIED

Vorndran , Bryan A. ( ))

Classification : UNCLASSIFIED

OGC)

Gabriel , Kacey D.(OTD)

b6

b3

b7E -3

1
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From:

Subject:

:

Sent:

Richard McNally

RE FULLSTOPon potential

July22, 202112:52PM ( UTC- 04: 00)

Classification: UNCLASSIFIED

From: )

Sent: Thursday , July 22, 2021 12:04 PM

To: McNally, Richard ( ) ( )

Subject : RE: FULL STOP on potential

Classification: UNCLASSIFIED

) LAW ENFORCEMENT SENSITIVE The information marked in this document is the property of may
be distributedwithin the Government (anditscontractors US intelligence, , public safetyor

protection officials and individuals with a Distribution entities without authorization is

prohibited Precautions should be taken to ensure this stored and/ or destroyed in a manner that

unauthorized access bearing the LES caveat may notbe legalproceedings without first

receiving from the originatingagency Recipients areprohibited from subsequently the
marked LES on a website or an unclassified network

From: McNally, Richard( OGC) (FBI

Sent: Thursday July 22, 202111:44AM

:

Subject: FW FULL STOP on potential

UNCLASSIFIED

Classification: UNCLASSIFIED

UNCLASSIFIED LES

UNCLASSIFIED

SENSITIVE: The information marked in this document is the property of and

be distributed within the Government and its contractors ) US intelligence, law public safety or
protection officials and individuals with a Distribution beyond entities without authorization is

prohibited Precautions should be taken to ensure this and or destroyed in mannerthat

unauthorized access Information bearing the LES caveat may notbe used proceedings without first

receiving authorization originating agency Recipients are prohibited from subsequently the
marked LES on a website or an unclassified network

} {
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ENFORCEMENT The information marked ( this document is the property of may

be distributed Eaderal Government (and its contractors), intelligence , public safety or

protection officials and individuals witha to know Distribution these entities without authorization is

prohibited Precautions should betaken to stored and/ or destroyed ina manner that

precludes unauthorized bearing the LES caveat may not used proceedings without first

authorization the originating agency Recipients are prohibited from subsequently posting

b3

b5

b7E -3

b3

b5

b6

-3

b3 -1

b6

b7E

FBI: 22- - 1539-774



informationmarkedLES on a website or an unclassified network

From: Jones, DarrinE. (STB) ( )

Sent: Thursday, July22, 202111:24AM

: Brown James Robert OTD)

Turner, BrianC. CCRSB) (

LanganTimothyR. CTD)

Shivers, CalvinA. CID) )

( )

(

Subject : FULL STOP on potential

Classification : UNCLASSIFIED

Regards

McNally, Richard OGC) ( FBI)

and

UNCLASSIFIED/

: The information marked in this document is the propertyof andmay

bedistributedwithin the Government(and its contractors) US intelligence, law enforcement safety or

protectionofficials and individuals with a need to beyond without authorization is

prohibited Precautionsshould be taken to ensurethis information destroyed in a manner that

precludesunauthorized access bearing the LES caveatmay notbe used in withoutfirst

receivingauthorization the originatingagency Recipientsare prohibited from subsequently postingthe

marked on a website or an unclassifiednetwork

From: Brown, James Robert ( OTD)

Sent: Tuesday, July 20 , 20211:39 PM

To: Kohler , Alan E. Jr. (CD) )

Jones, Darrin E. STB)

LANGAN TIMOTHY CTD )

All after a conversation with the last night EAD Turner and have agreed to cease all efforts regarding the potential
We may after further discussion with theuseof

Kohler, Alan E. CD) )

Vorndran, BryanA. CyD) )

Shivers, CalvinA. (CID) (

FBI

Subject: NSO updates UNCLASSIFIED

McNally, Richard OGC) FBI)

Turner, BrianC. CCRSB )

Classification: UNCLASSIFIED/

b3

b6

-1,3
Gabriel, KaceyD.(OTD)

Vorndran, BryanA. ( CyD) )

OGC

Gabriel , Kacey D. OTD)

SENSITIVE: The information marked in this document is theproperty of andmay

distributed within the Federal its contractors US intelligence , public safetyor

protectionofficials andindividuals with a need toknow without authorization is

prohibited Precautions taken to ensure this information is stored and/ or destroyed in a manner

b3

-1

b7E -3

FBI: 22- - 1539-775



Informationbearingthe LES caveatmay notbe used in legal

receivingauthorization from the originating agency the

information website or an unclassifiednetwork

As a follow to this morning'smeetingwiththe the recentnewson and

AssistantDirector

OperationalTechnology Division

Unclass

Classification : UNCLASSIFIED /

Classification : UNCLASSIFIED

Classification : UNCLASSIFIED

Classification :

Classification : UNCLASSIFIED

and themeetingtwo weeks b3

b7E -3

b7E

FBI: 22- cv- 1539-776



From:

Subject:
:

Sent:

Bryan Vorndran

FULLSTOP on potential

Tonya Ugoretz

July22 202112:53 PM ( UTC- 04: 00)

Classification: UNCLASSIFIED

SENSITIVE The information marked this document is the property of and may

be distributed within Government and its contractors ) , US intelligence, law safety or

protection officials and individuals with a know . Distribution beyond without authorization is

prohibited Precautions should be taken to ensure this stored and or destroyed in a manner that

unauthorized access Information the caveat may not legalproceedings without first

receiving authorization the originating agency . Recipients are prohibited from the

marked on a website or an unclassified network

Please review the below re use of

From: Jones, DarrinE.( STB) (

Sent: Thursday, July 22, 202111:24AM

To: Brown, James Robert

: Langan, Timothy R. Jr. (CTD)

UNCLASSIFIED
Philip Frigm

( FBI)

Subject: FULL STOP on potential

Turner, Brian ( CCRSB) (

Regards,

Shivers, Calvin A. (CID)

McNally, Richard ) ( )

Classification: UNCLASSIFIED

ExecutiveAssistantDirector

UNCLASSIFIED

Kohler , Alan E. Jr. CD) ( )

Vorndran, BryanA. CyD)

The information marked this document is the property of and

be distributed within Government ( and its contractors ) intelligence, law public safety

protection officials and individuals with a need Distribution entities without authorization is

prohibited Precautions should be taken to ensure this and/ or destroyed in a manner that

unauthorized access bearing the LES caveat may not be used in without first

receiving from the originating agency Recipients are prohibited from subsequently posting the
marked LES on a website or an unclassified

Gabriel, Kacey D. (OTD)

aftera conversationwith the lastnight EAD Turner andhave agreedto cease allefforts regardingthe potential
We may, afterfurther discussionwith the

b3

b6

b7E -3

b3

b7E -3

b3

b6

-1,3

b3

3

FBI: 22- cv- 1539-777



From: Brown, James Robert OTD

Sent: Tuesday, July 20, 2021 1:39 PM

: Kohler, Alan E. ( CD ) (

Jones, Darrin E. STB) (

: LANGAN TIMOTHY R. CTD)

Shivers, Calvin A. ( ) (

)

Subject: updates UNCLASSIFIED

McNally, Richard(OGC) ( )

Classification : UNCLASSIFIED

AssistantDirector

OperationalTechnologyDivision

Unclass

Turner, BrianC. CCRSB) (

Vorndran Bryan

) LAW The informationmarked this documentis thepropertyof and

bedistributedwithin the (and contractors), USIntelligence, law public safety or

protectionofficials and individualswith a needto Distribution entitieswithout authorizationis

prohibited Precautionsshouldbetaken to ensure thisinformation and/ or destroyed ina mannerthat

precludesunauthorizedaccess bearingthe LES caveat may notbe used in withoutfirst

receiving from the originating agency Recipients are prohibitedfrom subsequentlypostingthe

markedLES on a website or an unclassifiednetwork

a to this meetingwiththe the recentnewsonNSOand

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED/

Classification : UNCLASSIFIED

OGC)

Gabriel , Kacey D. OTD)

b6

b7

the meetingtwo weeks b3 -1

-3

FBI: 22- cv- 1539-778



From:

Subject:

To

Sent:

StevenPalmer

RE: FULLSTOPonpotential

July 22 20211:58 PM( UTC- 04: 00)

Classification : UNCLASSIFIED

ENFORCEMENT The informationmarked this document is thepropertyof and may

be distributed the Government(and its contractors), intelligence, law enforcement safety or

protectionofficials and individuals to know Distributionbeyond without authorizationis

prohibited Precautionsshouldbetaken to ensure this stored and/ or destroyedin a mannerthat

precludesunauthorizedaccess bearingtheLES caveatmay notbe in legalproceedingswithoutfirst

receiving from theoriginatingagency Recipients are prohibitedfrom subsequently the

markedLES on a website oran unclassifiednetwork

From: OTD) FBI)

Sent: Thursday, July 22, 202111:51AM

: Palmer, StevenG.( OTD) (

Subject: FW: FULLSTOPon potential

From

Classification: UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

) FBI)

SENSITIVE The informationmarked( in this documentis thepropertyof

distributedwithin the Government and its contractors US intelligence, law public safetyor

protectionofficials and individualswith a know Distribution these entitieswithout authorization is

prohibited Precautionsshould be taken to ensure storedand ordestroyedina mannerthat

unauthorizedaccess bearingthe LES caveatmay not be proceedingswithoutfirst

receiving from the originating agency Recipients are prohibitedfrom subsequentlypostingthe

markedLES on website or an unclassifiednetwork

OTD) FBI

b3

b6

-3

b3

b5

b7E -3

b3

b6

b7E

b3

b5

-3

b6

b7E 1

FBI: 22- cv- 1539-779



Sent: Thursday, July 22, 202111:45AM

To: PalmerStevenG. (OTD

Subject: FW : STOP on potential

Classification UNCLASSIFIED

From : Shivers , Calvin A. ( CID) FBI

Sent : Thursday, July 22, 2021 11:41AM

To FBI
PG) FBI

Subject : FW : FULL STOP on potentiall

LAW ENFORCEMENT SENSITIVE The information marked inthis document is the property of andmay

distributed the Federal Government and its contractors ) US intelligence, law safety

protection officials and individuals to know Distribution beyond without authorization is
prohibited Precautions should be taken to ensure this stored and/ or destroyed in a manner that

precludes unauthorized access the LES caveat may not in legalproceedings without first

receiving authorization originating agency Recipients are prohibited from subsequently the
marked LES on a website or an unclassified network

sureyouguys sawthisas well, butwantedto makesure

OTD) (FBI

UNCLASSIFIED/

Classification: UNCLASSIFIED

AssistantDirector

Criminal Investigative Division

From: Jones, Darrin E. ( STB

Sent: Thursday, July 22, 202111:24AM

: Brown, James Robert OTD) FBI

: Langan, TimothyR. CTD)

Turner , Brian C. CCRSB)

( )

( )

Subject: FULL STOP on potential

UNCLASSIFIED/

) LAW ENFORCEMENT SENSITIVE The information marked this document is the property of and

be distributed the Federal Government and its contractors intelligence, law public safety or

protection officials and individuals with know Distribution beyond entities without authorization is

prohibited Precautions should be taken to ensure this and/ or destroyed in a manner that

precludes unauthorized access Information bearing the caveat may not be used in without first

receiving authorization originating agericy Recipients are prohibited from subsequently posting the
marked LES on a website or an unclassified network

)

Shivers, CalvinA. CID) FBI

McNally, Richard(OGC) )

) ( FBI

UNCLASSIFIED

)

Kohler , Alan E. CD) )

VorndranBryanA.

OGC)

Gabriel , Kacey D. OTD)

b3

b6 -1

-1,3

b3

b6

b3

b7E -3

b7E

b3

b6

FBI: 22- - 1539-780



Classification: UNCLASSIFIED/

ENFORCEMENT SENSITIVE: The information marked / in this document is the property of and may
bedistributed within Government ( and its contractors US intelligence, law enforcement safety or

protection officials and individuals with to know Distribution beyond without authorization is

prohibited Precautions should be taken to ensure this stored and/ or destroyed in a manner that

precludes unauthorized access bearing the LES caveat may notbeused proceedings without first

receiving from the originating agency Recipients are prohibited from subsequently
marked LES on a website or an unclassified network

after a conversation with the last night, EAD Turner and have agreed to cease all efforts regarding the potential
We may, after further discussion with the

andTechnologyBranch

From: Brown, James Robert OTD ) FBI)

Sent: Tuesday , 20, 2021 1:39 PM

To: Kohler, Alan E.Jr. ( CD)

Jones , Darrin ( STB)

: LANGANJR, TIMOTHY R. CTD)

Shivers , Calvin A. ( CID) ( )

Turner, Brian C. ( CCRSB FBI)

FBI)

)

Subject: updates UNCLASSIFIED

McNally , Richard ( ) (

Classification: /

Vorndran, Bryan A. CyD )

OGC)

Gabriel, KaceyD. OTD)

SENSITIVE : The information marked in this document is the property of and may
distributed within the Government ( and its contractors ) US intelligence, law enforcement safetyor

protection officials and with a Distribution beyond entities without authorization is

prohibited Precautions be taken to ensure this and/ or destroyed in a manner that

precludes unauthorized access bearing the LES caveat may not be used proceedings without first

receiving from the originating agency Recipients are prohibited from subsequently posting
information marked LES on a website or an unclassified network

As a follow upto this morning's meeting with the the recent news on and

b3

b5

b7E -3

b6

andthemeetingtwo weeks b3 -1
b5 -1

-3

FBI: 22- - 1539-781



Robert

AssistantDirector

OperationalTechnologyDivision

Unclass

Classification : UNCLASSIFIED /

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED/

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED/

b7E

FBI: 22- - 1539-782



From:

Subject:
:

:

Sent:

JamesBrown

RE: FULL STOP on potential

Darrin Jones Alan Kohler Brian Turner

Timothy Langan Bryan Vorndran Shivers

July 23, 2021 5:14 PM ( UTC- 04:00)

Classification : UNCLASSIFIED //

From: Jones, DarrinE. STB) (

Sent: Thursday, July22, 202111:24AM

To: Brown, JamesRobertJr. OTD )

) LAW ENFORCEMENT SENSITIVE The information marked in this document is theproperty of and
distributed within the Government and its contractors ) intelligence, law public safety or

protection officials and individualswith a need Distribution beyond entities without authorization is
prohibited Precautions should be taken to ensure this and/ or destroyed in a manner that

unauthorized access Informationbearing the LES caveat may notbe used proceedings withoutfirst
receiving authorization the originating agency Recipients are prohibited from subsequently posting

marked LES on a website or an unclassified network.

: Langan, TimothyR. CTD) )

Turner , Brian CCRSB

( FBI

Subject: FULLSTOPon potential

UNCLASSIFIED LES

Regards,

Shivers , Calvin A. CID) ( )

McNally Richard ( (

Classification : UNCLASSIFIED /

RichardMcNally Kacey Gabriel

Kohler , Alan E. CD) (

Vorndran, BryanA. ( CyD

UNCLASSIFIED

Gabriel , Kacey D. ( OTD)

ENFORCEMENT SENSITIVE The information marked U inthis document is the property of FBI and may

be distributed within Government and its contractors US intelligence, law enforcement safety or
protection officials and individuals with a need Distribution beyond without authorization is

prohibited Precautions should be taken to ensure this and/ or destroyed in a manner that

unauthorized access Dearing the LES caveat may not be used proceedings without first

receiving from the originating agency Recipients are prohibited from subsequently posting the
marked LES on a website or an unclassified network

b3

b6

)

after a conversation with the last night, EAD Turner and have agreed to cease allefforts regarding the potential
useof after further discussion with the

b3

b6

b7E -3

b3

b5

b7E -3

b3

b5

b7E -3

FBI: 22- - 1539-783



From: Brown, James Robert OTD)

Sent: Tuesday, July 20, 20211:39PM

To : Kohler, Alan E.Jr. (CD) FBI

Jones , Darrin STB) (

: LANGAN JR TIMOTHY R. CTD)

)

Subject : updates UNCLASSIFIED

Shivers, CalvinA. CID) ( FBI

Classification:

Sir s )

McNally, Richard OGC) FBI

Assistant Director

Operational Technology Division

Unclass

Turner, Brian C. ( )

U) LAW SENSITIVE The information marked / this document is the property of and may

be distributed within the Government (and its contractors intelligence, enforcement or

protection officials and individuals with a need know Distribution beyond these without authorization is

prohibited Precautions should be taken to ensure this stored and/ or destroyed in a manner that

precludes unauthorized access Information the LES may not in legal proceedings without first

receiving authorization the originating agency Recipients are prohibited from subsequently the
marked LES on a website or an unclassified network

As a follow upto this morning's meeting with the the recent news on and

Classification: UNCLASSIFIED

Classification : UNCLASSIFIED

Vorndran, BryanA.

Classification: /

)

Gabriel, KaceyD. OTD)

andthemeetingtwo weeks

b6

b7E

b3

b7E 1

FBI: 22- cv- 1539-784



From:

Subject:

DarrinJones

FULL STOP on potential

James Brown Alan Kohler Brian Turner

TimothyLangan BryanVorndran Shivers, A.
KaceyGabriel

July 22, 202111:24AM ( UTC- 04: 00)

Classification: UNCLASSIFIED/

:

Sent:

SENSITIVE The information marked in this document is the property of and may
bedistributed Government ( and its contractors ) , US intelligence, law enforcement safety or

protectionofficials andindividualswith Distributionbeyond without authorizationis

prohibited Precautionsshouldbe taken to ensurethis and/ ordestroyedina mannerthat
unauthorizedaccess Information the LES caveat may proceedingswithoutfirst

receivingauthorization theoriginatingagency Recipientsare prohibitedfrom the
markedLES on a websiteor an unclassifiednetwork

Regards

, aftera conversationwiththe lastnight EADTurnerandhaveagreedto ceasealleffortsregardingthepotential

We may, afterfurtherdiscussionwith the

Scienceand TechnologyBranch

From: Brown, James Robert Jr. ( OTD

Sent: Tuesday , July 20, 2021 1:39 PM

To: Kohler, Alan E. (CD)

Jones, Darrin E. STB) (

: LANGAN TIMOTHYR. CTD ( FBI)

UNCLASSIFIED

( )

Subject: NSO updates UNCLASSIFIED

Shivers, Calvin CID) ( FBI)

Turner , Brian ( CCRSB ) (FBI)

Classification: UNCLASSIFIED

McNally, Richard ( ) (

Richard McNally

Vorndran , BryanA. CyD) )

As a followup to this morning's meeting with the the recentnews on NSO and

OGC

Gabriel, Kacey D. (OTD)

SENSITIVE The information marked (U ) in this document is the property of

distributed ( and its contractors ) US intelligence law public safety or

protection officials and individuals with Distribution entities without authorization is

prohibited . Precautions should be taken to ensure this and or destroyed in a manner that

precludes unauthorized access trearing the LES caveat may not be used without first

receiving authorization originating agency Recipients are prohibited from subsequently posting
marked LES on a website or an unclassified network

b3

b6

b7E

b3

b5

b7E -3

b6

1

b7E

b3

b5

b7E

FBI: 22- - 1539-785



AssistantDirector

OperationalTechnologyDivision

Unclass

Classification : UNCLASSIFIED

Classification : UNCLASSIFIED

b3

b5

b7E

b7E

FBI: 22- cv- 1539-786



DECLASSIFIED BY : NSICG

ON 10-21-2022

From:

To:

Subject:

Date:

FW: Pollingprintingnow

Tuesday, December07, 202112:11:00PM

2021

Classification : / / NOFORN

Attachments:

ClassifiedBy:

Derived From NSICG

Declassify On : HUM

From:

Sent: Tuesday , December 07 , 2021 12:09 PM

To: Tyson, JillCourtney(OCA) (FBI)

: Bossert, GregoryR. (OCA) ( FBI)

Subject : Polling printing now

on behalfof Courtney

/

//

Classified By:
Derived FBI NSICG

Declassify On : - HUM

RECORD

Classification: NOFORN

Office of Congressional Affairs

Federal Bureau of Investigation

Classification : //NOFORN

Classification : NOFORN

b6

FBI 22- - 1539-848



FEDERALBUREAU OF INVESTIGATION

Office ofCongressional Affairs

Senator Michael Bennet ( D - CO)

Topicsofinterest:

Didnotrespondtopolling

Senator Ron Wyden ( D - OR)

Topics ofinterest:
Outside the Scope

) This year the Washington Post and other news organizations published a series of

stories about a foreign surveillance technology company called the NSO Group , which is
based in Israel According to this news coverage , NSO has provided surveillance

technology to authoritarian governments that have used it to spy on journalists , political

dissidents , and opposition politicians . Just yesterday , 4 members of Congress called for the
8

Updated as of 10/20/2022 6:59 AM

)

FBI 22- - 1539-849



( U)

Administration to add the NSO Group to the " entities list, which would sanction the

company and prohibit U.S. organizations from doing any business with the company . To

that end, we'd like to find out if the FBI is using technology from the NSO Group. Can you
please letus know if the FBI, and in particular , the Remote Operations Unit in the FBI's

Operational Technology Division , has used products and services provided by this

controversial surveillance tech company ? Questions based polling

FEDERALBUREAU OF INVESTIGATION

Office ofCongressional Affairs

I'veduginto this and beenassured that, ifwhat you mean is " have we used

productsto collectdatathrough our investigations, nowe haven't

Asyou'dexpect, we'recertainlyawareof andhave done some researchand
assessmentwork on tool. To do that we obtaineda smallnumberof software

licensesfortestingand research

b3

,

S)

Outside the Scope

( S)

Updatedas of 10/20/20226:59AM

FBI: 22- cv- 1539-850



DECLASSIFIED BY : NSICG

ON 10-21-2022

From:

To:

Subject:

Date:

Attachments:

Transcript P 8-11

Thursday, February17, 2022 2:58:00PM

PAGE

Classification : ORCON /

Upon removal of attachments , this document is UNCLASSIFIED

Classified By:
Derived From FBI NSICG

Declassify On : 20471231

Legislative Affairs Specialist

Office of Congressional Affairs

Classification : ORCON/

b6

-1

FBI 22- cv- 1539-851



CLASSIFIED BY : NSICG

REASON 1.4 ( C )

DECLASSIFY : 12-31-2047

DATE 10-21-2022

( U )

( U )

( U )

PAGE8

/ NOFORN

do.

( U ) Wyden

Wray:

b6

( ) Wyden: Hasthe FBI usedPegasusor anyothercommercialhackingtoolsoldbythe NSOGroup?

Wray: you mean have we used it in any of our investigations to collect or target somebody

the answer is as I'm assured no. The reason why hedge , and I want to be transparent , that we have

acquired some of their tools for research and development . In other words, to be able to figure out how

badguys could use it, for example.

ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED EXCEPT

WHERE SHOWN OTHERWISE

( ) Wyden: Nobodyis usingit inyouoperation?

Wray : Other than research and development , which think is something you'd expect us to

Outside the Scope

( U) Wray: Happy to provide a written response.

: Great

Outside the Scope

Wyden: Why don't we do this. Why don't you give me written answers to bothquestions.
PEGASUSand

Outside the Scope

FBI 22- cv- 1539-852



ALL INFORMATIONCONTAINED

HEREIN IS UNCLASSIFIEDEXCEPT

WHERE SHOWN OTHERWISE

From : Tyson , Jill Courtney (OCA) (FBI )

Sent : Thursday , February 17, 2022 7:27 PM

To: Brown, James Robert Jr. (OTD) ( FBI)

: Dunham, Christopher G. ( OCA) ( FBI)

Subject: RE: OTD Response to Sen. Wyden //NOFORN LES

Classification: //NOFORN//LES

:

Derived : FBI NSICG

20471231

Great thanks, Robert

you are cleared to send this:

)

CLASSIFIED BY

REASON 1.4 ( C )

DECLASSIFY ON : 12-31-2047

DATE 11-14-2022

b6

b7

OTHER Non Responsive

OTHER responsive

b6

FBI 22- - 1539-885



From: Brown, James RobertJr. (OTD) (FBI)

Sent: Thursday, February17, 20227:25 PM

To: Tyson, JillCourtney(OCA) (FBI)

:

( U )

1. Response: The obtained a very limitednumberof licenses for mobile

devicesfor research, testing, and evaluationfor potentialuse in the future. The FBI's

OperationalTechnologyDivision(OTD) tested thetool

use the tool operationally . That is, the FBI did not use NSOtechnology to target any
individuals devices . The FBI's OTD has not used any other commercial hacking tools sold by
the NSO group.

:

Derived : FBI NSICG

Declassify 20471231

Soundsgoodto me

SECRET (U)

Dunham, ChristopherG. ( OCA) ( FBI)

Subject: RE: OTD ResponsetoSen.Wyden //NOFORN//LES

Classification : LES

From: Tyson, Jill Courtney(OCA) (FBI)

Sent: Thursday, February17, 20227:22 PM

To: Brown, JamesRobertJr. (OTD) (FBI)

Dunham, Christopher G. ( OCA) ( FBI)

Jones , Darrin E. (STB) ( FBI)

Classification : // // LES

Classified :
Derived : FBI NSICG

: 20471231

Subject: RE: OTDResponsetoSen.Wyden //NOFORN//LES

Jones , Darrin E. ( STB) ( FBI)

not

b3

,

b6

b7

b5

b6

b7

, , -3

FBI: 22- - 1539-886



From: Brown, James Robert Jr. ( OTD) ( FBI)

Sent: Thursday, February17, 2022 7:06 PM

To

Tyson, Jill Courtney (OCA) ( FBI)

Classification : //NOFORN// LES

Classified :
Derived : FBI NSICG

20471231

Itlooks good to me ASAC

Subject: RE : OTD Response to Sen. Wyden //LES

From:

Sent: Thursday , February 17, 2022 4:07 PM

To: Dunham, Christopher G. (OCA) ( FBI)

( FBI)

(U )

ClassifiedBy:
Derived FBI NSICG

Declassify 20471231

Classification: //NOFORN//LES

detailed review is almost complete .

Proposededit here. Robertand Darrin

Dunham, ChristopherG. (OCA) ( FBI)

Jones, DarrinE.(STB) ( FBI)

Subject: RE: OTD ResponsetoSen.Wyden //NOFORN LES

Jones , Darrin E. ( STB) ( FBI)

SECRET U)

Tyson, JillCourtney ( OCA)

b5

b6

, , -3

b3

1. (U) Last week , the Washington Post and other news organizations published a series of stories

about a foreign surveillance technology company called the NSO Group , which is based in

Israel. According to this news coverage , NSO has provided surveillance technology to

b6

b7

FBI 22- - 1539-887



authoritariangovernmentsthat have used it to spy on journalists, politicaldissidents, and

opposition politicians.Just yesterday, 4 members ofCongresscalled for the Administrationto

add the NSO Groupto the entities list, which would sanctionthe company and prohibitU.S.
organizationsfrom doing any businesswith the company. To that end, we'd like to find out if

the FBI is usingtechnology from the NSO Group. Can you please let us know ifthe FBI, and in
particular, the RemoteOperationsUnit in the OperationalTechnologyDivision, has used

productsand services provided by this controversialsurveillancetech company. Has the FBI

used Pegasusor any other commercial hackingtools sold by the NSO group?

From: Dunham, Christopher G. (OCA) (FBI)

Sent: Wednesday, February 16, 2022 9:35 AM

To: Tyson, JillCourtney ( OCA) ( FBI

:

Subject: RE: OTD Responseto Sen.Wyden //NOFORN//LES

Classification : //NOFORN//LES

Classified

Derived FBI NSICG

On : 20471231

Just bumping this one back up . We are hoping to send back today or tomorrow Please let me know

you have any issues/ edits

Thanks!

From: Tyson, JillCourtney( OCA) ( FBI)

Sent: Friday, February11, 2022 5:24PM

To

: Dunham, ChristopherG. (OCA) ( FBI)

Subject: : OTDResponseto Sen.Wyden NOFORN LES

b5

b3

b6

b7

1

b6

b7

FBI 22- - 1539-888



Classification: NOFORN LES

Classified By
Derived FBI NSICG

Declassify 20471231

Thanks

:

From:

Sent: Thursday, February 03 , 2022 3:01 PM

To: Sanborn, Jill ( NSB) ( FBI)

1. (U) Lastweek, the WashingtonPostand othernewsorganizationspublisheda seriesofstories

abouta foreignsurveillancetechnologycompanycalled the NSO Group, which is basedin

Israel Accordingto this newscoverage, NSO has providedsurveillancetechnologyto

authoritariangovernmentsthat have usedit to spy on journalists, politicaldissidents, and

opposition politicians. Just yesterday, 4 membersof Congresscalled forthe Administrationto

add the NSO Groupto the entities list, which wouldsanction the companyand prohibitU.S.

organizationsfrom doing any businesswith the company. To that end, we'd like to find out if

the FBI is usingtechnologyfrom the NSOGroup.Canyou please let us know ifthe FBI, andin

particular, the RemoteOperationsUnit in the OperationalTechnology Division, has used

productsand services provided by this controversialsurveillancetech company. Hasthe FBI

used Pegasusor anyothercommercialhackingtools sold by the NSOgroup?

Jones , Darrin E. (STB) ( FBI )

, Jill Courtney ( OCA) ( FBI)
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FBI 22- - 1539-889



Subject : RE : OTD Response to Sen. Wyden // NOFORN//LES

Classification : //NOFORN//LES

Classified
Derived FBI NSICG

Declassify 20471231

WehaveanASAC

( )

Feel free to send any other questions in the meantime

From: Sanborn, Jill ( NSB) (FBI)

Sent: Thursday , February 03, 2022 2:52 PM

To

Cc

Quick question ( which

Tyson, JillCourtney( OCA) ( FBI)

Subject: RE: OTD ResponsetoSen. NOFORN LES

Classification : NOFORN LES

Derived FBI NSICG

Declassify : 20471231
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Jones, Darrin E. ( STB) ( FBI)
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