BD-1057 {ew: STl UNCLASSIFIED/ fROUC
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//®8&e) M=esbing with ZID and OTD Lo Date: 10/28/27020
isouss ]
CC:
b6 -1
b7C -1

b7E -1,-3,-5
Frem: CRIMZHNAL INVESTIGATIVE
Contact:

Approved By: SC Michael D. khordwall

Drafted By:
Case ID #: (U//#e86 CID
Administrative MaT-ers
Synopsis: U/ /e To document meeting with CID and OTD to discuss
potential deplovment irn support of criminal investigations.

Enclosure(s): =Znclosed are the following items:
1. (U//P68%es OTD presentation of

Datails:

On Septerber 4, 2020, CID Deputy Assigstant Director (DAD) Timothy Dunham,

Section Chief M:chael Nordwall, and Rzssiztart Section Chief (AST)

altended a bkzielfing wi.l OTD 2AD Stephen Pandeslides,

—_— : e d b5 -1
Rbbl |and Unit Chief b -1
bic -1

OTD briefed CID on an investigative teccl Lrom & third party wvendor b7 -2,-3

licensed for use by the FBIL in criminal inwvestigations (nsreinafter

OTD also provided details on

UNCLASSIFIED/ fFeve-

FBI: 22-cv-1539-1



Title:

UNCLASSIFIED/ fFeue—

(U/ 2ede) Meeting with CID and OTD to discussg

Re: I

| 10/28/2020

b5 -1
b7E -2,-3,-5

& digital copy of the presentation is maintained in the 1A.

+e

UNCLASSIFIED//FOoUC
2

FBI: 22-cv-1539-2



FD-1057 (Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//Ee8e+ M=ebing with ZID, OTD, and DOJ to

UNCLASSIFIED//FoBe—

introduce

CC:

From: CRIMINAL INVESTIGATIVE

Contact:

Approved By: SC Michael D.

hNerdwall

Drafted By:

Case ID #:

(U//FTe¥ey CID

Synopsis: I/ et

Administrative Matzers

To documrent meeting with CID, OTD,

discuss deployment

Details:

and DOT tao
in suppcrt of criminal investigations.

m
T

(%]
]
]
-

b6 -1
b7C -1
b7E -1,-3,-5

On Beptaember 14, 2020, Agglatant Section
A0 s58&n tmarational

Technology Divislon (QTD) UC joie
Campenral Cotinsmel (OEC
_— bS -1
Attornevs dizcussed

- ke -1
the petentia. depLoymentI L 8 b7Cc -1
. . . b7E =2,-3
investigations. !
UC[::::::::]outancd the technical capabilitics DI
described specific operational challenges

UNCLASSIFIED/FFege—

FBI: 22-cv-1539-37



UNCLASSIFIED/ /FeBe—

Title: (U/ MBee) Meeting with CID, OTD, and DOJ to Introduce
Re: 12/28/2020

b5 -1

bIE -2,-3,-5
L 2 4

UNCLASSIFIED/ /AFess
2

FBI: 22-cv-1539-38



FD-1057 (Rev. 5-8-10)

UNCLASSIFIED/ fFoBe
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//~®=&) M=ebing with ZID, OTD, and DOJ to Date: 10/2
clscuss
Cc:
Frem: CRIMTHNAL INVESTIGATTIVE
Contact:
Approved By: SC Michael D. khordwall
Drafted By:
case ID #:| | (u/rpewer cID|

Administrative MatzZers

Synopsis: (U/ APeds]
discuss dep’_oyment

Ta documrent meeting with CID, OTD,

Details:
On dgteher /, 2020, Section Chief Michael Hovdwail,

and DOT to
in suppecrt of criminal investigations.

AagZziztant

m
T,

(%]
]
]
-

b6 -1
B7C -1
B7E -1,-3,-5

b -1
bE -1

Szotion Chl&fSiASC* RSC'

e, B7C -1
I*”ﬁ b7E -2,-3

P
{OTD)

a4 mick MoNally
Jf

ey
v
[

{ii";Cl

and DOJ AtTorneys

digcresaed the potential deplisvment of
LN surpeort of orximinal investigetions.
SC McMa__v nformed the groug
UNCLASSIFIED//Fouo—

FBI: 22-cv-1539-39



UNCLASSIFIED/ fFete—

Ticle: (U/ APee—Meeting with CID, OTD, and DOJ to discuss
Re: 10/28/2020

bs -1
EIE -2,-3,-5

+e

UNCLASSIFIED/ fAFeve-
2

FBI: 22-cv-1539-40



ALL INFOBRMATICMN CONTAINED

HEREIN

I3 UNCLASSIFIED ENCEPT

WHERE SHOWN CTHERWISE

CLASSIFIED BY: NSICG
RELSCH: 1.4 (C)
DECLASSIFY ON: 12-31-Z04%
DATE: 10-28-2022

From: Jameas Brown

Subject: RE: NSO TPs - [ IHOFERN-

To: I I
Sent: December 7, 2021 3:28 PM (UTC-05.00)

Classification: SEE=ST/ /Moo

Classifyec ﬂy:l |
Derivedd From: FBI NSICG
Declagsify On: 50X1-ZUM

Thank&' |
b5 -1
|Goos work Dy 3 LoUS RORE D€ 188 A SMOnth Mmesting, bée -1
b1 -1
b7E -1
From| |

Sent: Tuesday, December 07, 2021 2:45 PM

To: Brown, James Robert Ir. (OTD) (FBI)|

—

Subject: RE: NSO TPs --- SEERET//NOFORN

Classification: AEFE=T//NOLRORN

Clacsified By: | |
Derivéd From: FBI NSICG
Dec ify On: 50X1-ZUM

Heregis the version that vliimately made L into the Director’s document. Only slight tweaks 1o the prior version:

(U) This year the Washington Post and other news organizations published a series of stories about a foreign
surveillance technology company called the NSO Group, which is based in Israel. According to this news
coverage, NSO has provided surveillance technology to authoritarian governments that have used it to spy on
journalists, political dissidents, and opposition politicians. Just vesterday, 4 members of Congress called for
the Administration to add the NSO Group to the “entities list,” which would sanction the company and
prohibit U.S. organizations from deoing any business with the company. To that end, we’d like to find out if
the FBI is using technology from the NSO Group. Can you please let us Know if the FBL, and in particular,
the Remote Operations Unit in the FBI’s Operational Technology Division, has used products and services
provided by this controversial surveillance tech company? i Jssestions fmsed os polling]

] )ﬁv'

culle::tl data through our investigations,” no we haven't,

¥ I"ve dug into this and been assured that, if what you mean is “have we used NSO’s products to

. M?#Hlj'—_)vhs you’d expect, we're certainly aware of and have done some research and assessment work on
Nnirs ool. To do that we obtained a small number of software licenses for testing and vesesrcic bl -1

(54

b3 -1—
b7E -2,-3
b5 -1
b7A -1

FBI: 22-cv-1539-132



From: Brown, James RobertJr. (OTD) {FBI}I

Sent: Tuesday, December 07, 2021 2:26 PM

To{

l bl -1
Cef | b3 -1
Subject: RE: NSO TPs - SEGRET//NOFORN- b5 -1
be -1
Classification: SESZZT//HererH b7c -1
= © Y ' b7E -1,-2,-3
b7A -1
v:l |
rom: FBL KNSICG
e On: 50¥1-=0M
Robert
From{ |
Sent: Tuesday, December 07, 2021 10:48 AM
To: |
Cc: |Brown,James RobertJr. (OTD) (FBI)
Subject: RE: NSO TPs --- SEERET//NOFORM
Classification: SEESST//NoEcEN-
C :I I
Derives rom: FBI KSICG
On: 50¥1-Z0M
bt -1
Slightly revised NS paper with BAD Sanharn’s input B7C -1
b7E -1

From: | |
Sent: Monday, December 06, 2021 5:25 PM

Tos

Cc:

[Brown, James Robert Jr. (OTD) (FBI)

I |
Subject: RE: NSO TPs --- SECRET//NOFORM

Classification: SER=T/ QIcEah-

Classifiee By: | |
Deriwv From: IF'BI NSICG
Deedassiitw On: 50X1-=UM

FBI: 22-cv-1539-133



l"’u:.f-'cm.lsf

Science and Technology Branch

Federal Bureau of Ipvestigation
bt -1
b7C -1
b7E -1
unclazs
JWILS
Fruml
Sent: Monday, December 13, 2021 12:17 PM
Toj I
I |
Cc
Subject: FW: Wyden Electronic Surveillance I nquiry OCA New RT response --- S}(E{E]L I,IG-FB-HN—
Importance: High '
Classification: Mzgww
CTessified ByTl I
Di‘r;,vgﬁ} om: FBI NSICG
De<Tassify O~ 204561731
Hiali - iz out of the aftfice, sa | am sending this in her place. We are sending to STR with the ask fovet o the

appropriate folks in OTD wha can answer I:I if there ik saomeone specific you want me o send to directly,
piegse ot me know. Otherwise, | will defer to you all to get it to OTD,

Vm -.:c"md Ib,:"c she's aiwavs boen my go to, 50 she may be able to assist, if you are no longer
in that position, just lst me know and | will stop od’ing you.

Sincers thanis,

bs -1
r7C -1
From
Sent: Friday, December 10, 2021 4:01 PM
To |
Cc
I |

Subject: Wyden Electronic Surveillance Inquiry_OCA New RT response BE’EE.’ETGWUFDHN'
Classification: &Miv{w
1L
i
Classdified Byiuf—" ]
Derived : FBI NSICG
On: 29461231

Destdssify

FBI: 22-cv-1539-138



Senator Wyden’s staff from Senate Intel, sent clarifying questions from Director Wray’s Round Table this week. |
highlighted the questions in blue. | also put in blue the TPs that | think answer the questions. The only one | need OTD to

add to is question 1 with NSO. Thanks. be —1

b7C -1
BL7E -1

Office of Congressional Affairs

Desk
Cell

Classiftfication:

Classification:

e e e e e e e e e e R e e e e e e e e e e e e e e e e e e e

Classification:

Clasaification:

FBI: 22-cv-1539-139



ALL INFORMATICN CONTAINED

EEREIN 1S UNCLASSIFIED EXCEPT CIASSIFIED BY: NSICC

WHERE SHOWN COTHERWISE REASCN: 1.4 (E)
DECLASSIFY ON: 12-31-2048
DATE : 10-31-2022

SUSRET(oscel.

Electronic Surveillance Inquiry from Senator Wyden®’s Office

Requests The Office of Congressional Affairs (OCA ) has tasked Divisions to review and answer the
electronic surverllance vethods guastions below. prowvided by Senator Wyden -;taﬂ‘cr:

b -1
Division Approval; NSB_ 07D CYL _ COILU e

(1 Last week. the Washington Post and other news organizations published a series of storics
about 2 forelgn <arverllance technology company zalled the NSO Group, which is bazed in

Israel According 1o this nzws coverage, NSO has provided surveillance technology o
avthoritarian govermments that have used it to spy on jaumnalists. political dissidents, and
opposition politicians, Tust yesterday. 4 members of Cemgress called for the Administration o
acd the NSO Group to the “entitics lisl,” which weuld sanction he company and prohibi U S,
organizetions from doing any business with the campany. To that end, we'd like o find out 1f the
FBI 15 usivg technology fonn the NSO Group. Can you please et us kuow if the FB1. and i
particular, the Remote Opzrations Unit m the FBI s Operational Technology Division, has used
rvices provided by rhis controversial surveillanece fech company. i {S{

prociucts and s

(5

bIE -2,-3

tutside the Scope

bt -1
L7Cc -1

FBI: 22-cv-1539-140



From:; | bé -1

Subject: |- UNCLASSIFIED b7c -1

To: |SENH]P3MENF__ b7E -3
Sent; October 21, 2021 5:18 PM (UTC-04:00)
Aftached:

Classification: UNCLASSIFIED

Classificatlion: UNCLASSIFIED

FBI: 22-cv-1539-308



U.S. Department of Justice

Federal Burean of Investigation

December 04, 2018

State ol Israel
Ministry of Defense
Defense Export Control Agency

The U.S. Departiment ol Justice/Federal Bureau of Investigation certilies that L7E -3

will be imported for the exclusive use by the U.S. Government.

The U.S. Government will not sell, deliver or otherwise transfer to any other party under any
condition without the prior written approval of the Government of Isracl. The U.S. Department
of Justice/Federal Bureau of Investigation certifies that the sole purpose of end use is for the
collection of data from mobile devices for the prevention and investigation of crimes and

terrorism, 1n compliance with privacy and national security laws.

Signature:

Name/Title: Steven Pandelides/Section Chief

FBI: 22-cv-1539-300



From: | | b6 -1

Subject: FW: Update - RE:; — UNCLASSIFIED//ESET b7C -1
To: Steven Palmer L

Sent: Qctober 24 2021 530 PM (UTC-04-00)

Attached: bB7E -3

Classification: UNCLASSIFIED//ote

TRANSTITORY RECORD

_____ ic1i g-----
From:i i(UTD) (FBI)

sent: Tuesday, December 4, 2018 2:36 PM

To: ] (oGC) (FBI)| I b6 -1

[} | (oTD) (FBI)| | | B7C -1

(0TD) (FBI)] Il [ (0TD) (FBT) b7E -1
_ [(0TD) (FBI)| |

Subject: FW: Update - RE: Fxport approval from Tsrael --- UNCLASSTFTED/ =586

Classification: UNCLASSIFICD/A-848-

TRANSITORY RECQORD

ks -1
k6 -1
Thank fDU! BHE =t
————— Original Message-----
From: | | (oTD) (FBT) b6 -1
Sent: Tuesday, December 04, 2018 1:37 FM b7C -1
To: [(OTD) (FBI)| | b7E -1
cc: | (oTD) (FBI)] |
Subject: Update - RE: Export approval from Israel --- UNCLASSIFIED//A4-Bd8-
Classification: UNCLASSIFIED/ 4906
TRANSITORY RECORD
Hello all,
b5 -1
bE7E -3

FBI: 22-cv-1539-310



b5 -1
b6 -1
b7C -1

----- Original Message-----

From: | | (oTD) (FBI) b6 -1

Sent: Friday, November 30, 2018 3:50 PM b7C -1

To: | (otD) (FBI)| | B7E -1

Subject: FwW: Export approval from Israel --- UNCLASSIFIED/./4B46-

Classification: UNCLASSLFIED/A9u6-

TRANSITORY RECORD

----- Original Messafge-----

From: [ | (0oTD) (FBI)

Sent: Friday, Navember 09, 28018 10:41 AWM

To: | | (FD) (FBI)Y| ] o

ce:l 1(0TD) (FBT) | [(0TD) (FBI) P

[(0TD) (FBI)| B7E -1
[(O1D) {FBLF | | (01D)
(FBI)| | [ (0TD) (FEI)| |
Subject: FW: Export approval from Isracl UNCLASSIFIED/ /4od0—

Classification: UNCLASSIFIED/ /oo

TRANSTTORY RECORD

wi[ ] b5 -1

be -1
b7C -1
----- Ooriginal Message-----
From: (0TD) (FBI)
Sent: Thursday, November @8, 2018 4:43 PM b6 -1
To: (0TD) (:BIN ] BT -1
(¥ [(0TD) (FBI) | | (0TD) (FBI)  19g -1
| (0TD) (FBT)]
[ToTD) (Frlj | | (0TD) (FBI)
Subjecl: FW: Exporl approval from Israel --- UNCLASSIFIED//AFodé

Classification: UNCLASSIFIED/ A6

FBI: 22-cv-1539-311



TRANSITORY RECORD
1

Thank fou,
----- Original Message-----
From:| (0TD) (FBI)

Sent. Thursday, MNovember 08, 2018_4:40 PM
To: | (0TD) (FBRI)| |
Subjecl: RE: Exporl approval from Israel --- UNCLASSIFIED/A~odo-

Classification: UNCLASSIFIED//oue

[RANSLTORY RECORD

QOriginal Message

From: (0GC) (FBT)
Sent: Tuesday, November 96, 2018 11:56 AM
To: | | (0TD) (FBI)| | (oTD)
(FBIL)| | | (0G6C) (FBI)
cc:| [(oTD) (FBI)| [(0TD)
(FBT)] [(0TD) (FBI)]
| (0TD) _(EBI) | 1(0TD) (FBI)
| (06C) (FBI)|
Subject: RE: Export approval from Israel --- UNCLASSIFIED/A-a4e

Classification: UNCLASSIFIED/AoHe-

TRANSITORY RECORD

Hi:l

BeslL,

b5 -1
be -1
b7¢c -1

b6 -1
b7C -1
bL7E -1

bé -1
b7C -1
b7E -1

bs -1
bée -1
b7C -1

FBI: 22-cv-1539-312



| acc

Operational Technology Law Unit
Office of_Lhe Ceneral Counsel

samsung:
Mewington: | |
Quantico:| |

————— Original Message-----

From: | | (0TD) (FBI)
Sent: Monday, November 05, 2018 2:42 PM
To: | | (o) (rBI)] Il
[(06C) (FBI)| | [(oGC) (FBI)
Cc: [(0TD) (FBI)| | | (0TD)
(FBI)] | [ (oTD) (FEL)|
| (0TD) (FBI)] | [(0TD) (FBI)
I
Subject: RE:!: Export approval from Israel --- UNCLASSIFIED/ =846

Classification: UNCLASSIFIED/A-BH6-

TRANSITORY RECORD

From: (0TD) (FBI)

Sent: Wednesday, October 31, 2018 11:13 AM
To: |(0TD) (FEI)]| | | (osc) (FBI

[ (6GC) (FBT)Y]

Cc: | [(OT0) _(FBI)] I [ (0TD)
(ERT)H] | [ (oTD) (FOT
[ (0TD) (FBI)]| | (OTD) (FBI)
|
Subject: RE: Export approval from Israel --- UNCLASSIFIED/A4-86-

Classification: UNCLASSIFIED/A9=6—

TRANSITORY RECORD

————— Original Message-----
From: | (0TD) (FBI)

Sent: Wednesday, October 31, 2018 _9:256 AM
To: lioce) (FBT) |

(oGC) (FB1)| |
Cc: | [(0TD) (FBI)|

b6 -1
b7C -1
b7E -1
b6 -1
b7C -1
b7E -1
b5 -1
b6 -1
b7C -1
b6 -1
b7C -1
b7E -1
b5 -1
b6 -1
b7c -1
b6 -1
b7C -1
b7E -1

FBI: 22-cv-1539-313



(0TD) (FBI)| | | (oTD) (FBI) b6 -1

| L (OTDY (FEL} | p7C -1
| (oTD) (FEI)] [(0TD) (FBI) L7E -1
Subject: RE. Export approval from Isragl --- UNCLASSIFIED/Aote-
Classification: UNCLASSIFIED/A-8s6-
TRANSITORY RECORD
| | b5 -1

bé -1
| | h7¢ -1
_____ 1 1 .e_____
rrom:i (CTD) (FBI)

Sent: Thursday, October 25, 2018 8:51 AM

lo: | (oGe) (rB1)f | b6 -1
(0G6C) (FBIHI | b7c -1
ce: | [(otD) (FBI)| | b7E -1
(0TD)Y (FBI)] ](0TD) (FBI)
| (oTD) (FEI)

] | [OTDY (FBI)
| |

Subject: RE: Export approval from Israel --- UNCLASSIFIED/ 4846

Classification: UNCLASSTFIED/ A~BE0-

k5 -1
be -1
b7c -1
————— Original Message-----
From:| |(DGC) (FBI)
Sent: Monda October 22, 2018 5:59 PM
To: | l(oTD) (FBT) | (06e)
(FBI)] | L6 -1
Ce:| |(0TD) (FBI} | | ——
(0TD) (FBI)| I [ (OTD) (FBI) B7E -1
[(oTM) (FB1)I |
|t0T1) (FBI)| |(0TD) (FBI})
Subject: RE: Export approval from Israel --- UNCLASSIFIED// o6
Classification: UNCLASSIFIED/ A=8ie-
TRANSITORY RECORD
TRANSITORY RECORD
b5 -1
b6 -1
b7C -1

FBI: 22-cv-1539-314



| |AGC be -1

Operational Technology Law Unit B7C -1
Office of the General Counsel b7E -1
samsung: |

Sent: Sunday, October 21, 2018 9:10 PM

To: | | (oGC) (FBI) | (06C) N
(FBD)] | 1
Cc: oDy (ERTYI | B7C -1
(DT[I}WI [(oTD) (FBT) S =
[{OTDY (FBLY |
L(O1D) (FBL)] [(0TD) (FBI)
Subject: Export approval from Israel --- UNCLASS1FLED//AGue

Classification: UNCLASSIFIED//A-9u6-

TRANSITORY RECORD

b5 -1
be -1
b7c -1

;;éﬁgi _____ | (o6c) (FBI) b6 -1

Sent: Friday, October 05, 2018 1:46 PM B7C -1
To: 0TD) (FBI)| | b7E -1
Subject: RE: Scanned Document --- UNCLASSTFIED/SAGHE-

Classification: UNCLASSIFIED/ AoH6-

TRANSITORY RECORD

b5 -1
be -1
L7c -1

FBI: 22-cv-1539-315



b5 -1
b7E -3
Sincerely,
Assistant General Counsel
Office of the General Counsel
Operational Technology Law Unit / Export Support Unit Federal Bureau of b6 -1
Investigation B7C -1
Phone:]
b7E -1
cell:| H
Assistant General Counsel
Operational Technology Law Unit
FBI Office of the General Counsel
0: | [(temp)
Cell: | |
E-Mail (U)] |
E-Mail (S)7 ]
Confidentiality Statement: This message is transmitted to you by the Office of the
General Counsel of the Federal Bureau of Investigation. The message, along with
any attachments, may he confidential and legally privileged. Tf you are not the
intended recipient of this message, please destroy it promptly without further
retention or dissemination (unless otherwise required by law). Please notify the
sender of Lhe error by a separale e-mail or by calling| | b7E -1

----- Original Message-----
From:l (0TD) (FBI) b6 -1

Sent: Wednesday, September 19, 2018 9:52 AM b7C -1
To: (06C) (FBI) | b7E -1
Subject: FW: Scanned Document --- UNCLASSIFIED/AFeto-

Classification: UNCLASSIFIED/ Aote—-

TRANSITORY RECORD

| I be -1
o you have time to discuss this with me today? b7c -1

FBI: 22-cv-1539-316



—

----- ioginal Message-----
From: (0TD) (FBI)

Sen :.i_ELJ.d.ﬂL_&u.DMﬁ.LIi% 2018 11:06 AM
To: (06C) (FBI)

Subject: FW: Scanned Document

Classification: UNCLASSIFIED/A-gt6—

UNCLASSIFIED/ A-o4o-

TRANSITORY RECORD

Whenever you have time, I would like to

----- Original Message-----
From: | (0TD) (FBL)

Sent: Friday, August 24, 2018 10:34 AM

discuss with you, Thank you,

To:| | (oTD) (FBI)|

Subject: Scanned Document

Please see the attached document.

Classification: UNCLASSIFICD/A-8s8

Classification: UNCLASSTFIED/ A=bea-

Classification: UNCLASSIFICD/ A=Bd8-

Classiftication: UNCLASSIFIED/A9wo-

Classification: UNCLASSIFIED/ 4ot69-

Classification: UNCLASSIFIED/ “=8d8-

Classification: UNCLASSTIFIED/ A5t

Classification:

UNCLASSIFIED/ A-8H6-

Classification: UNCLASSTFIED/A9HE-

Classification: UNCLASSIFIED/ AB46-

Classiftication: UNCLASSIFIED//A9w6-

Classification: UNCLASSIFIED/A-o46-

Classification: UNCLASSIFIED/Aote~

Classification: UNCLASSIFIED/ /4546~

Classification:

UNCLASSIFIED/ A-5&6-

Classification: UNCLASSIFIED/ /A aHe-

Classification: UNCLASSIFIED/ FoHe-

be -1
b7C -1

be -1

b7C -1
b7E -1

be -1

b7C -1

bé -1
L7C -1
b7E -1

FBI: 22-cv-1539-317



U.S. Department of Justice

Federal Burean of Investigation

December 04, 2018
State of Isracl
Ministry of Defense
Defense Export Control Agency
The U.S. Department of Justice/Federal Bureau of Investigation certifies that b7E -3

|will be Imported for the exclusive use

by the U.S. Governmerlt.

The U.S. Government will not sell, deliver or otherwise transfer (o any other party under any condition
without the prior written approval of the Government of [sracl. The U.S. Department of Justice/Federal
Burean of Investigation certifies that the sole purpose of end use is for the collection of data from mobile
devices for the prevention and investigation of crimes and terrorism. in compliance with privacy and
naticnal security laws.

Signature:

Name/T1tle:

FBI: 22-cv-1539-318



TR 3 CECLASSIFIED HY: NSICC
N S e if{;‘; X ON 08-10-2022 :!
be -1
b7C -1
Jus) cemn
" I |oTD) (FBY) gl
Sent: Monday, January 31, 2022 7:27 AM
To: (LS} (FBI)
Subject: FW: FULL STOP on potential______Juse - UNCLASSIFIED//LES bTE -
Categories; Follow Up
SentinelCaseid: NON-RECORD

Classification: UNCLASSIFIED//EES-

P T ———— — e ey = e e A o e et e e ey e s o e e e e

(U} LAV ENFORCERIENT SENSITIVE: The information marked {LfAES) in this document is the property of FBI and may be
distributed within the Federaleecament {and its contractors), US intelligance, law enforcement, public salapeen
protection officials and individuals with 2 need 00 Rigtribution beyond these eplitioswiTout FBE suthorization ie
prohibited. Precautions should be taken to ensure this information BewmefEnd/or destroved in a manner that
preciudes unauthorized access. Information DeackesthTTES caveat may not be usad in [ETahpresaedings without first
raceiving authorization from teeoriBinating agency. Recigients are prohibited from subseguently pesting the

inforipatis Tred LES on & website or an unclassified network.

Wien we stopped, The DD had told me a few days Lefore he was not comfortable with N3O,

~""=am: Jones, Darrin E. (STB) (FBI)_ 1
at: Thursday, July 22, 2021 11:24 AM

Toy (OTD) (FBI [Kohler, Alan E. Ir. {CD) (F8I) L6 -1

| Turner, Brian C. (CCRSB) (FBI] b7C -1
Cc: Langan, Timothy R_Jr. [CTD) (FBd [Vorndran, Bryan A, {CyD) (FBI) b7E -1

| shivers, Calvin A. {CID) [FBI JOGC) {FBI)
1_|i'\."§1:l\.iaih,', Richard {OGC) {FB! Gabriel, Kacey D. (OTD) (FBY)

Subject: FULL STOP on potential| Juse -— UNCLASSIFIED//t85 b7E -3

Claszification: UNCLASSIFIRD/ RS

T AWEENE BREEMENT SEMSITIVE:. The information marked {UFAESY in this docusnient s the property of FBI apdreey e
disiributed within the FetereSavernment {and its contractors), US intelligence, law enforcmendTTiC safety or
orotection officials and individusls with a ne@l s, Distribution bevongdibese®ntities without FBI authorization is
prohibited. Precautions should be taken te ensure this inforomet@ exadand/or destroyed in a manner that
preciudes unauthorized agcess, Informaticen-erTing the LES caveat may not be used In 1egerpeacagdings without first
receiving authorizatipndrenmie originating agency. Recipients are prohibited from subseguently posting (
infnrmeserrmariked LS on a website or an unglassified netwaork,

Al after g conversatigosdrh she DO fast night, EAD Turnar and have aareed 10 cease all efferts regarding the potential
,,,,, use o] We may, afwer further discussion withthe o 4
o B7E -3
Hegards,
I T > sy
SECKT

FBI: 22-cv-1539-516




LI g™Ty T
Darrin M F Ry LN ]

Darrin £ Jongs
zentive Assistng Dhrestor
venee and Techneology Branch

From: Brown, James Robert ir. (OTD) (F81)| |
Sent: Tuesday, july 20, 2021 L3S PM

To: Kohler, Alan E. Jr. (CD) {FB/] [rurner, Brian C. {CCRSB) (FBI)| |E$C_fl
lones, Darrin E. [STB) {E-‘Bll | B7E -1
Cc: LANGAN JR, TIMOTHY R_ (CTD) (FBI _ | Vorndsan, Bryan A. [CyD) {FBI)

| shivers, Calvin A. {CID) (FB1} fosc) (Fa)

McNally, Richard {OGC) (FBI)| abriel, Kacey D. (OTD) (FBI)

Subject: NSO updates -~ UNCLASSIFIED /485~

Clacsification: UNCLASSIFIED/ =55

TOTHAWENFORCEMENT SENSITIVE: The information marked {U//AESHin this document is the property of F8i and may b
distribeted within Terresacal Government {and Its contractors), US intelligence, law enforcement, pussesmiety or
proteciion officials and individusls witiramesd rg know. Distribution bayond these-e o5 without FBI authorization is
prohibited. Precautions should be taken to ensure this i IrmekarTiz stored and/or destroved in a manner that
preciudes unauthorized sccess. Information-seaTTRE the LES caveat may noT reusadin Jogal proceedings without first
racaiving avthorizgiion-feerTTRe originating agency. Recipients are prohibited from subsequentiree ing the
AnforperOh marked LES on & website or an unclassified network.

e bs -1
Sirfs) bL7E -3

As 8 and the meeting Iwo weeks

30

fohert

Robert Hrawn

Assistant Director

Operational Technology Division

Unclass] | b7E -1

]

s et e —— e e — e s esiisis sesmas smesmws o gnos (SRS EStiE wer e s e mme e i o pan T
TET TR T === e AmsSStE s L R R SRR I T e it oy e T

““wiasaification: UNCLASSIFIED/ /&

Classification: UNCLASSIFIED//dBfem ovivy pueys
o R ﬁ'.a{.&.g.;\-‘ §

FBI: 22-cv-1539-517
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Classification: UNCLASSIFIED//EES

FBI: 22-cv-1539-518
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From: James Brown

Subject: FW: NSO updates -~ UNCLASSIFIED#ES-
To:
Cc: Kacey Gabriel

Sent: July 21, 2 g C-04:08)
Altached: {U_-Fouo Deployment_ Guidslines. pdf

L I TSI -4 e -
Tlasy catian:

[T TARSMEOHCFMENT SERSITIVE: The information marked {UAES} in this document is the proparty of FBI angenst
o 1 r - : . . P =
he distributed within e Federgl Goverrsmend {and B2 contractors), US inteliigence, iaw_s_en__&;;-eﬁmﬁf&'@;tc ssfety or pg _q

protection officials ang individuaismm-a_g_q_ﬁw. Ointribution w‘éﬁﬁties without FBE authorzabon B pg -1
profibited, Precautions should be talien to ensure this o ? D 5 stored and/or destroyed in g mannar that B7e -1
prechidas unauthorized eccassﬁmﬁaﬂfﬁ?éng tho LES caveatma "r’-?i?mseﬁ_iq_&iu! groceedings withoui firsi p7E -3
renaiving authrizadss5 o™ the orighating agency. Redplents are prohibited from 315&55&(@?@’?&%@

infoermtion marked LES on 3 website or 3n unclessified nenwork, ' TTe—

Hi Oivesr,

| Car we gt this on

Drepuity'c alendar?

Robert

Fromn: Brown, James Robert ir, (OTD) (FBI)

Sent: Tuesday, July 20, 2021 138 PM

Ta: Kohler, Alan E. Ir. {CD} {FBI}| [Turner, Brian €. (CCRSR} (FBY)
fones, Darrin . {STR) (FBI] I

Cef I

[vicNally, Richard (OGCH |Gabriel, Kacey D. {CTD)
(Fai)
Sublect; NS0 updates - UNCLASSIFIED AES— b5 -1
b -1
Olazsiii b7c -1
B b7E -1,-3

EMEQ;%CEMEHT SENSITIVE: The informmtion marked 81//1ESY in this document is the yrﬁpﬂe:&ﬁﬁﬂ-&m
be distributer wihm The-Radaral Goversmeant fand Bs contractorsy US intaliigence, i:&gj&iﬁrﬁeﬁfﬁf public salety or
protection offizls and individuals wWiElTeaeed 1o krow, Distrimzﬁaﬂgmﬁ-ﬂmﬁnﬂties without PR suthorizetion s
grohibited. Precautions should be taken to ensure WS mhesegtion |5 stored and/or destroyed in @ manner fhat
pracivdes urmauthorized aocess, iﬁMng the LES vavest marvetde used in legal proceedings withour first
recalving author ietivn e T originating sgency. Redinients are prohibived f!'Dm* ¥ posting the

.i‘igfﬂﬁm%j LES on & welssite or an unciassified natwark, TT—

——

Sir{s]

Az z follow up to this morning’s mesting with the DD, the recent news oo NS0 amil Eﬂfi the meating two waeks

FBI: 22-cv-1539-704



Hoherd

.t b5 -1

Rabaret Srawn b6 -1
Assistant Director b7C -1
Operatinnal Techrelogy Division B7E -1,-2,-3
iinclass] |

Ciazsification: UNDLASSIFIED/S Ao8%

e e B e e e e e P -

Classification: UNCLASSIPIED/ S-S5

FBI: 22-cv-1539-705



From: Brian Turner

Subject: RE: NSO updales --- UNCLASSIFIEDIRS
Ta: James Brown

Cc: Darrin Jones

Sent: July 22, 2024 7:45 AM (UTC-04:00)

PR 4 o - i
Clasasification: UNCLASSIFIED/ /L&

I TIID TN T STT T TTTIET ST IS S5 s i e e e e e i i TR 73 b memren meee SHNEMANINES WIES S HS R S

{U}E&WENT SENSITIVE: The information marked {U//ES) in this document is the properiy ofFBEIRG may
B distribnved w‘t*hiﬁ-ﬁWem ment {anst 2 contractors], US inteligence sfmrCamant, pubiie safety ar
protection officialy and mdiaduals wi 5 & remeaak Ln{w ] strm“__,;.,.asaegoﬁa—i woss whfies without FBI aultharization i35

prohibited. Pracautions siioudo be token +c:_§j§_gm.t—ﬁrﬁ?ﬁm®m__s stored and/or dostroyed in a mannaer that
o'emmef unauthorizen a_ag_rg#a*;farrﬁ'r 1 herring the LES caveat "“‘mfwi legal procoedings without first
raraiyi 'mﬁm-m*ﬁﬁ'?eﬁ* the priginating agency. Recipients are prohibitad from sqbse*@mnstan the

irfornation marked LES on e website or an unciassified netwark, T~

frosod rapy, Rebart

Thank you,

frian

From: Brown, Iames Robertlr. {O7TD} {FB ]'l I
Sent: Thursday, July 22, 2041657 AWM

To: Turner, Brian C. [CCRSBY {FBI}| |

Cet Jones, Darrin E. {STB) (FBIY [

Subject: RE: NSO updates - UNCLASSIFIED/TTES

ST NEFORCEMENT SENSITIVE: The information mariad [U//LES! in this document & the gropsrty of BB sed may
_--"._

pe disteily tﬁf?ﬁ?&m-ag_ﬁ_:j Govermavient land it contravtors], LS intell QEHC‘EL_EL_E.;MFV puie salety or

arotectinn officinls and individusis e.?*rﬂ—t.-nﬁ_s_d to kg, Disirt Lutu_:;_l..u,sem‘%? antities without P authorization

orofifstad, Brecautions should be laken to P"i&liwtmr s staret andfor destroyed in @ manner that
areri s unauthorized srcaejbwm'ma g the LES me;?'?ﬂmna_ﬂ"d in fegal procastings whéwm first
seai UE_A_S__ d_}leW‘_;:_T"? oripinating agency, Hegigients are prohiitad from sulsmseently _gg_mrg Egn_il

aﬂﬁ?\atrm marked LES on 2 wehsite or an unslassifled notwark TT—

Caw.' |
| Thank you for responding,

From: Turner, Brian C. ([CCRSE) (FBE)l |

Sent: Thursday, fuly 22, 2021 6:21 AM

Yo: Brown, James Robert Jr. (QLD1 (£B1Y |

Ce: lones, Darrin E. {STB) {FB!I |

Subject: RE: NSO updates -— UNCLASSIFIED/ALEY

ER PRt atian marked (L7785 in this docuiment i tha propercy of BRI ;::L.ﬁ;
He distributed ‘J‘-r"*h r t%\g ?f;utw Gaveramnent fangd its soraractors), US imaliigence, vk enforoememy ot ety

FBI: 22-cv-1539-735

AR



TEroterdsenificals and individuais with a need to know, Distribution beyond these entities without FBI suthoszation i
srohibited. Precautions SHOSHbre-tokan to grsure this qfumatsm is s*e%}apdesmmawrer shat

grechides unauthorized atoess. Eﬂf{;rmaﬂor{hﬂa—n i iy not be vsad in lagal proceedings without first
-efflxrtr_jiuﬂw%ewwe originating agency. Re-.s,.i e are prohibite: '—:?ﬁ*rwmqt ing the
—TAformation marked LES on 2 webeks or an unclassified network. T
fobert,

Barrin and | spoke with the DT on this yesterday. He'll fill you in on the detals, I

Thanks much,

#rinn bs -1

be -1
From: Brown, James Robert Ir. (OTD} (FBI)| b7C -1
Sent: Tuesday, July 20, 2021 1:39 PM b78 -1,-3
To: Kohler, Alan E. Ir. (CD) {Fal) JFurner, Brian €. {CCRSB) (FBI | |
Jones, Darrin E, {STB] {F8t) [
ICc |
{FBI ] cially, Richar - :
{FB1)| |

Subject: NSO updates — UNCLASSIFIED//HES

{U} LAY ENFURCEMENT SEMSITIVE: The Information marked [U//LES) in this dotument s ih Er;rﬁw_j;_ﬂf i and may
b distribted Mn&_ aderal Government {and B contractons), US intalligence, ___ﬁ.f:ﬂfm’ff’r nent, public safety ar
protection of Holelk and ndnd fl,i“fma__-_;gwé el kﬂuw Dm iation m entitios without FBI authorization s
grofibited. Procautions shaould be taken o P ation is stored anddor destroved in a manner that
preciides unsuthorized accens, iqfr._':,u:sa—.ﬂfrbeun:" 8 ﬁ.a LEP.‘ cFRETtaay ot beused in {gpal proceedings without Hra
coceiving suthorizationssr e crighating agancy. Reclplents are prcrhibimwﬁntiv osting tha

—

iformatrT aarked LES an o wehelte or an wnclassified network, —

T——
Sir{sd

B i follow un to this eoarning’ s mesting with the OD, the recont news on NEQ ancl Iiif':’d the mmesting two weeks

Robert b5 -1

be -1
Hobert Srowsn b7¢c -1
Sssintant Direcior b7E -1,-2,-3
Gperstional Technoiogy Division
Unciass| |

FBI: 22-cv-1539-736
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Classification: UNCLASSIFIED//A&FES

Classification: UNCLASSIFIED//TES-

Classification: UNCLASSIFIED//4ES

Classification: UNCLASSIFIED//LES

FBI: 22-cv-1539-737




From: Diarrin Jones
Subject: FULL STOP on potential____ Juse -~ UNCLASSIFIED#ES b3 -1

To: James Brown; Alan Kohler; Brian Turner b6 -1
Ce: Timothy Langan: Brvan Yorndran; Cakin Shivers,,___ |Richard McNally; Kacey Gabriel b7C -1
Sent: July 222021 11:24 Al {UTC-04:00) b7E -3
flancification: WNCLASSIFIED/ Ao

(TIPS MM S bRt T 2 i formation roarked (U788 In this dewumentis the property of MBI and may

B digtrinutod within Mo Tmseaiiioyernmaent fand its contraciors), US ntelliponce, bew enforcement DrlskesmiTly o

protacrion officials and individuals with z nRt e Distrilution beyond thage seseeWiihout TH autharization &

nrohibited, Precautions should be teken (o ensure this infornuales™w T apdfor destroyed in a manner that

prachudes unauthorized access. Inforpaties-teaTing the LES caveal may ndd b used B rmmreescnorings without first

rageiving aulhozalier-FTTNe originating agency. Baciplants gre profibacd from subsesuently posting Ing
serTE LGN marked LFS on a webiaite or sn unclssuificd netwark,

All sfrer o conversation with the DD iast night, EA0 Turag aad have agresd to cease al efforts regarding the g gydial

use oil | iave may, aster further discussion withthe b3 -1

) b5 -1
b7E -3

Hegards,

arrin

Therm B Jones
Expoutive Assistarg Diector
Rewenee and Techooingy Buach

From: Brown, James Robert fr. (OTD} {FBI) b6 -1
Sant: Tuesday, July 20, 2021 1:39 PM b7c -1
Ta: Kohler, Alan E. ir. {CD) (£81 | Turner, Brian C. (CCRSB) (F8))| | p7E -1
Jones, Darrin E, (STB) (FB!}| I
Cer LANGAN IR, TIMOTHY R. (CTD} {FBi] [Yarndran, Bryan A. [CyD) (FBI)

[shivers, Calvin A. {C1D) {FBi [OGC)
{Fail McNally, Richard (OGC) (FBI) [Gahriel, Kacey D. (OTD)
[FBIl I'I -
Subject: NSO updates --- UNCLASSIFIED/AES

UNCLASSIFIRD/ s

RO G ITorcmoimoooan e S HSS S AT W RER BT IO O NS OSTIIUTSNISNIIENERIIITIIIIND

: : " he informiation marked (07488 in this document is the property of FEand may
he distriburoreiiico ~§-w9n Government {and iy coniractors), US intelligence, aw enforcemient, Dukk-rriTiy of

srotestion officials and indbidu@ %o seed 1o o, DHebribution bevond theso oniiseswTTout FBE suthorzation i
orohibited. Precavtions should be taken 1o engurs IL DR inp st on o oy dastroved i s manner that
precludes unauthedized access. Information DoaoeetiTLed tavast may notTrTrs ipdeeal proceedings without first
ceceiving authorization fram e-erETRUnE agensy. Retipients sre prohibited from subsequenty TOSTRgSRe
informay aereTTs on 3 wabsite or an undassiflsd network,
b3 -1
Sirish b5 -1
b7E -3
As s Bl ans e this paneming’s mesting with the GO the recant news on N3G and nd the meshng hwo weeks
age

FBI: 22-cv-1539-738

USRS PTpRRTTEUMRE RIS ERRELEREEEELRRREEESRERREREREU RS SRR el



b3 -1
b5 -1
b7E -3

Mo { Byows
Assistant Girector
Dperaticnal Technology Division

Linclass

b7E -1

Classification: UNCLASSIFIRD/ e

FBI: 22-cv-1539-739
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From: Julie Kopec

Subject: , H n tial Use - UNGCLASSIFIEDIHES-
To: b3 -1
bé

Ce: | -1

Sent: July 22, 2021 11:31 AM (UTC-04:00) b7c -1
bB7TE -:
lassificati ':":C‘_A""ITIEDI;'-}:Eﬁ-

U RO RS LR MO T Infiarmation marked (U/ARS In this doguirent s the oy aps't\, of B8 and m

Ba Ui .‘mea‘ withiy thd Patmme-Gaygrnment {and He contractors, LS ntelipance, ixw enforcomest-poline safaty or

grotection officials and irslividuals with 3 nee o ewListribution bavond e emTes witheut F81 awthiprization is

prohibited, Frecautions should be taken o ersurg this ifgomeseTis sromssang/or destroyed in g maonsy that

rrrsﬂmdhs unauthorized scoess. informatina-et™hg (e LES caveat may not he et n Sferessasd ogs withaut first

recewing authorizetipn les e originating agency. Reciniants are prohibited frova subseguently posting g

iy T marked LES ona wbet_a wr an undassified nebeork

FYSA..

From| — Josc) (Fai) |

Sent: Thursday, fuly 22, 2021 11:26 AM

To: Jones, Jason Allen (0GC) {FBI )| —|erest, £rin ML (QGE) (FBI] |

Kopec, Julie L. (0GC) [Fai)[ | foGg) (Fai | lbs -1
thqsm ir8i] JCCRSE) (FBI [Delbagno, b6 -1

William J. (CIRG) {FBI )| Llﬁich, Oliver E. ir. (DD} [F8IY [ | b7Cc -1

[ I{ST‘B} EBI | lloGe; (Fai)| b7E -1,3
| po) (DFTY |

Subject: FW: FULLSTOP on potentzaﬂ Ftse w= UNCLASSEF I ED /fes—

From: jones, Darrin €, (ST8) [FBiﬂL |
Sent: Thursday, July 22, 2021 11:24 AM

To: Brown, James Robert Jr. (OTD) (F8I) | Konler, Alan E. Jr. {CD} {FBI}
| [Turner, Brian C_{CCRSE) (FBIY | b3 -1

Celanean Tinothy B r (CTD) [FRHY |Vorndran, Bryan A (CyD} (FBI} b -1

[icioy ey kosgy b7¢ -1
(FBi [MicNally, Richard (OGC) {81 ) [Gabrict, Kacey D. (OTDYP7E -1,3
{FBI |

Subject: FULL STOP on potentiall Juse --- UNCLASSIFIED/AES

Classification: Jh' LDASLIFIED "L.Z

{U LA it T T et oo b biesny markedd (UF/LES) in this document is the proparty of TR andm
he disiribyated within the Fedargld a\.'rw T ent (End 5 contraginloL Ll areeimmemes T Thro roamnant, pubiln safsty {3'
orotection offiiais and ndiinolepelmermi 10 Now, Distribution Jeyond thase antities without FEE 0tnTTT

FBI: 22-cv-1539-740

A B L R S g6 e e e



ML ey
preciudes u &a.z*hﬂrﬁ@f' BOCRSE, ﬂ?‘!}‘ YIRTIOT
receiin gf aithari *a“ on irnm i G

Al afjgr 2 convereatic
[tiel i e

s asyed to cease all sffarts regarding the potentizl b3 -1

Jo iy, after further discussion withthe b5 -1

oo

| b7E -3

Ragards,
Harin
Paaerin b Jones

frscutive Assintant Direntor
Rpwpee and Technology Boab

From: Brown, James Robert Ir. (OTD) (FBI) |
Sant: Tuesday, July 20, 2021 1:32 PM

To: Kohler, Alan E. Jr. {CD} {EBUY |Turner, Brian C. (CCRS 8} (FBI)l | bE -1

Jones, Darrin £, {STB} {FBI |

b7C -1

I;mmw._nwaﬁu){mi [vorndran, Bryan A. {CyD) (F81) L7E -1
: Shivers, Calvin A. (CID) {FBi] KOGC)

{FBl [Mcnally, Richard (OGC) (FBI |

[Gabriel, Kacey D. {QTD)

{Fal [

Subject: NSO updates --- UNCLASSIFIED/FERS-

(1) LAW ENFORDEHENT SENSITIVE: The information markad {U/AES in thiz dosument s the property ol EBlemtToay
b rlintributed within the Foderai Do aent (and i contraciors), US inteliganca, aw snieeemtTion!, public safety or

protection officials and individusi with a nead 1o ToweDistribution b
provibied, Pregautions shouid be (alien o ensurg (R oeemTTTaGon 1s v

TTE o antites without PR sutherization is

dand/or destroyed in & manner that

sreciedes unautherized sooess, InfgpmedroTiGaring the LES caveat may nob be unaTirieg roceedings witnout first
ryeuiving suthoristioe-frT he ariginating agency. Recinients are prohibited from subseguentiy o gt

i R markad 178 on & wehsite or an unclassinet network,
Sir{a}

As

res03 and Jonid the mesting twe wepks B3 -1

b5 -1

b7E -3

Robwsrt

foberd Brown

Acgistant Dirertor

{Operational Technology Division
i?ntiaﬁsl I

b7E -1

FBI: 22-cv-1539-741
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(C)

Classification: UNCLASSIFIED/ FEES—

Classification: UNCLASSI E‘IE:DH—]:E-S—

Classification: UNCLASSIFIED/ ;‘—LE-S—

Classification: UNCLASSIFIED/ /bEs—

bI7E -1

FBI: 22-cv-1539-742




From: Cahin Shivers B3 -1

Subject: FW: FULL STOP on potential |use -~ UNCLASSIFIED/ A= b6 -1
To: b7C -1

Ce: b7E -3
Eent: July 22, 2021 1141 Al (UTC-04.00)

Classification: UNCLASSIFIRLDY e

T

[T T R AR St The information marked {45 in this dosumarnd (s the proparty OF FBI srd may
L distrBsuted within el Government [and By contraciors), US intelligence, law orforcamend, puiviic safety o
arotection officals and individusls with & Temeresdagw. Bistribution heyvond these asities withu eIl ation is
prohihited. Precautions should be taken to ensurs this infariathes-iglorad spafor TR iroved In & mannas it

oreciudes unautharized access. indormation bearinethetFS TR Rat may 0ot bF oyewedage! proceedings without fiest

rpeeiving autharization fromskeesrir i Ting sgency. Recipients are prohibiled from subsequently Tiseaths
oo TRarRed LES on g website or an undassifiad astwork

b3 -1
kS -1

bB7E =3
Cabsn AL Shivers
Assistant Direatgy
Criming! investaative Dihvision

i fices) b7E -1
i sobite}

Fram: lones, Darrin E. (STE) {F8I) |
Sent: Thursday, July 22, 2021 11:24 AM
To: Brown, James Robert ir. {OTD) {FBi] | kohiler, Alen E_ir. {£D) (FBI)

Turner, Brian C. (CCRSB) (FBIY | b3 -1

- Langan, Timothy R, Jr. {CTD) [FBI) Vorndran, Bryan A. [CyD} (FBH b -1
Shivers, Calvin A, (CID) (FBi| {oeqy bic -1

e [vicNatly, Richard (0GCH (FB] |Gabriel, Kacey D. {0TD)P7E -1,3
(FBt I
Subject: FULL STOP on potential |use -~ UNCLASSIFIED/fAES

Clazsification: UNCLASSIFIED/ ome

- s s s e s o S d e L e s s e b Smn e Nl ne e amanes e m SO R

Tt S RERA RS The information marked (U585 in this document is the oroperty of ERletimay
b distribuled wiTmeae federal Goverament {and i3 contractors), US inteliigence, law suderetriont, public safetv or

protection officisis and individuals Tris-aaeed o know, Distribution housed-iats entities without Fi authorizationic
profibited. Precautions should be teken to enswrd Uishedesmiiion §s srorent and/foy destroyed in @ menngr that
preciudas urauthorized acoess . infireaserBEaring the LES cavedt mor=al e wied in legal proveadings wthout first
receiving authorizaticedorT e originating agency. Reciplents are profibited from STirseguently posting the
infprreert marked LES on s webslle ar an unclassifisd network,

Al after s canversation with the DD gt night, EAD Turner and have agreed to cwase o8 efforts regarding the putentsi

wse aof Wie miay, after further discussion withthe b3 -1
gg_,,l I b5 -1
bT7E -3

Regards,

e

Yhirim B, Jones

FBI: 22-cv-1539-743
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Cxodive Assisiant DHroe
Scivnes sud Techmology Branch

From: Brown, James Rohert Ir, (QTD) {F81) |

Sent: Tuesday, july 20, 20027 1:38 PM

Ta: Kohler, Alan E. Jr. (0] (FBIY | Turnier, Brian C. (CCRSB} (FBI| | b6 -1
lones, Darrin E. (STB) {F&1) | b7C -1
Ce: LANGAN JR, TIMOTHY R {CTD} {#81] Ivorndran, Beyan A (oyo) {581} 2 =X

Shivers, Calvin A. {CID] (FBI liosc)
(78l II MeMally, Richard (OGC) (81| [Gatriel, Kacey . (070}
(FBI]

Subject: NSO updates --- UNCLASSIFIED/AES—

70T TECIUE N O IO N R oSSR SAR NS IRT 234 50T 4 SRAS IR SRI30E 53 aed v s e

(o) el R R AR AT SRS informinbon marked {U/AF in this docuniant 4 the property of FH and may
he distributed within the SeTeretSesacaqant [and s contractors), US imelligence, law enforcoment, pusiis safemeny
provection officlais and individusls with a peed 0 RnowrSsaution bevond thess ontiues it o P& sothiorizatian i
profibitad. Precautions shoukl be takien to ensure this informatiorcoriron sTThomsacicovad in 2 manner that

precdludes unsuthorized acoass. Informationde T the LES naveat may not be used in fmgal proceeUiTES Lfirsd

vereiving suthorzatkes TN ihe ariginating agenay, edipionis are prohibited from sidmen gently posting the
Fortation marked LES on 3 wehsile or an unclaseifisd network.

Shr{s}

PR A ; . . . b3 -1
As g foliow up te this morning’s meeting withi the DD thorecent news an NG are Libe s DUAMILLES 5 -1
a3 b7E -3

|
Fodueet

Hufert frown

Assiztant Girector

Cperational Technology Division

Unelass] | L7E -1

AR L : -
URCLASSIFIRD/ Foesr

FBI: 22-cv-1539-744
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From Hichard kMcNally

Subject; FW: FULL STOP on potentisi] bise - UNCLASSIFIED/AES b3 -1

To: | | be -1

Sent: Toly 22, 2021 11.48 AM (UTC-04:00) b7c -1
B7E -3

Fol P ks Moo o pnay FTT Ty S A
Clasgification: UNCLASSIFIED/ fmes

HAITT I T R RS ERGE  ee iInformatiom marked {U/AES in this document is the graperty of FBE and ma
he distribuTamwdli s the Federal Governmant {and /s contractors), US inteliigence, law enforramipnie-ectTE safedy or
wrotertion officiak and nlmeeals with 2 need 10 know. Distribution doyond thpsoeadt™ cathout P authorizatinn s
prohibited, Precautions should be taker Treseyire this informatisn-eeTired and/or dostroyod in a manner that
arecludes upawthorizad aceass, Information bearre o mesLavasl may 1ot be usad in logal procesdings without firs:
recetving authorizabion frog heserrs T Gng agency. Recipients sre protesiey from subseguently posting tha
information mameetTES 0n 8 wehsiie or an uncleesiiiod network,

From: jones, Darrin £, (STB! {FBIl |
Sent: Thursday, July 22, 2021 11:24 AM
To: Brown, fames Robert ir. {0TD) (FBIY] |Kohler, Alani £, 4r. (CD) {(FBI} b3 -1

| Turner, Brian C_[CCRSB) (FBIY| | b6 -1
Cr: Langan, Timothy A, §r. (CTD) {FBt) IWarndran, Bryan A (CyD) {EBI b7C -1

[ | Shivers, Calvin A. {CID) (F&i] lioccy B7E -1,3
(FB [cniatly, Richard (0GC} (Fat)| |Gabriel, Kacey 0. (OTD}
{FBi
Subject: FULL STOP on potential] Jise - UNCLASSIFIED/ Akt

~e : : . Vi g Ty 3
Classiflication: URULASS.LFIDD/S /5

U AW RN FRIENT SENSETIVE: The information marked [/l iy this document is the property of FRE andeg
b distributod within the Feder8Mhsssaent {and [t contraciors], US intalligence, isw enior gpouastTTGE i safety or

gratechon sfficals and individuais with a need 10 Trmeeeliziribution bevond thesesHas without FBI authorization i
pronbited. Pracautions shoud be taken oo ensure this infornace®rresiacad and/or destroved in 3 manner thas
praeciudes unassthorized access. Informatien srrE e LED caveat may rot be uzed rresalprocesdings without first
recehving authorization frgmidwroToinatling agenay. Necipienis are grohibitad from subs eguanthy oot
irformatinn.eentan L FS oo o weehsde or an anclissified network,

&, after g conversation with the DU ast nighi, LD Turne: and have sereed to cease o efforts regarding the potentigl
use s | Wi ey, after furthes discassior with the

B3 -1

o1 b5 -1
B7E -3

Rawgargs,

Garmn

Dagrm B Jones

Ereoutive Agslamnt Diranior

Semesoe sl Tevlmelogy Brameh

From: Brown, lames Robart ir. [OTD) {FBSI I b7E -1

Sent: Tuesday, July 20, 2021 1:39 B
To: Kohler, Alan €. Jr. (CD} [F81)] [Turner, 8rian €. (CCRSE) {FRI)| |

FBI: 22-cv-1539-745

R




Janes, Darrin E. {STB) (FB1)| |

mﬂwn} (Fai)| [Varndran, Bryan A. (CyD} {FBI) b6 -1
Shivers, Calvin A (C1D) (F&t] foggy bB7C -1

(FBI |adenatly, Richard (0GC; (£81] [Gabriel, Kacey D. (07D} P7E -1
{FB |
Subject: NSO updates -— UNCLASSIFIED/ AL

0 ] = LT T R T T T L
LhAZRILACatlony UNODLAZSIFIED e
o . R O S e 0 S 4 550 e G4 0 550 A SRR BRSNS SIS mti Sies i s cooooouos oo

10 DAV SRRECEMENT SINSITIVE: The infarmation marked IU/AES 0 this docurment Bs the property of P8I and may
v distributed within the PO epment fand it cantrsetors;, US fveligence, nw enforcement pedirTately or
protection officials and inoividuals with 2 need IO Distribution bovond thesc ot oyt FEE mahorization s
prohibited, Precowtions should be taken to ansure this informpgtior P emigdand ior destrovad in s rmanner that
oraciudes inswthoryaed access, Informatiopbes e LES cavast may 00t by vsed o oowbssacaadings without first
rereiving asthorization feowetroTirginaling agency. Redpients are prohioied from subseguently poding (78
informakeetTiriad LD on 2 weabsite or an unclassifisd nebwork

b3 -1

As g follow up to this merning’s meeting with the [0, the recent ngws on NED and and the mesting two weeks K5 —1
azo| |
- L7E -3

Robweet

Sodber? Srown

Assistant Direcior

Operstions! Technoleay Bivision

Unciess] | b7E -1

I 20D A1 DS B 30 BSE BEE NS ETETN SECRITERS TSN TTIECTIT STITIS TIOTIT ITIOTE NN CEESIT SERTIC SETLCE TN SOOIC CD0 0T 05D A0 TEIINE TEIECI SR TCLUT SOImIIN

- - i i s T T Y - _
Classification: UNCLABSIFIBD/ A

B/ s

URCLASEIFI

FBI: 22-cv-1539-746




From: | | b3 -1
Subject: RE: FULL STOF on potential use --- UNGLASSIFIEDHEES- bé -1
Yo: | b7C -1
Ce: I b7E -3
Sent: July 22, 2021 11456 A (UTC-04,00)

1 1 F A gy e NI ADOT o/ =
Clasgification: E}?!i_,u.'i‘h_t.q..sFIEu_f!“LTE‘E"‘

R AT e = LA T =The information marked (/488 in this document is the progerty of 881 and moy
Gu distributed within ihe Fedw supcament {and B contractors), WS intsiligence, izw enforcamant, mubiesaTSh or
protection officlsls and ingdividuals with 3 nes sl Distribution hayvond thassesdeT Trthout FR authorization is
prohibited. Fracautions shouid be takan 1o ensure this Inforpalom s g and/or desfroved in 2 manner that

precigdes unauthorized scoess. informptice-restTig the LES caveat may not be pa@mhegal srnesedings without firet
receiving suthorizatioassomThe originating agency. Reciplents are prohibited from subssquently pottie
Siseesion marked LES on 2 wehsie or anunciassified notwork,

oy

From: Shivers, Calvin A, {CID) (FBI )| | b3 -1

Sent: Thursday, July 22, 2021 11:41 AM bé -1
To kcio; (st | kcio) (et | &5 -l

Cei ko) (FBi) [(Cio) (F81) b7E -1,3

Subject: FW: FULL STOP on potentis]_______ Lise — UNCLASS| FIED /At

BEIFIED/ /fone

{Li] ey P RS S I NS et he infarmiation marked [U/ASS in this docurment is the progerty of P8 and e
b distributed within the FaderaTUmesssnangnt {aod ifs confractors), US nlelligence, Bow onfogroasmee il safoby or

proveetion officialy and ndividuais with 2 neod o TRTYBsinbution boyoodenmentting withoul F smithoration 8
proninied, Precautions shiould be tzken o ensure thishhfarmaTon s Sroreeandior destroyed In a mannar thad
previudes wauthorized access, infores T Dearing the LES cavent may nob be used in R rmssaadines withoot first
recalving authosee T o the onginatiog agency, Recipients are wrobibited from subiseguently posting 1he
rrormation marked (85 on s websits or an vrstlassifind nebwork.

b3 -1
b5 -1
b7E -3

Cafvin &, Shivers

Assistant Director

Criminal lnvestizative Rivision
Office} B7E -1
Niabile]

From: Jones, Darrin E., {STB) {FB] |
Sent: Thursday, July 22, 2021 11:28 AWM

To: Brown, lames Robert i {OTD) {FBIY| |Kﬂht§LMLLiD} {FB1}
[ |rurner, Brian C_(CCRSR) (FBI o

bs -1

:iangan, T h 1 _FBi] |Vormiran,BryanA.[CyD}[Fﬁ!} ——_—
Shivers, Calvin A. (C1D) {FBi] | tOGCH or 71 3

{FB1} —| Mohially, Richard {O6GC) [FBi)| | Gabriel, Kacey D. [OTD}
{ERiY
Subject: FULLSTOP on potentiail |use --= YNCLASSIFIED / HFS-

FBI: 22-cv-1539-747



gifi

Y e
LA

LT e U TR T E | s TV E: Fhe information merked {U/AES in this deoument s the proparty of £81 and ma
b distributerd witRTrealaderal Government (and 15 contractors), US inteilipence, iaw enforcemegt pubiesmToly or

protection officlels and individuais & ged to knowe. [stribution beyond th b Geith ot FRE authorization i
prohibited. Precautions should e teken b0 ensure Thivdalgrondenm T aiorad andfor destroyved in 8 manner that

prociudes unauthorized acsess. Informatien-memTmg the LES cavesTmewant be used in fagai procesadings without first
recelving suthor padan-feemThe originsting agendy, Hocinmnt are pronibiled oW Tmssenyently posting the
indermiTon marked LES on a website or an unciassified network,

A after @ conversation with the DD lgst nighy, Eal Turner and have agraad to ceass 2l afforis ragording the prteniiad
e ol |‘u",.'{i raay, after furiher discussion withthe B3 -1

oo | b5 -1
B7E -3

Repards,
Darrin
Daoin B Jones

Erecathve Asristanl Director
Soience mud Techniogy Boameh

From: Brown, lames Robert Ir. (QTD} {FBI
Sent: Tuesday, July 20, 2021 1:38 PV
To: Kohter, Alan £, Jr. {CD) (FB1)] [rurner, Brian C. (CCRSB) (FBIY | b6 -1
Jones, Darrin E. {STB) {F31] [ b7C -1
€c: LANGAN (R, TIMOTHY R. [CTD) (751 IVorndran, Bryan A. {Cy0} {FBI) B =i
[ |Shivers, Calviz A [CID) (FBI} l{oGe)

{FBi] |McNaIlv, Richard {OGC) lFEI}l |Gabriel, Kacey 3 {OTD)

(FBi |

Subject: NSO updates -— UNCLASSIFIED/fES

INCLASSIFIED/ A

(U LAW ENFORSCIMENT SENGITIVE: The information marked (U788 in this document iz the nroperty of Fi ST
pe distribuyted within the FedBrmSewerimeant (@ s contreciors), US mtallipence, aw enfgeosest b i safety or
nretection officlals and individuals with 3 nead T Bistriliution bevogdthesrThuties without FR authoriration is
srohilvited. Frecautions should be t2kan to ensure this infosses B resiacsd arsdfor decbrayed it a manner that
precludes unauthorized aocess. InformatiesrTining the LES caveal may not ke Uimrmegal proceadings without first
ragalving authorizztionfeenmIDE Criginating agandy. Reciplonts are probinted from subsoauordly 0Tk
nfpmpsedTrnaried 1E% on g websie or anunclassifiad navwark,

B3 -1
ang the mestine hwin weebs BE -1

b7E -3

FBI: 22-cv-1539-748



™

Fohert

Fobers Srow
Assiztant Director

Operational Technolopy Division
unchssl I b7E -1

| {8

Classification:

e 5
SEIFIED/ F 5P

FBI: 22-cv-1535-749
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b3 -1

From:
Subject; FW: FULL S i -~ UNCLASSIFIED//CFE bé -1
Fo: Steven Palmer; b7C -1
Sent; July 22, 2021 11:45 AM (UTC-04:00) b7E -3
LSAEFIFTIED /S A
{UTTAREREORCEMENT SENSITIVE: The informmtion marked (U485 i this document i the property of FRE and
be distributed wihiTrmeskader sl Government {and &3 contractors), US intelligencs, law eni’nrcemﬁrn ouiblic sadeseT
profoction offivial snd individuals WiTweaed to know, Dstribubion *onrﬁd B es el lios e TITE T autiorization
profibited. Pracautions should be taken to endure IHT Tiewalion et anosor destroved o ¢ manne that
precludes unauthorized acesss, Information Deazins T3 caveal Ay Tsheased in jogal proceedings without firsy
cgraiving avtharzation frpmsbeorTinating agency. Reciplents are prohibited from su TRty posting the
infur atsereidTaed LES on 2 websiie or an unclassified network,
Imisurs you guys saw this as wall, hot wantesd 0 make sure.
From: Shivers, Calvin A, {CID) (FBIY | b3 -1
Sent: Thursday, July 22, 2021 11:41 AM 2R =
Tof (cipj {Fei | | kcioy ras]— S
Ccf lirG) (FBI)| | CEIGER d
Subject: FW: FULLSTOP on potentia______ Juse -~ UNCLASSIFIED/ A
VHCLASSIFIEL/ s
(UMl D RCEMENT SENSITIVE: The information marked (U588 in this document is the nrc«;!erw of FBI prigepesy
he dismt\zw witharthe=faderal Covearnment {and it contractors), Us intelligance. w enfousers T, Dublic safety or
grotection officlais ang indlviduals Wil omsedag know. Distribution beyopalshesmantitics without FBI authorization is
arohiliited. Precantions showld be when to ensure this ILT0TmedSE s stored andfor destroved w & manner that
prechudes unauthorized access. Inforpaties-IT@Rrng the LES caveal may nol e oessblin Jepal procesdings without first
='=>'e.vmg suthorizglionSeerTne originating agenoy. Reciptents are prolifhited from subisauanfly Trskag the
ininaeeTTT mariod LES an g ws‘hs*t»h ar an unclassified neteark,
b3 -1
b5 -1
BE7E -3
Calving & Shibeers
Assintant Daedis:
Crivinal investigative Divizion
{Oice) e =
iNViobiie
From: Jones, Darrin E. {STB) {F81) |
Sent: Thursday, July 22, 7021 11:24 AM
To: Brown, James Robert Jr. {OTD) (FBIY |Kohier, Alan E. ir. {CD) {FBI} ba -1
| [rurner, Brian C. (CCRSE} {FB!] oe 1
Ce: Langan, Timothy R. Jr. {CTD) (Fe1) [vorndran, Bryan A. {CyD) (FBI} ST %
| Shivers, Calvin A, {QID) (FBI] (OGS} L.z 1 3
(Fe1Y | MecNally, Richard {06C) {FBI) [Gzbriel, Kacey D. 0TD) g

(FBi]
subject: FULL STOP on potentiall fise - UNCLASSIFIED/ AES

FBI: 22-cv-1539-750



Liation: UNCLASSIFI L?I.J;’f—i.-!?iﬁ—

U; T-RUEGROTMENT SENSITIVE: The irformation marked (U8 in this documaent is the groperty of PRI and may

digtribtad within Torfsdedal Covernment {and #s contraciors), U8 imtedlizence, baw enforcemeant, pubilicsede oy
rotection officials ang indlviduals wiRrmeadlda know. E}ls;*"huhfw bevond these gotibeerTRout FB suthorization &
rfwa inted. Precautions showdd he taken to ensurs this inTrrmsdiaess-tTTea and/or destroyed i 2 manner that
sreciudes unsethoried aocess, nformatonbear T e LES cavent may no aed iv legal pracesdings without first
reneiving authorizs fondeer I Originating agency. Becipients are grohibited from sobseqimmieqonting the
infpsemmnitiT miarked LES o0 2 webaRe or an unciassifiad netveork.

e

2%

"{}

Al aftgrg s al afforts regarding the goteatial

yae of We may, after further discussion withthe B3 -1

i | | b5 -1
B7E -3

Rapards,

Parrin

Owrrin T dones
Freoutive Assistant Doy
Sornve and Techaokygy Booch

From: Brown, James Robert Jr_ [OTD] {FBI] |

Sent: Tuesday, July 20, 2021 1:39 PM

To: Kohler, Alan E. Ir. (CD) {(F8i] |Turner, Brian C. (CCRSB} (FEB1)| | e -1
jones, Darrin £, (STB) {FBIY | B7C -1
Co: LAMGAN JR, TIMOTHY R. {CTD) (£81] |vorndran, Bryan A. {CyD) {(FB1) b7E -1

[shivers, Calvin A, {CID} {F8i] foce)
(FBI} | McNally, Richard (OGC) {FBI)| [Gabriel, Kacey D. [OTD]
{£a1)
Subject: NSO updates --- UNCLASSIFIED/AES-

(L LAY SOBCEMENT SENSITIVE: The informagion marked (LRSS fnthls document s the progeety of F81and may

ke distributed within TToPedgacg! Government fand fiv contractars], U5 intelfgenue, bhw enfurcemen TR oty OF
protecton officials and individusls withw mmessldn know. Diswribution beyond thpsseetfwithout FBE sidharizationis

u-i‘f‘lbi;E’j Frevautions should be faken to snsire this MTOpsaleen I ororid aw:j;ar destraved in a manner that
srecliucdes unauthorized socess Infarmatice-srea™RiE the 155 caveat may Pneewssd in logal proceedings withaut st
raveiving suthoriginsdeerTThie originating sgsnty. Recipients are prohibited fr{“ms s ea TR s osting tha
infeerraTTn marked LES a0 @ wehsie o0 anunclissilied network,

b3 -1
b5 -1
b7E -3

med tive mesting aroihg

FBI: 22-cv-1539-751



Robart

Robert Brown

Assistant Divector

Operationsl Technology Division

Uriciassl RP7E -1

Diassification: UNCLASSIFIE]

~ o 7 i g TEMMT AR TTT NN S 4T Es
Classification: MNOCLASLHITIED/ A

FBl: 22-cv-1539-752
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From: Richard MoNally

Subject: FW: FULL STOP on potertial_______Jise - UNCLASSIFIED/AES- b3 -1
To: Jason Jones; Erin Prest b7E -7
Sent: July 23, 2021 11:45 AM (UTC-04:00)

i

D

-s.rh'@;*«

,Dzsiftm‘s-s* Besy =erTiEes without FJE autd .g"i?at.:}r i
d :m-::';’z:: gestroved in a mﬁnw tha:

I

auak first

FY -

From: Jones, Darrin £. (8T8} (FBIY |

Sent: Thursday, July 22, 2621 11.24 AM

To: Brown, James Robert Jr. [OTD} fFBii [<ohler, Alan E. ir. (CD) {FBI} b3 -1

| Turner, Brian C. (CCRSB] (FaH) | b6 -1

Cc: Langan, Timothy R, Jr {CTD) (FBIY |Vorndran, Brvan A (CyD} (FRE) b7C -1
[Shivers, Calvin A. {CID)} {FB] liocey B7E -1,3

= McNally, Richard (OGC) (F8I )| Yzabriel, Kacey D. (OTD)

(rei| |

Subject: FULL STOP on potemiaq pse - UNCLASSIFIED/ AES-

Fraf and may

**ut}iic .',,tf““g ot

predection officizls and Jn’iivid:iaés w%th' 3 nesd 1o

ronibited, Precactions shauld Ns?es\ ia mwre
,“.::N fudes unauthorzed access. | :
raceiving suthon S
informigtiesrarced LES on 8w bnz 2 Or an uncias s--'iee:d .‘i\‘,{‘e""‘fk

oy destroved in g masm&* ﬂn:*:

At

Al after s conversabion with the DD fast night, EAD Turnery and have agreed to cease sl efforts rogarding the potential

use off IWama?, after fur‘tf’lsf.“a" discussionwiththe b3 -1

S b5 -1
b7E -3

Regards,

Darrin

Drarin B fones
Facouiive Agsitan
Sefence and Teohno

THrector
o Hranch

From: Brown, James Robert fr. (OTD} {FBI)| bL7E -1
Sent: Tuesday, July 20, 2021 1:39 PM

FBI: 22-cv-1539-753
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To: Kohler, Alan E. ir. {(CD) (F81] [Turner, Brian C. (CCRSE) (Fa1)f bé -1

lones, Darrin E. {STB) [F81)| | B7G ~L

Ce: LANGAN JR, TIMOTHY R, [CTO) (FBI] lvorndran, Bryvan A, (cyD) (80 57, -1
| [shivers, Calvin A. {CiD) {FB1] [loec)

(F81) |MeNally, Richard (OGC) [FBI)| fGabriel, Kacey D. (OTD)

(rai] |
Sabject: NSO updates --- UNCLASSIFIED/AFS™

ication: UNZLASSIFIED/S A8

H o2
ok

lasgsif

==

ar -l

(U DAV ERRGRCEMENT SENSITIVE: The information marked diﬂiﬁnw‘dnadoeurrww is the proparty L ER-m@may

e giatribyted within theTeresal Government (and its contraciors), US intelligence, lay snkertfment, public safaty or
protection officiels and individuals with a A elagw. [Eés%ranuimf pesseeTRe s entities without FRE authorization s
grobihited, Precautions shauid be taken 1o ersure fhisdatermanoe=eatnrad andior da**"ﬂye-r} iy mannar that
preciudes unauthorized acsess infpseawdTn Dearing tha LES cavest may not be uersdeg uf oy aceadings without fims
recaiving quthorizadea T the aréginﬁt.ng aganty, Redplents ars pronibiiad from subsaousntiy TowdRathe

-

loeermTaon marked LES on g websie or an undasa fied notwgrk,

Siris}
A3 a follow up 1o this movning's meeting with the DO the resent news an NSO and larud the moeting two weeks :g _i
o] |

| bB7E -3
Kobert

Haber? Hrown

R

Agsistant Direcior

Cperational Technploey Division
Uraciass:l L7E -1

I TTIIED TIIIiTIID minimm e mimm TTE ST TSN T IR0 N TN SO0 IDN o I o e e o

Ulassification: UNCLASSIFIRD/S Akae

T s iy ] B e g TTNI™T 7
Ciagsification: MICLASS

FBI: 22-cv-1539-754
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From: I:I b3 -1
Subject: FW: FULL 5TOP on mtﬁ‘nﬁall lJSB - UNCLASSIHF D/ b -1
To: | | b7C -1
Sent: July 22, 20217 11:48 AN {UTC-04:00) b7E -3

METLASSTRIEDL, 485

NT SENSITIVE: The information marked (U/AES in this document & the org yerty of E-L
:.:: dﬂ*?-!‘.‘e-uba-.:‘ within the Foll arpment {and 5 contractors), U5 intelligence, lsw enforgs 218
nrotection efficials and individuals with 2 need stribution bevongd theeeoThlas without FBL authorization is
profibied, Precautions should be shenty ensure "‘ﬁ g s amtmr deshroyed it a maner that
prectudes urautharized access. informadd 2it] '1'<:¢ce’c'¢§"1gs wihout first
receiving authorizaticp Seeer T
intormmakertTMar cod LES on & wabsi t‘f*or @ mrl‘t %i"(’i'} e .,«ork

L\.

b5 -1

From: Shivars, Calvin AL {CID) ‘FBI}' |

Sant: Thursday, lulv 22, 2071 11:41 AM

Toi kcio) trat] | fap) irei | ®3-1

[ lec) (Fei) [ CEEE b6 -1
b7¢ -1

Subject: FW, FULLSTOP an potendai:luse-w UNCLASSIFIED/SES RIE -1,3

Classification: UNCLASSITIED/ /=55

Hil LAY ENEORCERERT SENSITIVE: The information marked (L7888 in this documant s the property pLESsTTT may
be distributed wmemisadedor sl Government {and 8 contractars), US intelligencs, gy aakerTEment, pubiic safely or
provectan offcisl snd individuals et Tomeeesakngw, Batribution hawerfThese antifies without £81 authgrizetion s
profibited. Procautiong shculd o tilkan 1o ensyre thisdeiormatrissiqued andfor destroved in 2 manner that
prochedes emsithorized acones, [nSuree T nearing the LES cavaat sy not be used mhepempooceadings without fist
recoiving suihgosssmr oo the orig nating aswr'ry Re::-'p:'erit:: ave profibited lrom subseguently posting M

Taron marked LES on a website or an uaclasaified nebwaors.

b3 -1

b5 -1
E7E -3
Cahein 8, Shivers
Aasiztant Birector
riminal investigative Division
Ciffice) L7E -1
Maobile)
From: Jones, Darrin k. {STB} (F Eni |
Sent: Thursday, July 22, 2021 11:24 AM
To: Brown, James Robert Jr {OTD} {FB!] |Kohler, Alan E. Jr. (CD) {FAL}
[ urner, Brian C. (CCRSB) {FRI] | b3 -1

Co: Langan Timothy R Jr {CTD) (FR!Y [orndran, Bryan A. [CyD} (FBH b6 -1
| | shivers, Calvin & (CID) (FBI] | foeey pC -1

{F8i | MeNally, Richard (OGC) (F8IY Keabriel, Kacey D, (QTD}P7E -1,3
(51} |
Sushject: FULL STOP an pntﬁnl‘ia‘ |u5€ - UNCLASSEFIED/ RS-

FBI: 22-cv-1539-755
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U LATTINFSRCEMENT SENSITIVE The information marked {U/AES in this documant is the property of §81LandwrT
ze distributed within the FedormhSesemument {end s contractors), US Intelfigence, lwe nofuroeme T Dullo sofaty ar
aratecton offiialy and individuals with a nesd to Titme=lcirbution bavond theeeeMites without PRI suthorization is
prohibited. Precavtions should be taken to ensure this inforpaiier TR Torethmeddag dosiroyed in @ manner that
precisdes unagthorized sceess. information hesermT e LES cavaat may not be used in lepesl Droeeedingaowithout first
recoiving authorization frong theertfating agency. Reciplents are prohinited from subseguently posting the

information maeseT LI o0 & website or an unclassified nebwerk.

o onase afl offorts regarding the potentizd

A, after o conversation with the DD last nighy, £

use of Wa may, sfter further discassisn withthe b3 -1
ooy b5 -1
b7E -3
Regardds
{larrin
Dhevin EL Jomses
Executive Assistant Divestor
Setenes and Technelogy Branch
From: Brown, James Robert Ir. (OTD} {FB1)| |
Sent: Tuesday, July 20, 2021 1:33 PM
To: Kohler, Alan E Jr. [CD) {FBI)] |Turner, Brian C. [CCRSB) {FBI J| | E6 -1
Jones, Darrin E. (STB] {FBI] | b7C -1
Cec: LANGAN JR, TIMOTHY R. (CTD) (¥81)| |\'Dmciran, Bryan A. {CyU {FB1) L7E -1
| |shivers, Calvin A. (CI1D) (F85)Y |oGc)
TFEl fachally, Richard {0GC) (FBI] |Gabriel, Kacey D, {OTD}
{FB1)
Subject: NSO updates ~-- UNCELASSIFIED/ f4blm
Clazsification: UNCLASEIFIED/ f-:bs-
TR ENFOIRCEINIENT SENSITIVE: the informaion marked {U/AES in this docurent is the pronerty of BT may
b dlstribaitea wiomrthekordoral Govarament {and ity contractors), US(»tc”!ganc.e, iaw epfeerTrent pubiic safery or
protection offivials and ndividuaTeTere-seed to know, Distribusion bouaar ertities without FBI authorization ks
prohibited. Pracauiions should be tekern to ensure (Mo rPwesfion is stored and;@r destroved in a manner that
greciudes imautf”ﬂrimd aocess. InfopmatieriToaring the LES caveat mayTorselised & legal proceadings without fest
PR '3g sutharizafioobeerTine Originating agency. Reciplents ars grohibited from subssgiimmhsaagting the
informeheTTiarked LES on a website or an unciassified netarork,
Siris)
: — . . b3 -1
As 3 follow up to this moraing’s mesting wilhy the B0, ha recent rasws on N80 and and the maesting bwo weelis b5 -1
£20] b7E -3

I

FBI: 22-cv-1539-756
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Robert

fobert Brown

Azsistant Direcior

Ciperations! Technoingy Division

Undass] | b7E -1
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FBI: 22-cv-1535-757
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From: Jason Jones

Subject: RE: FULL STOP onpoteniial______ Juse -— UNCLASSIFIED/HES- —
To: Richard McNally; Erin Prest BTE -3
Sent: July 22, 2021 11.46 A (UTC-04.00)

o L do AR R e g - b
Classification: UNCLASEIPIED/S FePe

: [ ENFD Ty
be {iutﬂﬁ:Lr.&" WL '. federal Governmeant {,,mi its ac‘ntra{iwn L!‘- inteliigancs
it i ﬂ*ese e:*t ties without PO awthorization i
estroyed in a manner that
i fegal proceadings withaut first

subsenu et

FTiTE R at]

FRCEMENT SERSITIVE: The information marked U565 n this dooumentis thep

IO U Ent, | aublic safety or

18 the

. 31“ gy the ursﬁ.ndar.ﬂ ERNCY. 4 Ee.‘.ﬂ‘; are prd
e abcn marked LE: on & wehsite or an unclassified reg:;w;zrk.

Thanks Bick- ot surprising,

From: Mchally, Richard {QGC) (FBIY |

Sent: Thursday, July 22, 2021 11:45 AM

To: Jones, Jason Allen (OGC) {FBI| | Prest, Erin M. {OGC) (FBIY | b3 -1
Subject: FW: FULL STOP on potential] kise - UNCLASSIFIED HeE5 b7E -1,3
L0 TReRRERUEMENT SENSITIVE: The mformation marked L/ AFSy o this document is the property ol ERermT raay
gsﬁ_«:ihrsk,u e within INTTmeesallovernment (and s contractars), US ntelligencs, law spvertinant, public safely o
protection officiel and individuals with 2 reerkeaw. Distribution hoeer TR entities without FBI suthorization is
profubited, Precoutions shauld be taken to cnours dushemmatiTre—eared and/or dastroved iy a manner that

praciudes unauthorized acoess, InfpommenmT e ing the (B8 cavest miay not be us@nim ‘ ralproceedings without first
receiving authorizatiesT0m the originating sgency. Recigionts are prohilited from subsequantly posTamTY

1332 Ton macked LE a website or an unclassified network,

Y

From: Jones, Darrin E. {STB} {F8I)| |

Sent: Thursday, July 22, 2021 11:24 AWM

To: Brown, James Robert ir. {OTD) {FBi] |[Kohier, Alan E. Ir {CD) (FBI} b3 -1

| [furner, Brian C. (CCRSE) (FBIY | b6 -1

Ce: Langan, Timothy R, Jr. [CTD) (FBY) IVorndran, Bryan A. (CyD} {FBi} B7C -1
| Shivers, Calvin A, {CID] (FBIY | foGey b7E -1,3

(r81] [Mcally, Richard {OGC) {F8I| [Gabriel, Kacey D {OTD)
(Fe1] I
Subject: FULLSTOP on potential| hse ~~= UNCLASSIFIED /AR

(L LAWY ENF ORL LW IIoiissdays The information marked u} o nﬁ i pocumang : B and may
bead,}.u inuted within the Federal Governmaent fand 100 00 S TR ERN0E, 13w ﬂ'iffgﬁ:amem pubdic safety ar

vy iciyialomeTToeG 0 knowy, Distribution 539-;::;.;:!?11@& entine e o e Bl th o ration s

pratection officials and

FBI: 22-cv-1539-758



prohfiter Threnlannld be taken g ensure Ehis infarmation i st\.“‘-d\ﬂ{i m-:zestmv&ﬁ na
preciudes unauthorized access, informa '

X uta src-“g t,iu

v«ﬂa?tv ing &L t‘fhonn;*a{m frovm %‘3

Al after 2 conversation with the B8 last night, BAD Turner and have agvesd to cesse all afforts *rgg,ar:inrg» the potantial

HoR (}‘fl |<'..'si.‘E' T, after further discussion wit h '\..‘tf.? b3 -1
oo b5 -1

| b7E -3
Bogards,
Dareip

arrin B Jones
seoud thve Assastaot Diector
Seience and Teoluwlogy Branel

Erom: Brown, James Robert ir. {OTD} {F81)| |

sent: Tuesday, July 20, 2021 1:38 PM

To: Kohler, Alan £ Jr. {CO} (£81] [rurner, Brisn C. (CCRSB} (F81)| |

fanes, Darrin E. {STB} (FBI)f [ b6 -1

Co: LANGAN IR, TIMOTHY R. {CTD) (F8i] |vorndran, Bryan A. (CyD} {FBi) b7C -1
[shivers, Calvin A, [C1D) (F81Y |[DGC:’ B7E -1

(7B | mcwally, Richard [OGC) (FBI)| [Fabriel, Kacey D. (Q7D)

(FBIY

Subiect: NSO updates -~ UNCLASSIFIED/ At

LA T

o B a- ‘c -
flazaifications UNCDLAS

e gistr simm P, Zacprad q:;«:rsn-ment “md Hs ¢ m *»::mrsr i IS et iig Wi, «w a-nfarrer%w. st
pratection atfinals 5 ang nedvidusts wETE : G F‘m sudhorization i

nroafihited. #Froeon ,hor 5 should be taken grsra ihs
-e{zg: wdes unauthorized accesc, informall CEEGTY ! 3 TS
The ariginating agenoy. Res ms@ntv are pm“"i's,.ed i*"\m .,x.is‘ <> bt j?"f!v o c*-.-zir*g, the
welssits or an unclassified network,

inforg

f‘E’{.r‘i‘*“‘!g a\.ltiw ¢
Fron marked LES an a

3

b3 -1
b5 -1
b7E -3

aried the Meeting o wWaeks

Ribert

Berdierd Brown

Assistant Director

COgerational Yechnology Bivision

unclass] | B7E -1

FBI: 22-cv-1539-750
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[ Jo b7E

Classification: UNCLASSIFIED//EES

Classification: UNCLASSIFIED/ A-BS—

FBI: 22-cv-1539-760




From I | b3 -1
Subject: FW: FULL STOP on 52— UNCLASSIFIEDIAES b6 -1
Tor Steven Palmer; b7C -1
Sent: July 22, 2021 11:51 AW (UTC-04:00) b7E -3
JHCLASSIFIRD, s
{id) isl EHH‘QCH@E{\. Stfﬁq Ti‘af Thae .rfwmai.ﬁq marked {ii;’_,‘“i“i'i"n “'r‘iﬁi cim:ument is *he-nrape'* : *ﬁ” FBI and may
3 g tmt}'ﬁ‘ autho -‘Jie-..lﬁ is
At w,m destronged in a manner it

nres i-, s Unau tho :md;fac;c information T Ine LES Caveat may nol De Ueeeeeicenl nroceadings w;*w Edirst
rpgiiving dhmi‘}i}r zation om-mrErTnsingting agenoy. F?Fuimef!t are probifsted from subsequntly 0OSTITEY
mforrs arkad LES on g website or an unc[ascf&*z‘ network,

B3 -1

bs -1

B7E -3
Fom  Koioj (e |
Sent: Thursday, luly 22, 2021 1145 AM b3 -1
Yo: Palmer, Steven G. {OTD) [FBIY | lioTp) (Fai) b€ -1

| 010 (FBi)| | b7 -1

Subject: Fw: FULL STOP on potential use - UNCLASSIFIED/AES- b7E -1,3
Clasgsificarticn: INCOTASRTFTRED S A5
T TR LAE G RCEMENT s-“*esm VE: The information marked [U/85 in this dotument is the propsety oF FBE angd may
b distributed within ke F s pent and s contractors), US intelligence, faw anforcemeni nobdevately or
pratection afficiais and !nuf&éiduats with 3 need o ow ey tion hevond hoseesttTw ithout FBI authoralion s
prohibiied, Procautions should be saken o ensure this informesdsTT slored aroro—sealroved i a manner that
grochudes unguthorized sotess, informeeter™T@aning the LES cavend may not e used i legal procec dimTeorided first
recelving authoryeseiThOm the orignating agenoy. Roevioients are prolibited from subseguenty posting the
i rmation marked LES on wowebsiie or an unclassified network,
yn sure yoo guys saw thiv as wall, bt wanted to make sure,
Erony: Shivers, Calvin A, (G0} (#81) | b3 -1
Sent: Thursday, July 22, 2021 11:41 AWM b6 -1
Ta kcio) (rai keio) ey BIE =1 X
c kec) (Fer] Jcio {Fan) B =i

Subject: FW: FULLSTOP on potential[______ Juse — UNCLASSIFIED/AES

FBI: 22-cv-1539-761



toation: UNOLASSIFIRED/ ~F%

ST IDISD IS4 SOSTES B I S5t iim SSMims e Sm s med OO N OOC PRO SN NRD O FRD N SUS U IV U NI ISTISD SNIISDoSTIS:ommims amoamrom smamnoomomooosionr i

TUMSSALERE QROEMERT SENSITIVE: The nformation marked (U/ASS in this docament is the property of P8 and gy
he shstriburod witheT Umeeadara] Sovernment {; ndd He contractors), US intelligance, law anforcemani-eetfiTraiely w

arotection officaly aﬁd dividuals with 37 ainnve. Distribution hevond thece-sriTios without FBI authorization &
prnhibited, Freczutions sheuieﬁ be taken to ensure this nfporerrfesinged andfor destroyed in & manney that
practudeg unauthorized ancess. Informatlentma g the LES caveal miay nod be LS00y aeesdings without first

recaiving aulhorizadess- o ne uriginating sgency. Recipiznts ara prohibited from subsequently posETgS
Tt nar ked LES on a wabsite or an unclassified nebwark

b3 -1
b5 -1
L7E -3
Laivin A, Shivers
Asslatant Diractor
{runinal {avestigative Division
[ Office) bL7E -1
Maoksile)
Fram:Jones, Darrin E. {ST8) {FB!I I
Sent: Thursday, July 22, 2021 11:24 AM
To: Brown, James Robert Jr {OTD) (FB!I |Ks::hler, Alan E.Ir {CD} {FBI} b3 -1
| Turner, Brian C. [CCRSB} (FBIY | b -1
Cc: Langan, Timothy R r. [CTD) (FBI] Warndran, Bryan A, {CyD) (FBi) b7C -1
[shivers, Calvin A. (C10) (FBIY foce), piE -1,3
{FBI [mcnally, Richard (OGC) (F8IY [Gabriel, Kacey D. {OTD}

{FBI
Subject: FULL STOF on potential Juse ~~ UNCLASS|FIED/AES—

4 ey e
ML

UNCTASSIFT

$1] LAY ENFORCENMENT SENSITIVE: The information marked [/ A8 in this dotument is the propesty oF FBE and ses
bo dis triouermethin the Federal Goverament fand it contractors), US inteligence, law enforcemesss 00N sifety oF
prostection officials and ndividUETwieanged fo know, Dhtribution bayond e TRID GES WITROUT PR au‘ihﬂriza!tiﬂﬂ i3
profibited. Procautions should e telon 1 ensure TG Srbseeaear e clored andfor destmt;aci i @ rpanner that

prachides ummhnmat access. information-kemT: the LES cavest may not peeesedd Jegal proceedings withoud firgt
recebving authoreay e ®originating agency. Becipieats are prohibded fmm subseguently Do i
nfpusearTrar ked LES on a website or an unclassified netwaork

o pease aif efforts regarding the potentisl
We may, after further discussion with the b3 -1

bs -1
B7E -3
Regards,
Darrin
Davin B fones
Frenutive Assiiand Direcior
Sodence and Technoingy Braxeh
bB7E -1

From: Brown, James Robert fr. (OTD} {FBI)
Sent: Tuesday, July 20, 2021 1:39 PM

FBI: 22-cv-1539-762




To: Kohler, Alan £. Jr. (CD) (£81) [Turner, Brian C. (CCRSR} (FBI| |

lones, Darrin £. {STB) {FB1) | b6 -1

Ce: LANGAN IR, TIMOTHY 8. [CTD) {FBI |vorndran, Bryan A_(CyD} (FBI} b7C -1
| |shivers, Catvin A. (CID) (F81) fose  ®7E -1
(rei) | enally, Richard (0GC) (F1) [Gabriel, Kacey 0. {OTD)

{Fei] |

Subject: NSO updates —— UNCLASSIFIED/AES

Tlassification: UNCLASIIFIRED,

iy pap

FORCEMENT SENSITIVE: The informatinn marked (U8 In this documentis the propearty of FBE and may
Trrsbesndaral .d:m‘r T wr‘t mfi i r.,r:tracmrs} ii's "“l“@ﬁg\?f‘ », day -:anft‘rwwsm piblic saforems
profaction o.fi{mza afmi Il usly W fioswetOTTT Pl autherization s
grodibsiied, Precautions should be eken EC.J ensure BT e in e T O a%f'" aie;tmyecf o nanner that
arechsdes -.if"?%h"'!ﬂ!‘lzﬁf‘f El et iﬁﬁ*r ; “'"‘e Uf% faveat gy el | r' i?d! provesdings without Hest
rengiving sulhorizatiee-om TeeELI0s Fig the
irfrrmouon meerhed LES ona weizsa\e oF an mmidv :“‘zet. network,

Siris}

. . \ _ ‘ b3 -1
&s 3 foliow up to this morning’s meeting with the DT, the recent news an NSO and land the meeting fwo weeks BE -1
:-ignl b7E -3

Robert

Sobert Brown
Assistant Direcior

fiperational Technalogy Hivision
Ut;dassl | b7E -1

I

T M B T ET NN T FEE T T T e R WA TR N T M S NI R ST ST EE S W S TR T e T e T e T o e o e e o e e e e e e

Tlassification: UHCLASSIVIED,/ oy
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Classifigation: UNCLASIIFIED/ s
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L anE]

FBI: 22-cv-1539-763



From: I | b3 -1

Subject: RE: FULL 5TOP on ;mentia£| Iusc - LINCLASSIFIED/fEES- b6 -1
Ton Richard McNally| | b7c -1
Sent: July 22, 2021 12:04 PM {UTC-04:00) b7E -3

Claszificarion; UNCLASSIFIED/ 5E&

254 3emems sms s me e em O AR TSNS TT SN EE IR

EORC i“ﬂi:ﬁ? SER Ei? \’5 :hwﬁm raation marked | Ji‘&"ﬁ" in *:is‘ {iuruwm:“ri"- *'Em !Wrz;‘;&rt\; ﬂ%"ﬂ{%i 'rmd sy

L i "ati I ageney. Radips
R Li-‘j an a wehsite or on uniassified r:e:-ﬁuora,

1

b3 -1
b5 -1
bé -1
b7c -1
b7E -3
From: McNatly, Richard (0GC) (F8i|
Sent: Thursda 22,2021 11|44AM
To QGEC) {FBI QGC! (FBI
| ] - | osc) kei) -
Subject: FWV: FULL STOP on potential luse — UNCLASSIFIED/AES Egc'fl
b Ty
.'.ﬁ‘-"at‘lf e UNCLASSIFIRD/ AoRE A =12
protastion ¢ J"ft bals angd indivl &ua? u»:*"r A Do L Y
probibived. Frecavtions should be taken to ensure zh-s r*" 3 A
preciides unauthor rvmicn 253 inforpakias- T ait hm firsy
ceesiving suthorizatice-FraTine orginating sgenoy. chucr i rﬂ;:ro. ;i"l»‘hﬁ frcm E-\:baﬁ,‘lt.i.’ piby ;.hﬁ.*mg
fan marked LES on s website or an unciassifled network,
BT e e bR 8 o e e LA SR
From: Jones, Darrin &, {STBHFBI}' I
Sent: Thursday, luly 22, 2021 11:24 AW b3 -1
To: Brown, James Robert Jr. (OTD) {£81}) |Kohler, Afan E. jr. {CD) (FBI} b6 -1
| urner, Brian C. (CCRSB) {FBI] b7c -1
rL;mnm.limmhy_BJ.me]{FBi}l [Vorndran, Bryan A_{CyD) {FBI} b7E -1,3
Shivers, Calvin A {CID) (FBIY | [{elcle}
{FBI [Mcnatly, Richard (OGC) (FBI] fGabriel, Kacey D. (OTD)
(FB |

Subject: FULL STOP on potential Juse - UNCLASSiFED/Ak5~

™ - .
ion: UNCLASSIFIED, ~HES—

{Lf; ERE N T G O e o T A T A O R A TSR AT IR AT T I E R R L R :u;rr_c_:n} T TR T T T EAIRSLT WF M T AN SRR Ty

FBI: 22-cv-1539-764
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& orriesiadagithin the P’ederatﬁwerrmcnt {and fis contractarsd, US intelligenge, law enforcement, public safely

profaction official and Tk 2 nead 1o know, Distribution beyond these enthies withaee S8 Tntnorization iz
prohibited. Precawtions should be taken to ensure 15 Iresmakion s sioresgriiior Qestfcwad i & manner that
wrediudes unavthorized acoess, informebon Deadoe-m T cavesimay no sbindepal proceedings withoui first

revedving avthoration SomedmeTignating agency. Reciplents are prohibited from subsequenily poSTrms

iy Er et arikad LES on a website ar an unclassified nabwari,

Aff, afta g to cease all eforts regarding the potentisl
wse of We may, sfier further disnussinn with e b3 -1
b5 -1
bB7E -3
RBoegards,
Ligrein
Dhaenin: B, Toowes
Exegutive Assistun [hrecior
Scienee sad Technology Branch
From: Brown, James Robert Jr. (OTDH {FB%}I | b6 -1
Sent: Tuesday, July 20, 2021 1:39 PM b7c -1
To: Kohlar, Alan E. Jr. (CO} {£81) |rurner, Brian ¢. (ccrsB) (FaiY | BIE =f
Jones, Darrin E. {57B) {FSI’ |
Ce: LANGAN IR, TIMOTHY R. [CTD) (FBI)| [Vorndran, Bryan A {CyD} {FBI}
| | Shivers, Calvin A. (CID) (FBIi} | felels!
el McNally, Richard {OGC) (F8i] |Gabriel, Kacay D. {OTD}
{FBi
Subiject: NSO updates -— UNCLASSIFIED/ AES-
Tlassification: BNULASIIFI HI".J Hf“""'l—
T EERALLAE D R UEAENT SIE\-‘EU VE: The infosmation marked [U/AES i this docur e ni s the groperty of FRI and may
hredist ILJ n{i weithiips (e sgwernment {and ite {c.'airafmss; .Jﬁ intellizence, law enforcement, publie *.J-% i
b3 -1
Siri s} b5 -1
b7E -1,3

aritl the resting two weaks

Hoprt

Huybert Brown
Assistant Director

FBI: 22-cv-1539-765
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From: b3 -1
Subject: lm ULL GTOP on potential______ Juse ~- UNCLASSIFIED/A-=g- b6 -1

To: R. Joseph Rothrock b7c -1
Sent! July 22, 2021 12:10 PM (UTC-04:00) B7E -3

URCLASSIFIEDS AeRs-

s raiams Samimsam mtins S o omin IS U SR T O OV OO R MUY U ROV DN RSD S0 SOERR S SR S se= i ma e

LT TARELIE BROEMENT STNSITIVE: The information marked it.i!ﬁ.-E"‘ri i this docurnentis the property of FI andlos
He distributed within (T8 Porhes : erm@nt {and itz “'“1’!‘?::?‘{‘!’& , WS muallipence, low enforopmiperTIT TN safaly or
proteciion officlals and bdividusie with o oo Tireme piribution beyong et L s without FBI authorization is
prohbited, Precagtiony should be telen 0 ensure this nfooneesro v orsedand/or destraved in g manner that
praciudes snmdhorized aocess . Informatiop-e@Ting the LES caveat may not be used in Earmsecesdings without first
recewing suthorzatjondrerThie originating agency, Recipiands ars prohibited from subsequently pasting the
nformaemTmarked LES on & welsite of an undlassifind nebwork,

From: Shivers, Calvin A. {CID} (FB1] |
Sent: Thursday, July 22, 2021 11:41 AM

Toi licioy irei | Lcio) ety | b3 -1

Ct ltrsi (FBI| | [icio) (FBi) b6 -1
l | b7C -1
Subject: FW: FULLSTOP on potentiafl_____ Juse - UNCLASSIFIED/fxis b7E -1,3

Classification: DHTLASEIPIRDS 45

*:m*nc*-sﬂ otfs&a-% ang mds-.-maa i Wi
*omb ited, Fr ecautmn% shou ] i;w

erarrac 1S an s WE.:s.te ar _mfia‘:s:hﬁ:f n_uw.rk.

b3 -1
b5 -1
Catyin A, Shivery L7E -3
Aszisiznt Director
Uripninal investigative Division
{NFFies) bL7E -1
iMiniiel
From: jones, Darrin E. (STB) (Fai) |
Sent: Thursday, July 22, 2021 11:24 AM
Ta: Brown, James Robert Jr. {OTD) (F8I] | Kohler, Alan E. . {CD) (FBI) b3 -1
| |Turner Brian C. {CCRSB} {FBI] | b6 -1
Cc: tangan Timothy R_r {CiD) (FBI] [Vorndran, Bryan A. (CyD) (FBI} p7C -1
| |shivers, Cavin & (CID) (FBI] focey P7E -1,3
{Fsi] [Menally, Richard (OGC} (FBIY |Gabriel, Kacey B. (OTD)
{Fail

Subject: FULL STOP on pctentiail Pse - UNCLASSIFIED/AES

FBI: 22-cv-1539-767




T ENFORCERMENT SENSITIVE: The informaton marked {UfAES i this docurnernt s the praperty of FBI and may
be distribited withm o sleral Souernment {and Be contractnrs), US inteilipence, Inw enfarcamend—ymTme safety ar
nrotectinn officials and individusis wiff arresdats know. Distribution beyoad thece-erdTEs without F81 suthorization s
prohibited. Frocastions shosld be taken to snsures this nToTmoskeedCSTo od and/or destroyed &0 a manney that
nrecindes unagthorized actess. Information beeermTThe LES cavast may nof Teasaddn foral procoodngs without first
recefving authorization fromdkeTTignating ageney, Ruciplenis ave prohibited from subseguenTiyesting tha
infaryplioe-aTiad LES o 3 wabisite or anunclassifiod netwirs.

AL oftor & conversation with the DO last night, BAD Turner and bave agread to ceass ol alforis regarding the potential

use af |e may, afier further discussion withthe B3 -1

o0, | bS5 -1
b7E -3

fegards,
Darrin
Dorrm H dones

Fnepunvs Asemtant Thoec oy
Soience and Technolney Branch

From: Brown, Jarmes Robert dr. [OTD) {Fﬂlﬂ |

Sent: Tuesday, luly 20, 2621 1:39 PM

Ta: Kohler, ManF_ ir. {CD} {F8] | turner, Brian €. (CCRSB) (FBU)| | b6 -1
. . ) B7C -1

Jones, Darrin E. {ST8) (FBI | B7E -1

Co: LANGAN JB, TIMOTHY R. (CTD} {F31)] |vorndran, 8ryan A {Cyb) (FBt}

|shivers, Calvin A. {CID} {F8i] | kOGC)

{FBi McNally, Richard {OGC) (F8i) | Gabriel, Kacey D. (03D)
{FBi
Subject: NSO updates ~-- UNCLASSIFIED/AES

Classification: UNILASSIFIED/ ks

A ENFORCEMENT SENSTIVE: The information marhed {U/ASS in this document is the property of FBLand may
ribstod wilhamrehadaral Government {and its contracters), US rilelligency, law enforcement pebinTalety or
protection officlals and individuals witharmeeddy joow. Ssiribution bevond these setmTwithout FB authorization s
arohibited. Precautions should be taken to ensure this inToIDesleedztTared andfor destroved in a manner that
oreciudes unsuthorized aceess, InformationdeearTiE the LES caveat may n0T 00T i legal proceedings without firsy
receiving authorizatipn Seer T Orgnating agency, Recipients sre profubited from sulgequenTly postiag iy
infasareTmarked LES on a wobsite or o0 vodassified network,

Siris
As oo fnilene e v Haie moening’s sreetins with the B0 the recpnb veases o NSTE anc na tho mecting two wesls E: _i
BEo

b7E -3

FBI: 22-cv-1539-768




{oerational Techanlogy Division
Unciass| | b7E -1

Cilassifloaticon: UNCLASSITIED/ femite

:
———

Clazsification: UNCLASSIFIED/ s

A e o ar g W -y w e e S
Classilicatlon: UNCLASSIFIED/ fmme

FBI: 22-cv-1539-760
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From: Adan Kohier

Subject: FW: FULL STOP onpotential_______ | use — UNCLASSIFIED/#5e b3 -1

To: b6 -1

Sent: Toly 22, 2021 1212 PM (UTG-04:00) b7C -1
E7E -3

T ROSOTRTH
by ¥ 4

Tlassification:

4 s mE g GO0 N REL U T RN ST TS SSOSTET RS

NFORRG if\r‘c:?fi;:aa S &@r aci ’mmdm?s LTI 5 : T wsthour Fig %i%rs:fat-cr i
probibéed. Precavions should be taken o &mwﬁ-ih,s Fice ; ser i
prechudes unauthocized socess, Infarmation Deser Pt 43 gatings without first
*\wuna suthorization fromserrTamating sgangy. Hecm;ems are prﬂhﬁa;t-.rd from subsaqueTiTes g
3 od LES on s websits or an enclassified notwork,

Y34
Erom: Jones, Darrin £. (STB) [FBI] | b3 -1
Sent: Thursday, July 22, 2021 11:24 Al bé -1

4 (OT0) (F8H) |kohier, Alan £. Jr. {CD) [FBI} b7C -1
| |Turncr. Brion C. (CCRSB) (FBi) B7E -1,3
rmmgmﬂmml(Fﬁl |Vorndran, Bryan &. {CyD) {FBI}
Shivers, Calvin A, {CID} (FBI| | ({oleln

LEB | menally, Richard (0GE) (FBIN |Gabriet, Kacey D. (QTD)
[FBI [
Subject: FULL STOP on potential juse - UNCLASSIFIED/ALks

zgification: UNCLASSIFIED/ jk-

e e e T e e e T e I I SO DI IS IEEIEE 0T DI GES SN R T 0hR e a44 F SRS SRS RIS 05T 10 00s S e D B R N RS AR R

(U} LAW ENTSRGEIAEN T SENSTTIVE: The information marked £4//188) In this document i3 the avoperty of e Ty
b disty :?&»ttﬁ witiin the Fodorortessnment [and B contractors), US inteiligence, law gulasemmont, puiiic sa?ei'y ot
srotectivn ofiicials and Individuais with a need 10 Miowelighibution houonetTiSe entities without P8I authorization is
ﬂrshib:ted Precautions should be taken to ensure this serm@hon B otoeadand/or destroved in & manngr that

rechides unautharized secess, Informosdr TR earing the LES caveat may not be wge i Tegespaagsedings witheut firet
receivi ing suthorizatier TN (e origivating agenay. Rediplents are prohibited from subsequantly posting TTe
infoserTEOn markad LES on o webdie or anunclassiled network,

b3 -1

Alf, after 2 conversation with the DO lagt night, EAD Tureer and have agreed 1o cease all efforts regarding the potantial - pg 9
e o] [iee may, after furthor discossion withthe p7E -3
B

fegards,
fiorrin
Darrin B, Jones

Peeoutive Asssiant Diregior
Scipncee and Technokb gy Branch

From: Brown, James Robert Jr. (OTD) (F81)] | b7E -1
Sent: Tuesday, fuly 20, 2021 1:39 PM
To: Kohtler, Alan E. Ir. (CDj} (F81) [rarner, Brian €. {CCASB) (FBI)| |

FBI: 22-cv-1539-770



fanes, Darrin £. {5TB) (FRI] | b6 -1

Ce: LANGAN JR, TIMOTHY R, {CTD) {FBI Y] |vorndran, Bryan A, (CyD) (FBI) b7C -1
| kshivers, Calvin A, (C1D} [FBI losey  BTE -1

(Faj | Mchally, Richard (0GC) [FBI)| Kabriel, Kacey D {DTD)

{Fat |

Subject: NSO updates - UNCLASSIFIED/HFS

T ROCTENY
LP\‘\;;JA-J..‘.J.I H

(LT TOvrREORCEMENT SENSITIVE: The Information marked (U488 n ths docament fe the oroperty of FBI and fna

be distributed within ihe TodessiGguernment {and iy contractors), US intelligence, law enforcapard-pmiiie safety of
protection officials and individuals with a ngs sy, Digtribution beyvond these-erTiies without T8 authorization

prahibited. Precautions shnuid be taken to ensure this s reacrad aralfor destrovad i a manner that
srecludes unauthorized access. InformatiesdTaTing the LES covest may net ko Uit el procsedings withoul fret
resoiving suthorizad e originabing npency. Reciplents are profilaited from subseguently poSTITES
infomeertTN marked LES on 2 websie or an unclassified network.

Sirdst

Asa follow up toths morning’s rmaeting with the DU, the recont nows o0 NS @ arid the mesting two wesks b3 -1
BS5 -1
ags

I E7E -3

Robert

Fubare Srown
assistapt Directar

Uinerationa! Technaoiogy Division
Undlass b7E -1
| |{{:‘,!

e T L IO TN I SN N e s S S I S N N R T S T I TR T TR TR T

igation: UNOLASSIFIDD/ A58

L e S I I I S S S S R I R N IR S T

ication: UNCLASSIFIRED/ Frbee

FBI: 22-cv-1539-771



From: Kacey Gabriel

Subject: RE: FULL STOP on mua:use -~ UNCLASSIFIED/ RS b3 -1
To: Darrin Jones; Jamas Brown; Alan Kohler; Brian Turner b6 -1
Ce Timothy Langan; Bryan Yorndran, Cahin Shivers, I:I Richard Mchaly b7 -1
Sent: July 22, 2021 12:33 PM (UTC-04:00) TR -3
Classificaticr

A BN FORCERENT Rti\d‘ii"ﬂVE The wmrrﬂsa\m mvwd {J, ,-‘i.-"&}-i*'s ?3-5 uurr it ig the prem_'h of P8I snd may
kg g .5!‘ !.F e i-‘&" TR T b ITTy o7
gse et qu‘ F8 authavization i3
n o manney that

emj ngs withaut firsst

Uinederstond

Fram: Jones, Darrin E. {57B) {FBE]I |
Sent: Thursday, july 22, 2021 11:24 AM
: rr {OTD} {FBI] | Kohier, Alan E. r. {CD) (FBI) BE —1
Turner, Brian C_{CCRSB) (£ BI] b —1
- Langan_Timothy R Jr. (C10) (FBI) —Vorndran Bryan A, {CvD) (F8IS b7C -1
| hivers, Calvin A, (CID) (FBIY (OGCT} p7E -1,3
{FBi} Ivienally, Richard (OGC) [FBt)| [Gabrie), Kacey L. (OTD)
(ra) |

subject: FULL STOP on potentiall Juse - UNCLASSIFIED/ A

Classification: URCLASSIFIERS Hmh'

smraes s s e S e S A S, e S e e S T S e AR NI EIIIITI AN DS ST IS

ie GF Bn ung !a asified rs‘war‘

e FAD Tirner and have sgreed (o ceaue all efforts regarding the patential

s off | wve miay, after further discussion witnthe B3 -1

o | | b5 -1
b7E -3

Rosards,

Darrin

Datin B Jones
Fxeeutive Asaigiant Direciar
Setence sl Tachnology Branch

From: Brown, James Robert ir (OTD} (FBI) L7E -1
Sent: Tuesday, iuly 20, 2021 1.35 Pjd

FBI: 22-cv-1539-772
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To: Kohler, Aizn E. Jr. (CD) JFeil] [Turner, Brian €. (CCRSB) {FBI)| | b8 -1
jones, Darrin €, (ST8) (F8i] | b7C -1

TIMOTHY R {CTD] (FBi) lvorndran, Brvan A {CyD} {EBI] B7E -1
. Shivers, Calvin &. {CID) (FBI| lioea

{FBi |M¢:Nailv, Richard (OGC) {FBIH babrif:i, Kacey D. (OTD)
(F8i |
Subject: NSO updates --- UNCLASSIFIED/AHS—

Classification: UNULASSIFIED/ 8

morrmeomermme e e e ee e e e e B N N T T I N I T O I I T T S T T N N I R NI T RS EE s

(U7 TRORMEQRCEMENT SENSITIVE: The infermation marked (L7880 s this document is the property of #8] ang

be distributed within e rmesaliovarnment {and iis conbrattors), Us intelligence, mw snforsomarte il safaty o
protection officials and individusle with a naet ks, Distribution boyand thesesrtlies without FBE authorization s
prohibited, Precautions should be talion 10 ansure this informalise el andfor destroyed n & maaner that
prochides unauthorized gecess. informatinp beserTThe | 55 caveat may not be wed Trmsslarpreedings without first
receivinig suthorizabon frndbetRineting agency. Recipients sre prohibited from subsequently posTiRT e
informatipn-seer TR0 L83 on g website or an unclassified nebwork,

. . b3 -1
gisgd the mesting two we{iwli b5 -1

bTE -3

folmel

Bohert Brawn

Assintant Direckor

Operational Technology fvision

Undass] | B7E -1

=

S e S e £ T TS S T 0 R i T W e e e e e SRR B

]

LI I TN T T T I T TS S T S e e e e e e S SO SRITIE TR TR SR S S v e e S ME s s cm e

Fouoww e

giFigation: UNCLASSIFIEDS Sese—

B S s R S AT o e e s o I T ITI TS TIDTET T ST EOT S S i e e e e e S5 S0 A S i o T W e e e e e R R AR S

Class: fication: URCLAESIFLIED/ st

FBI: 22-cv-1539-773
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- UNCLASSIFIEDAEES— b3 -1

b6 -1
BE7C =1
L7E -3
TUT LA EREQRCEFMENT SENSITIVE: The information markad {U/A58T s this dotumnent is the property of DR SeebnTiy
he distributed within IRE Poesai Sovernment {and it contractors), US intellipence, low golesseriant, pubiic satety or
protection officials and individuals with a noetHskapey, Distribulion Sevesd RS e antitles without FBI mehovization s
arofhiiited, Precautions should be taken o ensure (s e et anddor destroyed in s manner thad
oreciudes unautharized arcess, Ipfocees Tearing the LES caveat rnay not DE Towe-adagal grocondings without first
rersiving suthyricasderr?7Om the origingting sgency. Retipients ar prohibed from cubseguenty osdagthe
AFeTTIAL N marked =.i.£= ar & website or an unclassified natwork,
b3 -1
b5 -1
BT7E -3
From:| liose) (Faiy |
Sent: Tharsday, July 22, 2021 12:04 P
To: McNally, Richard (OGC) (F81)| kose (ke |
Subject: RE: FULL STOP on potentiall Lise - UNCLASSIFIED/fEs b3 -1
be -1
b7C -1
L7E -1,3
[OTTRW-EAEGRCEMENT SENSITIVE: The information rarked (U7 A% in this document is the property of FBE3
be rivwributer within The Pesscal Sovernment {end s contraciors), US intelligence, law enforcapeseT Dublic salety ar
protection officials and 'q{:"*if‘iua‘i‘s with & noresekaawe. Distritngion beyvopridbesrThtties without FBE suthoazotion is
grohibited Precautions shesild be taken ta ansure this nfoepsammressinred andinr ﬂaﬁtm‘yed it g mannar that
precizdes grmutharized acoess. [ nforyaliee- e T ing the LES cavcd* sy not be thmrisgal proceedings withou fivsd
receiving authoriz ainadeerTTTe originating agency. Recinients are probibiled from submenguently pOITITZ S
infocpmatT rarhed LES on & wabsite or an enclassified network,
b3 -1
b5 -1
b6 -1
B7C -1
BT7E -3
From: McNally, Richard (OGC) (FBI] |
Sent: Thursday, July 22, 2021 11:44 Al
Tor| fosc (rat oee) (Fai) B3 ~1
be -1
Suhject: TW: TULL ST0P onpotential____ use— UNCLASSIFIED//res— p7c -1
I b7E -1,3

SRR WFGR&'EN{FNT‘SE’.?&E?i"W{-“ Thainformadon markad gum-s-s-} 1this dovument iy the gy operty of FRleediTTwy
e diztsibyted wimmmaesfedor ol Governmeant {and s contractors), telligence, sk TEment, public safaty or
grotection offichls and individuals wiT Tmesein koow . Distr ifatice-bee TR these entities withoul R autharizatenls
nrohibited. Fracautions should be taken [ sl s OToOTeReAIorad and/or tdacrrovad in o menney that
areciudes vrauthorizei s TrTormation kearing the LES caveat may 0ot De ok iregalargceadings without first
rapalseTTnrization from the originating agency. Redpients are profubites fram subiequently paiting

~

FBI: 22-cv-1539-774
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infarmation marked LES on 2 websile or an unclassifisd narwark.

From: Jones, Darrin E. (STB] (FBI) |
Sent: Thursday, July 22, 2021 11:24 AN

’m_&mn_mmm‘u}m {FBI) |<ohier, Alan E. Ir, (CD) (F8I) s |
Turner, 8rian C. (CCRSB) (FBI)| 8 g
- Langan, Timothy R Jr_{CID) (FBIY Morndran, Bryan A {CyD} (FBI) Lo -1
| hivers, Calvin A, {CID) {FB81)| | (OGS} poE -1,3

(FEi) [McNally, Richard {OGC) (FBi)| [Gabriel, Kacey L. (OTD)
{FBi} |
Subjact: FULL STOP on ;‘Ju!.:euliail Iuse --- UNCLASSITIED /AES

Dlass cattion: UNULASSIFL

be distributed within &’ 7 : -

provection officizls snd indivduals withoo need 2‘0 idgte s without PRI authorization s

pronibted, Procautions should Be taken 1o wnsure (s ininmeeot : ﬁm*mwd s rnannat ihat

prachedes enmithorized :ac-z&s infgLioe marings the LES caveat may nat I:sﬂ usad in legal fogs without Prse

receiving auihodigad TThe sriginating agency. Reciplents ars nrohibited from subeguantly posting the
on marked LES on 3 webshte ar an unclassifind network.

A3, after 2 canversation witk the DD last night EAD Turrar and have agreed to cause 2l efforts regarding the potardial

EIRE L I\J’UE NE, after further dbBcussion w it tha b3 -1

0| | b5 -1
E7E -3

Regards,

Darrin

Damriy B Jonss

Fxecuthe Assiiant Directar

Sadence and Techrelogy Bouch

From: Brown, james Robertr. {OTD} {FBHI | b6 -1

Sent: Tuesday, July 20, 2021 1:39 PM b7C -1

To: Kohler, Alan £. Ir. {CD) (FBIJ [Turner, Brizn C. {CCRSB} (Fat) | | p7E -1

Jones, Darrin £ {STB) {FBI } |

LANG _(CTD) (F8i)| [vorndran, Bryan A_{CyD} (FBI)
Shivers, Calvin A. (CID) {FB1] | losc)

(FBI [McNally, Richard (OGC) (78I )| [cabriel, Kacey D. {OTD)

[FBt

L

Subject: NSO updates --- UNCLASSIFIED/AES

IF

|

HE-EAMGEREORCE R NT SENSITIVE: The iofermation marked 1)) Al |
: i smpaiiid c:::ﬂ?rﬁtto.’*s} ; @ ; 4 B . Dt baia safety ar

nn officials and ndh wtmis W if‘* anesd oy ; T ooy TR esesnatities without FBY authorizationdis

Precauting skt T TIEN t0 2rsure This En‘fc-; matw*' is swored and/for destroyed in g manney e

St

arot

prohibited,

FBI: 22-cv-1539-775
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T e b esasactiss information bearing the LES caveat may rot be used in lesal proresdiseseithroaTT ISt

recsiving authorization from the originating 2gency, B Rl enare o T INmr o asesaguantly cosing e
informating srasked-HERTrT e e o A unclassified netwark,
Siris

B3 -1
b5 -1
B20 B7E -3

Ao a folew up B this morning's mesting with the DD, the recent news on NS and and the meeting two weeks

Rohert

foberd Frown
Azsistant Director
Qperzticnal Technology Division

Unelass | b7E -1
19

Classificaticn: UNCLASKIFIED/S A58

Clagsificatiorn: INCLARETTIED/ A=

FBI: 22-cv-13539-776

e nman A AR S SEEE 58 L8 §E LSRR VARV 1 -



From: Bryan Vorndran
Subject: FULL STOP on gi(entiai luss - UNCLASSIFIEDAES- b3 -1
Tonya Ligoratz)] |F’hilip Frigm b6 -1

Sent: July 22, 2021 12:53 P {UTC-04:00} b7C -1
b7E ==

UNCLASSIFIED/ b

s o S _QEhtT-": MSITIVE: The information zmri{erh’u;}‘rﬁ"rﬁ-in thiz docurment is the property of FBE ang

meFedang! Government {and s contracions), US mtelligence, law enforgen
*a;’:‘-tﬁe'hn“. ot eiﬂ and el gais with JTrmes now JL".’J‘JU!QF' bey"' it
nrobibited, Precautions showld be taken to ensurs Bhis it
grochades ;;nuutbrr-ae:ﬁ avcess. Informeties-maning the LES coveat may not . ecsai P aw?—ﬁmgﬁ without first
receving authorizalipn Sser™e originating agency. Reviplants are prohibited from subseguen? shiag {he

mmarked u** o @ website or an unclassified netaork,

TR Eifﬁ‘fy\’h
Thries without FBL authorization &
torad anddor dostrovad s manner that

]

Pizase review the below re uss 05: b3 -1

b7E -3

From: Jones, Darrin E. (STB) (FBIY} |
Sent: Thursday, July 22, 2021 11:24 AM
: Ir {0TD) (FB1)| [Kohicr, Alan €. ir. (CD) (FBI]
Turner, Brian C, (CCRSE) (FBi1] I e e

€c: Langan, Timothy R, Jr. (CTD) {FBi}I [Vorndran, Bryan A, {CyD) (FBI} zgc_il
| |shivers, Calvin A, {CID) (F8t}| [[06CH Lag 1 3

(FBI} ] McNally, Richard {OGC) (F81)|__  |Gabriel, Kacey D. (QTD}
{(FBI)
Subject: FULL STOP on potential| |use - UNCLASSIFIED /455

Tha information marked (/48 in this document is the praperty of BB
D diztriuted w thi L enE rmsesalGovernment {and s contractors ], US inteilizgence, law enfprcesssrT, Dublic sufety or
protuectine officisl and Individuals with & nooTteekeanu, Distribution beyondeshem@ ortities without 58' authoriration «
orohibited. Precautions shouid bhe faben to ensire thi : * ndfor desty ’f‘}l,-i‘\"ﬁ i & manner that
nraciudes unadthorized aceess. Infa TeRring té!éﬂCS caveat may not be used megeeacgedings without first
cenpiving authonzaRer IO the ariginating agondy. Redipients are prohbited from sebsapusatly posting
aderTation maked LES on sowabsie o an undlassilied retwork,

.

Al after g corvar sgtinn with fhe B0 gt night, EAD Turper angd have agreed 1o cease o¥f efforts regarding the potential

wse of [ «’9 may, sfter further discussion withthe B3 -1

| B b5 -1
b7E -3

Hegards,
Dareip
Drayein B, Joneg

Exsoutive Assisiant Direciay
oo soid Teohnology Braneh

FBI: 22-cv-1539-777
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From: Brown, lames Robert §r. (OTD} {FB&}I | b6 -1
Sent: Tuesday, July 20, 2021 1:39 PM b7Cc -1
To: Kohler, Alan £, 3. {CD} {FBI}| |Tumer, Brian C, {CCRSB) (FB!)I I b7E -1
Jores, Darrin F. {STB} {FBI] |

Cc: LANGAN IR, TIMOTHY R, {CTD) (Fat} lvorngran, Brvan A (CyDi (FBI)

|shivers, Calvin A, (CID) (FB1] foce)

(FBI cNally, Richard (0GC) (FBH [Gabriel, Kacey D. (0TD)
(FBi
Subject: NSO updates - UNCLASSIFIED/AES

Classification: UNCLASSITIED/ ~rie

(U} LAV TRPEACERIENT SENSITIVE: The informativn marked {U/ASSRin this document is the property of #8{ and

e distributed within the FogurarSesacpment fang Hs contractors], US intelligence, law anfors Faty or
groteciion officials and indhdduals with a need 0 RMoweRlstribulion bovond-desTontitie without FBI suthorizatlion és
prohibited Frecautions shouid be taken to ensure thisiadermmilion I Tmes Adfor destroyed in g manner Hab
prechudes unauthorized accesy, foforenstTT Doaring the LES caveat rhay net he used i ererssecaadings without frst
receiving gulhossesTTTT oM the originating agency, Racipiants are prohibitad from subieguently nosting it
imErmation marked LES onoa website or an uncisssifian! netwark,

®1ed o4
betha by

b3 -1

b5 -1
L7E -3

As 1_&3(1[3_9. Lo b this morming’s meeting with the DO the racoot news on N3G amél Ind the meering two weaks
s

Hobert

Hodard Srowe

Assisiant Director

Operational Techrnlogy Division

ipeiass] | B7E -1
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From: Steven Palmer
Subject; FE: FULL STOP on mlentiail I.lse -~ UNCLASSIFIED/AES b3 -1

To; _ be -1
Sent: uly 22, I B { U4 k7¢ -1
b7E -3

§ T Ty

Classification: UNOLASEIPIEDR/ 85

s dmmmmnie ey oo 3us sl A U T e A b SISUEATEND NENIT NN SIS T TR

orotsction offiodls and if‘-t!-‘\“tf;si! S VT i3 HaspeerrTTTTes without ;‘9 autharizadiog @
probibited, Precautions shouid be taken ta* episure this . E *nrm ard!or desty ::*eea:i oY 3 anney ha‘t
areciudes m;iut!u -;hia cees. inf st d
receting authopls stles T th os'sgi:w*éng FEENCY. Reume:rai;- ars jﬂ?'i)?‘-ihif&d from s tsir:eeuiw i
; TRLNn Mmarked L;.S oA wehsiie or an unclassified natwork,

k3 -1
BES5 -1
b7E -3
Staye
Fram;| lioto) (Fai| | b3 -1
Sent: Thursday, July 22, 2021 11:51 AM bt -1
To: Paimer, Steven G. (O10) {FBI) loTD) {FB‘i I b7C -1

subject: FW: FULL STOP on potential] Jsse —- UNCLASSIFIED/AFRS b7E -1,3

NCLASSIPTEDS MBES

{UT IRWAEHECRCEMENT SENSITIVE: The information marked {U/AFS in this documentis the proparty OF FBL ol
he distributed within e Fesecd Sovernmant {and s contractors), US intalligence, Ipw snireenraihy, DUl o safety o
grotaciion officals and individuals wirh a Teedriskngw, Distribution hows e entitiar without Fhi utherizetion &
prohibited. Fre tons shauld he taken w0 ensurg thisiabarmoTor 4 Qred sodfu rx:ststmwc\ i@ manner that
preciudes tmamhs}s'tsﬂ{tﬁ' access, indewe T Daring the i.E avoat may not be Teeresaagal proveedings without first
receiving authustewon Trom the originating agency. Recipt ta a&pwh;:zs&:ifnn‘. i.;hsequemy Dol

T matian markss 'L% on 2 website or an unchssfisd network.
B3 -1
b5 -1
LT7E -3

From____ Kcio) (ren) b6 -1

b7Cc -1
b7E -1

FBI: 22-cv-1539-779
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Sent: Thursday, July 22, 2021 11:45 Al

To: Palmer, Steven G. (OTD] (FBIY [{OTD) (FBi) b3 -1
(OTD) {FBH] b6 -1
Subject: FW: FULL STOP on potentia] Use -— UNCLASSIFIED/AES E:; ‘i X

&g ?E.‘*‘}g E.hr'[i'_‘f:?.&t

pragiudes ur sw)m.. aed aeLe

{ovs surE vok guve sew this as wel, butwanted 10 mske surs,

From: Shivers, Calvin A. (CID} {FBI)| | b3 -1
Sent: Thursday, July 22, 2021 1143 AM bé -1

To kcip) (Fai) ki) raif ] k¢ -1
Ce (PG} (FBI kCiDy {FBL) b7E -1,3
| |

Sublect: FW: FULL STOP on potentiall Juse — UNCLASSI FIED /AKS—

rﬁ:ﬁsﬁstﬁd. ?ff?\..&l... Hons s

rrm'udea uﬂau*hmzez! alLess, ‘ﬁfcwi T z :
RTTTThE originating sg;a'tr:\r Reci:,éeniﬁ are ps(.*i‘m*imj f'orr subs m\mn*h osting the

ficaticn: UR

CTTLERRTFE T]ZJI']J{—“—F-LV

QT Tl *"“i.r*‘f:"“gf oy

rst:es withouws B8 avthorRation i3

andior ﬁeszw,r:ﬁ ire A mannes that
seceadings without first

in Trarked LES on 3 website or an unciassifisd network,
b3 -1
b5 -1
BE7E -3
Calvin A Shivers
Easisian Direstos
Crimvng! investigarive Division
fasiteah B7E -1
Faohile
From: Jones, Darrin E. {ST8} ﬁi—"ﬁll |
Sent: Thursday, July 22, 2021 11:24 AMt
To: Brown, James Robert Jr. [OTD) (F8i] lkohler, Alan E. ir. (CD) {FBI) ha -1
| I'Turner, Brian C. (CCRSB) {FBI) be -1
Ce: Langan, Timathy R. Jr_{CTD) {FBI IVorndran, Bryan A {CyD) (FBI) p7c -1

[Shivers, Calvin A. {CID} {FBI)]

(FBI

floce) bIE -1,3

(FBI

Fabriel, Kacey D, {OTD)

IJmmauy, Richard (0GC) {F8i |

Subject: FULL STOP on pntent.iall hse - UNCLASSIFIED/ 45—

FBI: 22-cv-1539-780



Classification: UNCLASSIFIED/ Aofe

AL ENFORCERENT SENSITIVE: The information marked {U/8E5T 1 this docameant is the property of PRI and fnan
be distributed withir threskedaral Government {and s contraciors], USintelligence, law enfargamant- TR safety or
wotection officials and indiddials with Trmesddo know . Distribution bovood Sheer ooy without FB suthorization i
grohibited. Prevautions should be taken to ensure this iniodPemeBeig atored sndfor destroyed in @ manner that
graciudes unauthorired access. infocmederfEaring the LES cavest may not be Tiertisdegal proceadings without first
roceiving authgricaseTEr the originating aganoy. Recipients are prehibited from sobsoguantly pOSTime-sh
idortration marked LES on a website or an unclassified notwark,

A, after aconversation with the DD lastnight, EAD Turner ang have spreat 10 cease o offorts regarding the potential

o | | e emay, alter further discussion withthe b3 -1

{_‘;[‘;_I I b5 -1
L7E -3

fiegards,

Darrin

Thrmn B Rwes
Execuive Assistent Treg iy
Soince and Techmolpgy Bmneh

From: Brown, James Robert Jr. [OTD] {FBI)| |
Sent: Tuesday, fuly 20, 2021 1:39 PM

To: Kohler, Alan £ Ir. (CD) (F81] [rurner, Brian €. (CCRSB} (FEI)] |

Jones, Darrin E. (STB) (FBI | =

b7C -1
Ce: LANGAN JR, TIMOTHY R {CTD) {81} |V0mdran, Bryan A {CyD) (FEI} Ene 1
| | shivers, Calvin &, {CID} (FBI}Y| [toee)
(FBI | McNally, Richard (06C) {FBI| [Gzbriel, Kacey D. [OTD)
(F81) [
Subject: NSO updates --- UNCLASSIFIED/ Ak
Tlassification: UNHCLASSITIED/ ~Rs
(L) TRUTIRRGECEMAENT SENSTIVE: The information marked (U &S in thls document is the propsrty of P8 and may
2 distributad within the FeeresGauernment {and s contractors), US intellipente, law enfurogmerte i salaty o
protection officlals and individuals with 2 nest Toresss: Distribution beyopd thesrwfililes without FM awthorizafonis
profbied, Frecavtions should be takan (o answre this inleenmatin T wweaid and/or destrayerd in s maaner that
preclades unauthorized accoss, LolomermtTT Dearing the 155 caveat may not he used mrepehacageedings without fiest
receiving guthesm TN from he arigihating sgendy. Recipants are produbited from subsequently posting
mHormation marked LES on 2 websie or an undlzssifliod nabwork,
Sirds)
A5 g foidow up to this morning's meeting with the DD, the recent news an NS5O and ard the mesling two wasks b: _1'
- b7E -3

FBI: 22-cv-1539-781



Robert

Hobgri Srowe

fssictand Director

Onerational Technology Division
U nciassi |

| =

Classification: UNCLASSIFIED/ ~&29-
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b7E -1
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From: Jamss Brown

Subject: RE: FULL STOP on potentiall______|ise — UNCLASSIFIED/&ES b3 -1
Ta: Darrin Jones; Alan Kohler; Brian Turner be -1
ce: Timothy Langan; Bryan Vorndran; Cahin Shivers| | Richard MeNally; Kacey Gabriel b7C -1
Sent: July 23, 2021 5:14 PM (UTC-04:00) b7E -3

Classification: UNCLASSIFIED/ o8

(U LATTINRSECEDMAENT SENSITIVE: The information marked (U755 in this document s the proparty of FBE gniees
ko distributed within the TeTersaygrnment (and s contractorsi, US intelligence, law enigroasee Baolic safety or
protecton officlais and ndwiduals with & need TNl Distrivution beyonddeesTRntitiss without FR authariation is
profifited. Precautions shisuld be taken 10 ensurs thig nfosmr@Drrssesad and/or destroved ins manner that
prechdes unavthorized acoess. InformationTing the LES cavest may not be usag meeslarncoodings without first
reselving authorizgtipnerrhe originating agency. Redipients are prohibded from subsequertly posTnTTes

infpr e Trarived LES o website gr arunclassifiod network,

b3 -1
b5 -1
ET7TE -3

From: Jonss, Darrin E. (STB) {F8)| |

Sent: Thursday, July 22, 2021 11:24 AM

To: Brown, James Robert jr. (OTD) (F8t)| liohier, Alan £. 3r. {CD} (FBI} b3 -1

| Turner, Brian C_(CCRSB) [FBL)] | bE -1
Cc: Langan, Timathy R, ir. {CTD) (F&1)] [Vorndran, Bryen A, {CyD) (FBI) b7C -1
| hivers, Calvin A. {CID) (FBI floscg; PIE -1,38

{FB1} [McNally, Richard (0GC) (FBN)| Eabriel, Kacey D. {OTD}

|

Subject; FULLSTOP on puten%iall |u5e --- UNCLASSIFIED /455

Claszsificatlion: UNCLASSIFIED/ <8BS

SR ENFORCEMENT SENBITIVE: The information marked {UF/2E9) in this dociment is the property of FBi and roas

ke distributed withim thredksdagal Government {aned it comtractors ], US intelligance, faw enforcomaene=mmIinig sufoty of

grotaction afficials end individuals with 2 Nierekogy. Hisiribution bevondshesssTToas without FB authorizabon s

probibited. Frecautions showd be teken to ensure thig jpfoermror e and /o destrayed in @ manner that

prechades unauthorized access. InloroaderTiEaMing the LES caveal may not be used Triogescaipedings without frst

racowing authorisbesfTTT the originating agency. Recipierts sre prohibited fram suhseguenily posting Tne

sbeTIRALON markad LES on 3 websize ¢or an unciassihed notwarh,

Al afier 3 conversation with the DD last night, $80 Turner and have agreed 1o cease all effprs regarding the poteniial

e off Wi rraay, after further discussionwithithe b3 -1

o] b5 -1
L7E -3

Rogards,

Dgerin

Pl B Jonsy
Bxecubve Assitant Divectoy
Reimee and Teohmology Brareh

FBI: 22-cv-1539-783

e



From; Brown, lames Robert ir. (OTD) [FBI)| |
Sent: Tuesday, july 20, 2021 1:39 P

To: Kohler, Alan €. Jr. (CD) (£Bi] Juener, Beian €. (cCres) (Fai) | b6 -1

Jones, Darrin £. {S78) {F81}| | B7C -1

Co: LANGAN IR, TIMOTHY & {CTD} {81} [varndran Bryan A, [CyD} (FBH) B7E -1
| Ishivers, Calvin A. {C10} (FB1)] kosc

irai] |nicnally, Richard {0GC) {FB1] [cabriel, Kacey D. (OTD}

{FBIY| |

Subject: NSO updates --- UNCLASSIFIED/ A

Sl

the

™ marked LESuna wewéte OF gt dﬁt:&a}.ﬂu“j : .&iwwi:.

Diris}

i e . ; . . i B3 -1
Az & foilow ug 10 this marning’s meeting with the B0, the regent news gn NSO ot pad tne mestiog o weeks S o
asol | | b7E -3
Robart
Raber? Srown
Asgigtant Divector
Operational Technoiogy Division
Linciassy | b7E -1

T

Clazssification: URCLASSITIE D",’—‘nm—

Classificatinn

FBI: 22-cv-1539-784



From: Darrin Jones

Subject: FULL STOP on potential______ Juse — UNCLASSIFIEDIAES b3 -1
To: Jamas Brown; Alen Kohler: Brian Turner bé -1
Ce: Timothy Langan; Bryan Vorndran; Shivers, Calvin A Y{CiDY) X{FB[\);:IR}{:hard G Nally; b7C -1

Kacey Gabricl B7E -3
Sent: July 22, 2021 11:24 AM {UTC-04.00)

THFSRASAIEQROFIMENT SENSITIVE: The information marked /A8 in this document is the property of F8F and gy
he {i!:;\rshure"* With “"-n--.- Government {and its mn"*'es:tqrs}, US intelligence, law enforcaispbmuee BT ! -:h o
protestiun t:f‘s‘rcurs argd indi ﬂ‘n.:. S _ Distribution teyend Hisi-eeem®ET without FE suthoriz ation is
prehibdted. Precautions s"mhid be Takan 1o ensure s e SRl v anddor dﬁtr\.yw g manner that
preciudes unauthionzed acoess. frfor matices 2 Ine LES caveat mav nmeiedd wianal oraceadings without first
reveiving authorizeijon e TS originating agency. Recipients are mrohibited iufn*-ui; SR TR S LTI

ifnsane T marked LED o0 & website or an unclassified nabwark,

Al ofter g conversation with the DD fast nizht, BAD Turner and have agroed to cease all effiwls regarding the potential

Wl nis

sise off [we may, aiter further discussion with the b3 -1
:g}{ b5 -1
b7E -3

fgards,
Darrin
Pran B, Joges

Exonutive Assistaal Dircctor
Sedenee and Teehim by Bruoch

From: Brown, James Robert Jr. (OTD) (FBI )| |

Sent: Tuesday, July 20, 2021 1:39 PM

To: Kahler, Alan E_Jr. (CD] (F81)] [rurner, Brian €. [CCRSB) (FBI)| | Eﬁc' 51
Jones, Darrin E. (STB) {(FBi] | s 3
Co: LANGAN JB, THMOTHY R, {(CTD) {FSL’I |Vornﬁran. Bryan A, (CyDi (FB1)
| [shivers, Calvin A. {CiD) (FBI) josc)

(FB8i Mchizlly, Richard (OGC) (FB!) Babriel, Kacey D. (OTD)

{Fai |

Subject: NSO updates --- UNCLASSIFIED/AES

sted mqsz::ED; ‘1:':-9-
ERATNT SE 'F'S"BI TIVE: The rdormaBion marked (U7ARS In thic dacument s the property of [RLpeeleSey

b: distributed Wit rpment {snd B3 contractors], US intelligencs, iaw e Lt; i sa‘“w ar

grotction officials and i ﬁuﬁewuczs W TR e-Rintr i utian hoypadeeeeTenTios without FBE authorization &

prohibited. Fracagtions should be taken 1o ensure thig ol Tromed nd for destroved in g manner that

prechaies unauthorized scoess. InfopnathemtTia ing the LES cavest may not be us S readinmesaadines without first

receiving authoriz glice-mer™Th o originating agency. Recinlents are prohibited from subsequently postingm

b 2ar>" o narkad LES an g wehsis o an unclassifed network,

airfs)

b3 -1

As a follow up to this moring’s meeting with the DB the recent news an 880 and [~ [and the mesting two weeks  pe _q
g e bB7E -3

FBI: 22-cv-1539-785



b3 -1
b5 -1
bB7E -3

Rohert

Hoberd Heawn

Assistant Director

Operational Technology Division

Unclass{ | b7E -1

L [

FBI: 22-cv-1539-786



DECLASSIFIED BY: NM3ICG |:|

ON 10-21-2022

From: | Jon behalf of Vyson. jill Cortney ({GCALIFIG
To: 1 |

Subject: FW: Folling - printing now --- SEERET) ANORSRM

Date:

Attachments:

Clascification: SESRET/ /HeEoRs-

ClaseifTes . Bv: | |
Oerived From><¥EDT NSTICG
Declassizfy On: S0 -HIUM

From: | |
Sent: Tuesdzy, Decamber 07, 2021 12:09 PM
To: Tyson, Jill Courtney (QCA) (FBI)I

| |

Cc: Bossert, Gregary R. [DCA) {FBI)
Subject: Falling - printing now --- SESRET/ AEFERHt

b6 -1
;o s oy e 5 b7Cc -1
Classification: 3EBRET/ ANoFORN- whgll

Classifdiec By:l// |
Derived F __FBI NSICG
Jeclassdfy On:i~8QX1-HIM

TRANSEITORY RECCRD

Office of Congressional Affairs

Fedara!l Bureay of Invesligation

Classification: SESRET/ AdSPors

Classification: SEET(E_’T/H-}GFQR%

FBI: 22-cv-15309-848



FEDERAL BUREAU OF INVESTIGATION
Office of Congressional Affairs

Senator Michael Bennet (D-CQ)

lopics of interest:

Did not respond io polling

Senator Ron Wyden (D-OR)

lopics of inferest:

Outside the Scope

3

(U) This year the Washington Post and other news organizations published a series of
stories about a foreign surveillance technology company called the NSO Group, which is
based in Israel. According to this news coverage, NSO has provided surveillance
technology to authoritarian governments that have used it to spy on journalists, political
dissidents, and opposition politicians. Just yesterday., 4 members of Congress called for the

Updated as of: 10/20/2022 6:59 AM

FBI: 22-cv-1539-849



T e
FEDERAL BUREAU OF INVESTIGATION
Office of Congressional Affairs

Administration to add the NSO Group to the “entities list,” which would sanction the
company and prohibit U.S. organizations from doing any business with the company. To
that end, we’d like to find out if the FBI is using technology from the NSO Group. Can you
please let us know if the FBI, and in particular, the Remote Operations Unit in the FBI’s
Operational Technology Division, has used products and services provided by this
controversial surveillance tech company? {Iuestians hased an polling]

{1 .K“NF-}- I’ve dug into this and been assured that, if what you mean is “have we used
NSO’s products to collect data through our investigations,” no we haven't.
bl -1
B g {S/NEY As you’d expect, we're certainly aware of and have done some research and 03 =1
assessment work on M 5{¥'= tool. To do that we obtained a small number of software :3§ :i A
licenses for testing and research
(3]
L]
>< Cutside the Scope

:;(5:'

Updated as of: 10/20/2022 6:59 AM

FBI: 22-cv-1539-850



DECLASSIFIED BY: Ns1ce [

N 10-21-2022

From:

To:

Subject: Transcripl P 8-11 - SEERET/ jOREEHHEFORMN-

Date: Thursday, February 17, 2022 2:58:00 PM

Attachments: PAGE 81140

Clascification: SESEET/ AeReoiwofchi—

Uoon removel of attachments, this document is UNCLASSIFIED S el
Classifted By b— | i;g :i

Derived Ereii~EBI NSICG
Declassfty On: 25471231

Legisiative Affairs Specialist
FBI | Dftice of Cangressional Aftairs

Classification: =2 e v 23

FBI: 22-cv-1530-851



CLASSIFIED BY: N3ICG :
ALL INFOBMATION CONTAINED

REASCN: 1.4 (&)
DECLASSTIFY DH: 12-31-2047 b6 -1 HEREIN IS5 UNCLASSIFIED EXCEPT

DATE: 10-21-2022 SEERET/{?REWN&FORN’ L7C 1 PR AR

FAGE S Outside the Scope

(U) Wyden: Has the FBI used Pegasus or any other commercial hacking tool sold by the NSO Group?

g Kjf@éﬁd'l‘) Wray: If you mean have we used it in any of our investigations to collect or target somebody
the answer is — as I’'m assured - no. The reason why | hedge, and | want to be transparent, that we have
acquired some of their tools for research and development. In other words, to be able to figure out how
bad guys could use it, for example.

{U) Wyden: Nobody is using it in you operation?

%Uh e M/}OC,JNE} Wray: Other than research and development, which | think is something you’'d expect us Lo
do.
{U) Wyden:| |

I I Cutside the Scope

213 — Wfﬂ(—f-ﬂ-l—, Wray:

e }i/f-e-@ﬁﬂ-i-} Wyden: Why don’t we do this. Why don’t you give me written answers to both questions.
PEGASUS and| |

{U) Wray: Happy to provide a written response. GHESTdn £hs Heeg

{0} IBZ,’NF}-WVden: Great

FBI: 22-cv-1539-852
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"OTHER Non Responsive

OTHER Non responsive

From: Tyson, Jill Courtney {OCA} (FBI}I

Sent: Thursday, Februzry 17, 2022 7:27 PK

To: Brown, .ames Robert Jr. [OTD} {FBI)|

Cc: Dunham, Christopher G. {QOCA} {FBI}|

Subject: RE: OTD Response o Sen. Wyden --- SESRET/AOFERNFES

e Thiy

B -1
k72 -1
B7E -1

FBI 22-ev-153G-885



ER AN
cwan

1. FBI Response:%"‘m‘F‘}-The FBIl obtained a very limited number of licenses for mobile
devices for research, testing, and evaluation for potential use in zhe future. The FBI's

Cperational Technology Division {OTD) tested the ool i dic not bl -1
Jdse The tool operationally. That is, The Bl did no? use N30 technology 1o targat any ng_iz 3
individuals” devices. The FBI's OTD has not used any ozher commercial hacking toals sold by '
the NSO group.
From: Brown, lames Robert Ir_{OTD} (FRI] |
Sent: Thursday, Februzry 17, 2022 7:25 PW
To: Tyson, lill Courzney (OCA;} {FBIY |
| IDunham, Christopher G. {OCA} {(FBIY |
| | b6 -1
Ceq |lanas, Darrin E. {STB} (TBI} b7C -1
| | BLT7E -1
Subject: RE: OTD Response 1o Sen. Wyden --- SESRET//NGRORMNAAES
Class!“icaticn: SEREET/ HePof~HEs
Clase ™Sy : |
Jerived : BL N2_CZ
Jeclassi 20491231
Sounds gooc 1o e
From: Tysan, Jill Courtney {OCA} (FBI)
Sent: Thursday, Febiruery 17, 2022 7:22 PM
To: Brown, .ames Robert Ir. {OTD} {FBI)| |
| |Dunham, Christapher G. {OCA} (FBI)| |
Cc| llones, Darrin E. {STB} {FBI}
Subject: RE: OTD Response 10 Sen. Wyden — SE}E‘ET,!’,‘?*@FGRH#EE&
Class’ “ication: SEGRET//NeFoRMr~~Frs- b -1
g be -1
ClAase” . o | I b7C -1
Derivel : rBL N5”CE bJE -1,-2,-3

Declassl 20471231

FBL 22-ev-1532G-885




From: Brown, James Robert Ir. {OTD} (FBI}I

Sent: Thursday, Februzry 17, 2022 7:06 PM

TOI IDunham, Christopher G, (OCA) {FBD

IT\;SOH, Jill Courtney (OCA) {I’BI]

Cc [ Jones, Darrin E. {STB} (FBI}

Subject: RE: OTD Response o Sen. Wydan —- SESRET/AHEFERAHES

Class’ Zicalion: SEBREL/ / HEretdims 55 -1
ke -1
Classl 7 I I b7C -1
Derived . FBI NS-C. b7E -1,-2,-3
Declasg TN 20471231 bi -1
et e —————————————————— bh3 -1
Winoks pood wooma, ARAD ciovajiso ronvdesy i ahmost rompiste,
Hool
From:
Sent: Thursday, Februzry 17, 2022 4:.07 PK
To: Dunham, Christopher G. {OCA] [FB|}| Tyson, .ill Courthey {OCA}
{FBIY)
Ccl |
| lianes, Darrin E. (sTB} (FBIY

Subject: RE: OTD Response o Sen. Wyden — EES@JWW%ES

bt -1
ClassiZication: E‘MT;’;’NHP"*DM LS b7c -1

hiE -1

ClassiZIimg By:| |

Jerived Fr BI N3ZCZ
JeclassiLy-Trnz0471231
Progensert edit eares 1 Robert aned Darrin

1. U] Last week, the Weshingzon Post and other news argenizetions pablished a series of stories

about a fareign surveillance echnology company called the NSO Group, which is based in

Israel. According to this news coverage, N3O has provided surveillance technology o

FBI, 22-ev-153G-887



authorizarizn governments that have used it to spy on journalists, political dissidents, and
oppasition politicizns. Just yesterday, 4 menrbers of Congress callad for the Administrazion to
add the NSO Group to the “entities list,” which would sanczion the company and prohibit U.S.
organizations fram doing any husiness with the company. To ~hat end, we'd like to find out if
the FBI is using technalogy from the NSO Group. Can yod please lst us know if the FBI end in
particular, the Remote Operations Unit in the FBI's Operational Technology Division, has used
products and services provided by this controversizl surveillzence zech corrpany. Has the FBI
Jsad Pegasus or any other commarcial hacking tools sold by the NSO group?

5
bS -1
b7E -2,-3
bl -1
b3 -1
From: Dunham, Christopher G. (OCA) {FBI) |
Sent: Wednesday, February 16, 2022 9:35 AM
Ta: Tyson, lill Couriney (OCA) {FEBI
Ccq |
Subject: RE: OTD Response To Sen. Wydean - SECRE] //MEFERNFES
ClassiZication: S@Eﬂﬂ?/fu PR A
. -~ ke -1
Class™.go : | BTC -1
Jerlved A PBL NS B7E -1
Denlass) 471231
SHCK S, WE are hoping to send noek todsy o tomasrowy, Flease btome know
Thanis!
From: Tysan, Jill Courtney {OCA} (FBI}II bé -1
Sent: Fridey, February 11, 2022 5:24 PM A
Tol |
Cc: Dunhaim, Christopher G. {OCA) I{FBI)| |

Subject: FW: OTD Response to Sen. Wyden --- S%T/Mﬁﬁﬁ#t&

FBI, 22-ev-153C-888




Terived FT ITBI N5_CZ
Declassify o 20471231

TR
Pl :%—.‘_-. Sl

1. {U) Last week, the Washing-on Post and other news arganizations pahlished a series of stories
abaut a fareign surveillzance Technology company called the NSO Group, which is based in
Israel. According to this news coverage, N3O has provided surveillance technology o
authorizarizn governments that have used it to spy on journalists, political dissidents, and
opposition politicizns. Just yesterday, 4 menrbers of Congress callad for the Administraziontc b5 -1
add -he NSO Group to the “entities list,” which would sanczion the company and prohibit U.S.  »8& -1
organizations fram doing any husiness with the company. To ~hat end, we'd like to find out if };32 :; 5
the FBI iz using technology from the NSO Group. Can youd please lat us know if the FBI, end in 1 -1
particular, the Remote Operations Unit in the FBI's Operational Technology Division, has used B3 -1
products and services provided by this controversizl surveillzence zech corrpany. Has the FBI
Jsed Pegasus or any other commarcial hacking tools sold by the NSO group?

(2]

From:| | b6 -1
b7C -1

Sent: Thursday, February 03, 2022 3.01 PM 7B -1

To: Sanborn, Jill {NSB {FBI! lJones, Darrin E. {5TB} (FBI)

l yson, lill Courtnay {OCA) (FBIY |

Cc |

FBI 22-ev-1532G-880




Subject: RE: OTD Response o Sen. Wyden - SEERET//NEFERIHES

Clase:Zication: SERRET//HeESRHAAEES

Serived Frwgl: BT o 0o
Declassify” Ciw, 20471231

———————————————————————————————————————————————————— L& -1
bL7C -1
BAa o, bYE -1,-2,-3

W have on ARAL

Faoliree v cend any cthar gueshons o tha meantune,

[ 1]

From: Sanhorn, Jill (NSB} (TBI] |

Sent: Thursday, Februzry 03, 2022 2:52 PW

Tof | lones, Darrin E. (STBY {FBI}

| hvson,JiIl Courtney {DCA) {FBI] |

Ccs

Subject: RE: OTD Response o Sen. Wyden — SEERET 4MOFSRMAES
b5 -1
: Do . : . bt -1
lass’ “icaticn: 8 / FHEPSRARES
Class“ication: DMT, 7 b7 -1
I BLIE -1,-2,-3

Clazsa’ >4 :
Derived “ FBI NS_CZ=
Declasslfy 2041231

FBL 22-ev-1532G-800




