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NEW IN V8.0

Advanced content grouping

Emergency notifications right from a desktop
Windows 10 OS support

Digital signage functionality

Optional approval workflow

Improved surveys interface

DESKALERTS ROLES

There are three user types in DeskAlerts:

Administrator: install, configure, and maintain the main application on the server, create and support
user and publisher accounts, and manage your customized extensions of DeskAlerts.

Publishers: manage user groups that will receive messages; design the message templates; create, send
and track alerts and surveys. Publisher's Guide describes the work with DeskAlerts Control Panel.

Users: receive alerts and surveys on their computers through a lightweight DeskAlerts Client, and can
adjust certain settings through a convenient interface. User's Guide describes the work with DeskAlerts Client.

1. PRE-REQUIREMENTS FOR INSTALLING DESKALERTS

To deploy the DeskAlerts application, please ensure that you meet the following minimum hardware and software
requirements:

For the DeskAlerts servers:
Windows 2003/2008/2012 Server or Windows XP Professional
Microsoft IIS 5.1 or higher (ASP must be enabled) - for Web Server
Microsoft SQL Server 2005 or higher - for Database Server
Microsoft .NET Framewrok 4.5 or higher.

Exact hardware requirements for DeskAlerts servers depend on the total number of DeskAlerts users and can be
found here

For the DeskAlerts client:

Windows XP/ Vista/ 7 / 8 (non Metro Mode) or Mac with OSX 10.6.4 or higher
256MB RAM at least

You can see detailed system requirements on the special page or look in our FAQ.

Note: don't forget to set "case insensitive" parameter as default sorting value when installing MS SQL Server -
for optimal performance of Search function on Users, Groups, etc.

Read MS SQL installation and configuration Manual available in .pdf format.



http://www.alert-software.com/files/MSSQL_configuration.pdf
http://www.alert-software.com/support/faq/
http://www.alert-software.com/system_requirements/
http://www.alert-software.com/system_requirements/
http://www.alert-software.com/support/documentation/client-manual/
http://www.alert-software.com/support/documentation/editors-manual/
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2. SERVER CONFIGURATION

Basic installation and configuration usually takes a few hours. In some cases, this time may be increased because of

specific server or environment configurations (such as the use of proxies, firewalls, Active Directory police, or too
many users in the Active Directory).

Before installation, you need to take following steps:

1. Create or use a special user in the domain or on your server with IIS and DB.

2. Grant that user access to DeskAlerts database (you can make it db_owner for the
database)

3.

Open IIS configuration, select the web site where Desk Alerts server is installed, open
Authentication properties for that web site.

g5 Internet Information Services (lIS) Manager i = = ﬁ
3.\ & » DMITRIPC » Sites » Defoult WebSite » W oty @ - 1
File View Help

@ Authentication z

493 DMITRIIPC (DMITRIV\Dmitrii)

! Group by: Ne Groupi
" [ Application Pools EE No Grouping B
2B Sites Name Status Response Type i
. €D Default Web Site Anonymous Authentication _Enabled
ASP.NET Impersonation Disable
Forms Authentication Edit... HTTP 302 Login/Redirect
Windows Authentication = HTTP 401 Challenge
@ Hep

[ Features View | % Content View

4. Edit “Anonymous Authentication” settings and set it to the “Specific user”. Specify the
user that you created in step #1.
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Confirm password:

Anonymous user identity:

) Specific usen
1USR

() Application pool identity

2.1. IIS settings

To insert large files into alerts (such as Flash animations, pictures, or video), you should appropriately set the size
limit for the attached files. See the Troubleshooting section for more information.


http://www.alert-software.com/support/documentation/administrators-manual/troubleshooting/
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3. DESKALERTS SERVER INSTALLATION

Unzip the installation package into a folder on the server where you intend to host DeskAlerts.

Double-click the file called ServerInstallation.exe. The setup window will appear.

The installer will verify that your system meets the minimum requirements for running DeskAlerts and will
display a confirmation window:

%, DeskAlerts Server Setup -|o -

Validate requirements
DESKALERTS E Validate environment settings needed to successfully install Deskalerts

Server

Windows version: (5.3) Ck MSSQL version:  11.0.2100.60 Ok
115 wersion: 8.5 Ck
Help:

To install Deskalerts, you must meet these minimum requirements:
Micorosoft Windows Server 2000

Internet Information Services (1IS) 5.1

Microsoft S0L 2005/2008/2012

If you do not meet minimum software reguirements, the installation will stop.

Mext > || Cancel

If your system meets the minimum requirements, OK will appear beside each requirement, and the Next button
at the bottom of the window will be active. If the system does not meet the minimum requirements, you will not
be able to continue with the installation.

Note: You can link to a remote copy of MS SQL to run DeskAlerts. If the screen shows that DeskAlerts cannot find
MS SQL locally and you intend to use a remote copy, you can simply continue the installation.

When you have made the appropriate selections and have clicked the Next button, the installer will
unpack the installation files into a temporary folder. On the next screen, the installer will suggest a location for
installing DeskAlerts and will ask you to provide the URL for that folder.Write this URL down and keep it in a
safe place so that you can easily find the login screen for the DeskAlerts Control Panel when the installation
process is complete.
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Intemet Infermation Services
Validate Internet Information Services settings

DESKALERTS £}

Select Web Site: |Defau|t VWeb Site URL: "http://FORYRA Deskalerts”

Installation path: | C:\netpub\wwwroot\DeskAlerts

URL: | http://FORYRADeskAlerts

[] validate server path

[] validate Active Server Pages (ASP) at this server path
Help:
Please select the IIS file path where you want to install the Deskalerts,

Flease enter the URL to the folder where Deskalerts will be installed as
http: f{domain ffolder or http: /1P folder

Deskalerts htbpsf v, deskalerts, com

The suggestion is to accept the default installation location. Click Next when you are ready to proceed.
Configure IIS after DeskAlerts folder was created on your server.

Once 1IS has been configured you have to set up the proper credentials for IIS anonymous user (AU).
Please, go to IIS Manager and properly set up the correct authentication (user name and password) for AU.

After clicking Next you will see the following screen to set up your Database:
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%, DeskAlerts Server Setup -|o -

Setting up the DeskAlerts Database
DESKALERTS E Configure database settings

SQL Host: | {local)\sglexpress2 | Database: | Deskalerts |

Username: |SE | Password: | (11} |

[] use Windows Authentication (your current logged account)

Help:

Host: Spedfy the computer name or IP address of the MS SQL Server,

When you use SQL server instance please write this as (Jocal)\sglexpress or {Jocal)

Database will be created automatically.

Username and Password: Specfy M5 SQL account information with suffident rights to create a
new database. Alternatively you can check "Use Windows Authentication” to use your current
logoed account information. Please note that your account should have sufficdent rights to
eate a new database.

< Back ” Mext = || Cancel

In the Host field, enter the IP address of the computer running an MS SQL Server. Accept the default user name
"SA" (meaning "System Administrator") in the Username field. Provide a password for the SA user.

Note: Make sure the SA user has permission and db_owner rights on the MS SQL Server to create new
databases.

When "Use Windows Authentication" check-box is unchecked, these two IIS fields will be grayed out and
installation scenario will be the same. If this check-box is checked a new installation scenario is going to have a
place.

Make sure that this user is registered as logon user at your MSSQL server and has rigts to create DB. If such logon
user doesn't exist or hasn't enough permissions to create DB, the installation process will stop at this step.

Note 1: If you have changed the SA password for your SQL server later, DeskAlerts may stop working. To change
the SA password for DeskAlerts, you would need to change the authentication info for DeskAlerts, which can be

achieved by re-running the installation.

Note 2 After installation db_datareader and db_datawriter rights for the database will be enough to use
DeskAlerts.

Note 3: If you have received an error as shown on the picture below:
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# DeskAlerts Server Setup |

Error during retrieval of anonymous user credentials. Check the settings of
your 115,

Just click "Ignore" to move forward.
Click Next when you are ready to proceed.

The next screen gives you the option of installing the Active Directory (AD) add-on. If you choose this
option, DeskAlerts will operate in AD Mode and will automatically retrieve your username from your AD-enabled
domain whenever you log in.

If you do not use this option, DeskAlerts will function in Registration Mode (RM) which is similar to AD
mode, but is more suitable for sending notifications to Web-based users and customers outside the corporate
network.

Active Directory module
DESKALERTS E Configure Active Directory module settings

Help:

Active Directory Module will impart the list of users from AD/LDAR. It synchronizes Deskalerts
with your Active Directory in real-time.

Deskalerts htbpsf v, deskalerts, com

You can also check the Do not install this add-on checkbox if you do not want to install the AD feature. When
you are ready, click Next to proceed.

10
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You then have the option of installing the SMS (Short Message Service) add-on, which lets you send
DeskAlerts as text messages to users' cell phones.

Default service provider is Clickatell (http://www.clickatel.com) but you can use your own custom gateway if
available.

SMS module
DESKALERTS E Configure SM5 module settings

URL: | http://api.dlickatell.com/http/sendmsg

API ID: |

Username: |

Password: |

() Uge custom SMS gateway
Help:
SMS module allows sending SMS messages to mobile phones/devices from the Deskalerts Contral
Panel,

SMS module uses Clickatell gateway.
Please wvisit www. dickatell.com to receive API ID, Username and Password.

Phone numbers in your systems need to be in international format like: +3 (000 1000 300 K000,
if you need us to support your current phone numbers, please getin touch with
support@deskalerts.com

[] Do not install this module
Deskalerts htbp v, deskalerts, com

If you use Clickatell SMS gateway the URL field cannot be edited. You will need to obtain yourAPI ID, username,
and password from Clickatell. Enter this information in the appropriate fields.

If you want to use any other SMS gateway, you should check Use custom SMS gateway checkbox and
specify URL for your provider.

You can also check the Do not install this add-on checkbox if you do not intend to use SMS messaging. When
you are ready, click Next to proceed.

11
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SMS medule
DESKALERTS E Configure 5M5 module settings

URL/GET: | http://api.dickatell.com/http/sendmsg

POST: |

Use the following variables:
gemobilePhone%e as a mobile phone number
YosmsText¥ as a SMS text

() Use dickatel (®) Lse custom SMS gateway

Help:

SMS module allows sending SMS messages to mobile phones/devices from the DeskAlerts Control
Panel,

SMS module uses Clickatell gateway.

Please visit www, dickatel.com to receive APT ID, Username and Password.

Phone numbers in your systems need to be in international format like: +3 (000 3000 300 X000,
if wou need us to support your current phone numbers, please getin touch with
support@deskalerts. com

[] Do not install this module
Deskalerts htbpsf v, deskalerts, com

If your SMS gateway uses GET requests you should provide all parameters in "URL/GET" field.

Please note that you should enter % mobilePhone% as a value of your mobile phone parameter and %smsText%
as a value of your SMS text parameter.

If your SMS gateway uses POST requests you should provide all parameters in "POST" field. Otherwise leave this
field empty.

12



(DDESKALERTS

CORPORATE DESKTOP NOTIFICATION

Email add-on.

E-Mail module
DESKALERTS B Configure E-Mail module settings

SMTF | mail softomate. net | Port:| 25

() Do not authenticate
() Use basic (dear-text) authentication
(®) Uge NTLM authentication

Username: | leonid @deskalerts. com Password: TTITIT]

Send from: | leonid @deskalerts, com

Help:
E-Mail Module allows sending E-Mail messages from the Deskalerts Control Console.
MOTE: please use valid e-mail address.

Deskalerts htkp:/hasw, deskalerts, com

You should specify SMTP server that will be used for Email sending and it's port. If your server uses SSL you
should check "Use SSL" checkbox.

Also you can select authentication type:
no authentication
clear-text

NTLM

For the last two types you should enter username and password that will be used during authentication process by
Email add-on.

13



(DDESKALERTS

CORPORATE DESKTOP NOTIFICATION

DeskAlerts offers an Encryption add-on to provide message security. It is not available in Trial version.

%) DeskAlerts Server Setup = =
Encrypt module
DESKALERTS E Configure Encrypt module settings

Encryptkey: |

Help:
Encrypt Module allows encrypting alert messages.
If you are concerned about security you should use this module. If your Deskalerts Agents use

public networks to connect to the Server, you should use it as well.
The encrypt key is provided but you need to change it

[ ] Do notinstall this madule
Deskalerts htkp:/hasw, deskalerts, com

< Back ” Mext = || Cancel

You can also check the "Do not install this add-on" checkbox if you do not intend to use encryption for DeskAlerts
messages. When you are ready, click Next to proceed.

14
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A key feature of DeskAlerts is the ability to send surveys to users and to compile their responses. Surveys
appear in the same popup window that alerts use, but they allow readers to respond. The survey feature will be
installed automatically unless the "Do not install this add-on" checkbox is checked. Click Next.

Surveys module
DESKALERTS £}

Install Surveys module

Help:
Surveys Module

Survey manager module allows you to create questionnaires, instant surveys and
opinion polls. Users will select their preferred answer directly in the alert window. Survey
results will be reported in real time.

Deskalerts htbp v, deskalerts, com

15
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DeskAlerts offers extended statistics to track alerts, users and surveys results

BExtended reports module
DESKALERTS £}

Install reports module

Help:

Extended reports —a module displays detailed statistics of notification delivery
and read-through rates.

Provides for an effective analysis of your communications.

Deskalerts htkp:/hasw, deskalerts, com

You will get a separate installer page for every DeskAlerts module you've ordered. These pages contain the
short description of a module's functionality and allow you to disable the module if you're not planning to use it
yet.

If you are satisfied with your configuration choices, click Install to start the installation process.

16
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DESKALERTS £}

Extract: C:\ProgramData'\DeskalertsServer\DeskalertsServera4.dll. ..

Sodial module for LinkedIn

Fullscreen alert module

Scroling news ticker alert module

Scroling news tidker PRO module

Instant Messages module

Mabile alerts maodule

Campaign alert module

Approval panel module

Digital signage module

Installing DLL files ...

Create folder; C:'\ProgramData'DeskalertsServer

Extract: C:'\ProgramData'DeskalertsServer\DeskalertsServer32.dll. .. 100%:
registering 'C:\ProgramData‘\DeskAlertsServeriDeskalertsServer32.dll -0
Extract: C:'\ProgramData'DeskalertsServer\DeskalertsServerad.dl. .. 100%:

Deskalerts htbpsf v, deskalerts, com

| < Back ” Mext = || Cancel

When the installation is complete click Next, and you will see a confirmation screen. Click Closeto
complete the process:

17
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You can now log in to DeskAlerts.

As of 8.1.5.3 version of Desk Alerts, after installation you need to convert your DeskAlerts URL. This is needed

for .NET components to work properly.

After installation, please go to IIS Manager, choose your DeskAlerts url and right-click it:

-l Sites

|-} Application Peals
o e Defauk Web Site
& i Deskilerts

oA |

» 5

Explore

Corvert to Applicetion

E U9

&

Sdd Applcation...
#dd Vil Directory...

tanage Falder
Refresh

Deploy
Switch to Content View

18
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After clicking Convert to Application you will be prompted to this window. Just click OK.

Add Application

Site name:  DeskAlerts
Path: I

Alias: Application pool:

|m DeskAlertsAppPool

Examnple: sales

Physical path:
CADASte\DeskAlerts

Pass-through authentication

Connect as... Test Settings...

[ | Enable Preload

oK

: Il

Select...

Cancel

3.1 Running the DeskAlerts Server

To run the DeskAlerts Server:

1. Open your browser, then enter the URL path you entered during setup of the Server. This will open the

DeskAlerts Server's Control Panel's login page.

The exact path in the example provided, as shown in next image, is
http://localhost/deskalerts/admin/index.asp. Note that this may vary, depending on the parameters you

entered during installation.

19
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DESKALERTS [E]

Login

Login: |admin |

Password: |uuo |

Enter your logon credentials. The default username is admin and the default password is admin. You can
change the password later under the Control Panel's Settings menu.

Attention! DeskAlerts Control Panel requires JavaScript to function properly. Please turn on JavaScript in
your browser. Contact your technical assistance if required.

Make sure that you're not using the Internet Explorer with Compatibility mode turned on, as this may lead
to some browser scripts malfunctioning, resulting in part of DeskAlerts console functionality becoming

unavailable.

Click Login or press Enter to open the page as shown on the next image. You will then be taken to the
Control Panel itself. Here, you will see a navigation menu on the left. Clicking a menu item will display that
menu's corresponding page on the left.

Active users / License limit

Trial expires in 100 day(s)

@ Get Free Quote

‘D Campaigns
» DDighal Signage
3 E Surveys/Quizzes/Polls
» ) RSS/News Feeds
3 g Screensavers
+ 7] Wallpapers
» ,EmergencyAlerls
» J:h Active Directory
+ 4 Publishers
& 1P groups

[ Feedback

@ Close Help # Logout

Currently logged as: admin

DESKALERTS £}

W Uasnwvary

Create Alert - x Activity Monitor - %

1

N

14:10:31 14:10:51 141141 14:11:31

(N Dashboard al

Dashboard is the page containing
valuable statistics and shortcuts
o the most used pieces of
functionality represented as
widgets.

Widgets

‘Widgets can be added by clicking
the "Add Widget" button in the
top left corner of dashboard. By
hovering your mouse over the
‘widget tile you may see the short
‘description of a widget
functionality.

Once added, widget may or may
not reguire entering the additional
parameters. Widgets can also be
Calendar - X minimizes or closed
Note: adding too many widgets to
'your Dashboard will slow down
the page loading process

<< March 2015 < March April 2016 May > May 2017 >>

Sunday Monday Tuesday Wednesday Thursday Friday Saturday
By default, three widgets are
‘added to the Dashboard of any

user.
Activity Monitor

Activity monitor displays the real-
time statistics or users receiving
the alerts. The aclivity level is
usually somewhere about zero,
uniil the messages are sent out to
10 1" 12 13 14 15 16 users.

Create Alert

Create Alerts widget supplies a v
<horicut to the most uzed
‘Current server date and time:
04212018 02:11 PM

a7 a0 an an a4 7 22
DeskAlerts 8 v. 8.1.3.28
Capyright 2006-2015 DeskAlerts

20
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The DeskAlerts Server's Control Panel is where you create and send alerts and surveys, add, edit, delete

users, groups, computers and IP addresses, create templates, view statistics, change your password and
settings.

Note: If after installation of DeskAlerts Server it's impossible to manage it, because any URL gives Page

Not Found, check the following settings in IIS. By default ASP (NOT ASP.NET) is disabled in IIS.
DeskAlerts Server uses ASP. Follow the instructions below:

1. Go to Microsoft Information Services Manager
2. Choose Web Service Extensions

3. Set Allow for Active Server Pages
DeskAlerts Server Update

If there's such an installation path you will have 3 possibilities:

L Ancther version of DeskAlerts is already installed in the specified folder,
Would you like to upgrade it?

Yes - install @ new version owver the existing ane (will keep your uploads
and settings)

Mo - remove the existing version and install a new version of DeskAlerts
into the same folder

Cancel - choose a different folder to install a new version of Deskflerts

Yes | [ No ] [ o

Note: if you choose No current DeskAlerts version will be removed. Confirm your choice then:

| Areyou sure you want to remove the existing version?

Yes | [ Mo

If the entered MS SQL database is already in use you will have 3 possibilities:
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b Another version of Deskilerts database was created in the specified
' location.

Would you like to upgrade it?

Yes - upgrade the existing database and keep all data
Mo - remowve the existing database and create a new database
Cancel - choose a different database location

| Yes || Mo || Cancel

Note:if you choose No current DeskAlerts database will be removed. Confirm your choice then:

Note: When updating DeskAlerts your should have db_owner rights for the tables and stored procedures. After
that you can use Control Panel in usual mode (having db_datareader and db_datawriter rights).
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4. ACTIVE DIRECTORY SYNCHRONIZATION

After installation and running Control Panel, please click Domains link in the left-side menu. Then move
to Synchronizations list and click Add new synchronization button to open Active Directory
Synchronization form.

Enter domain name (with dots, e.g. your.domain.net), username of user that is in Domain Users group and his
password. After that you can click Start synchronizing button:

AD Synchronizing

Mame

You should enter full name of domain with dots (for example: your.domain.net).
Also you should provide login/fpassword of user who is a member of "Domain Users” group in your Active Directory.

Damain: e.g. "your.doemsin.net” Port |389
Login:

Password:

[ Use secure LDAP connections

@ gynchronize all Organizational Units (users and groups will be selected from whole Domain tree)
3] Synchronize selected CQrganizational Units (only users and groups from selected QL's will be synchranized)
) Dot synchronize Organizational Units (users and groups will be synchronized from the domain without OU's)

and

@ synchronize all groups
) gynchronize only selected groups and users from them

Remove objects that were removed from AD &
O Import users with disabled accounts
[ import Computers

[T Enable auto synchronization
Please note that the synchronizing process may take some time (up to severalhours) depending on the number of

groups selected and number of users in domains.

Use secure LDAP connection allows you to use secure LDAP connection during AD synchronization.

Synchronize Organizational Units allows to select/synchronize OUs from a tree.

Import Computers allows you to import computers as well. There will be separate groups for users and
computers created. You can now send alerts both to users and computers.

With Enable auto synchronization option you can set schedule for synchronization task, which will run
automatically.
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Click Save to return to synchronizations list, then you can use start synchronizations button from Actions table

cell to begin.

After synchronization is finished, you will be redirected back to Domains page and should see your LDAP server

under Domain name:

Domains

1-2 fram 2 Domains

Domain Users Groups
softomate. net 59 a4
Fegisterad ¥ Z

1-2 fram 2 Domains

Synchronizations

Actions

X

You can see a tree-structure of synchronized OUs for your Active Directory by clicking Organization tab.

Select object type from drop-down menu to view users, groups or computers in the selected OU
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Organization

Objecttype: | Groups [+ Add group
E}ﬂ Organization Search groups: s
FreedR|

=l

Certificate Service DCOM

softomate.net
Access

=
=
=
=

confluence-administrators softomate net

=}
=
[1i%]
=

confluence-users softomate net

| =
=
Ira
=]

core § Acronis Centralized
Admins

1-25 from 85 Groups pages: (1121314
Records per page | 25| 50| 100 | 500 | 1000

Group name Domain Users Computers Groups :;_f.g Actions
_ Wmware__ softomatenet| 1 o o o |
Account Operators softomatenet, 0 o o o i
AcronisBackupServerlUsers |softomatenet] 2 0 0 o
Administrators softomate.net| 4 o 2 o
f;{lleogﬁigﬁF:nDEéissssword softomate.net, 0 o o o
appsgeyserru softomate.net| 3 0 0 o
Backup Operators softomate.net| 1 o o o B
Cert Publishers softomatenet] 0 1 0 1

softomate net

len
=
I
=

X XXX XXX X XEXXX

core § Acronis Remote softomate net
Users i

|6
=
=
N

Organization

Objecttype: Add group

G o f - seorn s
“l 1-25 from 59 Users pages:[1]2]3
Records perpage | 25| 501100 | 500 | 1000
Usemame | DisplayName  Domain  Do%E Email C
_ wmware_user__ | _ vmware_user__ | softomate.net
123 123 softomate.net
321 321 softomate.net 3
iz1z 321z softomate.net
333 asda dsd softomate.net
333 333 softomate.net
administrator softomate.net
aileen Aileen softomate.net L
aleksey Aleksey Movikov | softomate.net
alexander.belykh Alexander Belykh | softomate.net
andry Andry Virvich softomate. net
antan Anton Vdavin softomate.net
antoxic87 Anton Toxic softomate.net
azhil Alexey Zhiltzov | softomate.net
dg Denis Gorilchenko | softomate net 25
diannt Mikita Antonov | softomate.net =

< 1 . r
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5. NOVELL EDIRECTORY SYNCHRONIZATION

After installation and running Control Panel, please disable TLS for eDirectory synchronization as follows:

1. In Novell iManager, click the Roles and Tasks button
Click LDAP > LDAP Overview > View LDAP Groups.

3. Click the LDAP Group object, and then click Information on General tab.
4. Uncheck Require TLS for Simple Binds with Password.

5. Click Apply, and then click OK.

Open DeskAlerts Control Panel in browser and then click Groups link in the left-side menu. To add a new domain
just click Add domain button. And you will see the following form:

eDirectory Synchronizing

You should enter name aor IP Address of your LOAP server (make sure that TSL is disabled on it).
Also you should provide DM and passwaord of user that have access to read eDirectory.

LDAR Server:
Base DM: Heep empty to syncwhole eDirectony
Uszer DM:

Passwaord:

[T Use secure LDAP connection

Please note thatthe synchronizing process may take some time (up to severalhours) depending
an the number of groups selected and number of users indomains.

START SYNCHRONIZING GET BATCH FILE

Click Organization tab in main menu. It will open a tree-structure.
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6. MANAGING GROUPS: REGISTRATION MODE

You can create groups of users in DeskAlerts to simplify the task of sending out the right alerts to the right people.
You can have as many groups as you like, and users can belong to more than one group. You could, for instance
have a "Development" group and a "QA" group, and your QA testers could belong to both groups.

Select the Groups link from the left-side menu. The list of all existing groups will display. You can see how many
users and sub-groups are in each group.

Groups

Search groups:

1-2 from 2 Groups
Records perpage | 25|50 100 | 500 | 100

L]

Group name Users Groups Actions
Group 3 1
Mested Group 2 0
1-2 fram 2 Groups
Records perpage | 2550|100 | 500 | 1000
To the right of each list there are action icons:
Actions
° Click button to edit a group
° Click button or Group name to view users in specific Group, as shown on the next image
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Users in group: Group1

1-3from 3 Users

Records perpage | 25| 50| 100 | 500 | 1000
Username

Usert

User2

ser3

1-3 from 3 Users
Records perpage |25 (50100 | 500 | 1000

Close

You can also delete group by checking the checkbox and then click delete button.

To create a new group, click the Add Group button at the top right.

DeskAlerts will ask you to name the group. When you have given it a useful name, click the Addbutton.

On the next screen you will see a display of all available users. Check the checkboxes beside the names of
those you wish to include in this group, and then click the Save button.

The new group will appear on the groups list.

6.1 Managing IP Groups

It is now possible to create IP address groups to send alerts to (both in Active Directory and Registration
modes). You may combine both separate IP or create a range.

When sending alerts you will see "IP groups' option, where you can select IP groups created. This way, the
computer with an IP address falling into this range will get an alert (in case DeskAlerts Client has been installed on
it before).

When clicking on 'IP Groups' on the left-side menu of Control Panel you will see the following screen :
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IP groups

Search gmups:l | + Add group

1-1 from 1 Groups
Recards perpage | 25| 50| 100 | 500 | 1000

O Group name Actions

Management

1-1 from 1 Groups
Recards perpage | 25| 50| 100 | 500 | 1000

[

By clicking "Add Group" button you may create IP groups and ranges :

IP groups

Add IP group

IP group name: |Deve|crpment |

IP range 54.65 651 - 54.65.65.127 X
IP range 128.13.0.1 -[128.13.0.22 X
Paddress 21238 1314 | X

Add IP address / Add IP range

To see all IP objects that were included into some IP Group you can click on IP Group name:
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Objects in group: Development

1-3 from 3 objects
Records perpage | 2550|100 | 500 | 1000

Type Value
IP address 212381314
IP range f4.65.65.1- 546565127
IP range 128.13.01-12813.0.22

1-3 from 3 objects
Records perpage | 2550|100 | 500 | 1000

Close

7. DESKALERTS CLIENT INSTALLATION

Unzip the DeskAlerts.Client.vX.X.X.X.zip file from the DeskAlerts package to any folder.

1.

Provide valid HTTP/HTTPS path to your Deskalerts Server folder:

Launch ClientInstallation.exe to build the installer for the client portion of DeskAlerts.
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Enter URL to the server

DESKALERTS E and Validate DeskAlerts server is configured

URL to DeskAlerts server:

[] validate server is configured
Help:

Enter the URL where the Deskalerts server was installed.
If you choose to validate it will chedk the server is configured.

Deskalerts hebp v, deskalerts, com

To validate the path mark validate server path checkbox.

On the second step you will see additional options to Use Windows Active Directory/LDAP, Use Novell
eDirectory support in case you are using one of these modules.

If you check Build.msi installer an additional .msi installer package will be created.
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Modules and platforms settings

DESKALERTS E If some options are disabled that means your license does not
indude them and you need to contact sales @deskalerts.com

[ ]uze Sync-Free Windows Active Directory Sync Period Value

[#] Use Windows Active Directory g hour(s)

[ ]uze Movell eDirectory

[ | Use other LDAP Directory (ke OpenLDAF)
[ ] Build Client/agent with Computer Name module support

[w|Build Client/Agent with Screen Saver module support!

[] Build Windows .msi installer
[ Build Mac 05 X installer

[ ] Build Linux Debian Package
Help:
Make sure the .MET Framework 1.1 or higher is installed on your computer, if you want to
build .msi installer,

Deskalerts hebp v, deskalerts, com

Click Next when you are ready to proceed.

3. On the next screen you will be offered to customize Deskalerts client install options:

Install options

DESKALERTS E If some options are disabled that means your license does not
include them and you need to contact sales@deskalerts.com

[ |icreate desktop shortcut:

[ Hide uninstall from start menu

[ | Hide uninstall from Add or Remove Programs

[w] Allow alerts on locked screens delivery {using service and for Windows Cnly)
[ ] Open URL after update

| http: /fforvra/Deskalertz/after update.html

Deskalerts htbpe i, deskalerts, com
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On the next screen you will be offered to customize menu items available for user, date to show in alert
and whether user can postpone acknowledgement alerts.

Pull period is a value specifying how often DeskAlerts client will send requests to server. If you have issues
with server loads, this value should be increased

%, Client/Agent installation builder — | = -

Client interface options
DESKALERTS E If some options are disabled that means your license does not
indude them and you need to contact sales @deskalerts.com

Menu options:

Hide 'Uninstall button || Hide 'Feedback' button [ | Hide History' button
[ ] Hide 'Help' button [ ] Hide 'Options' button
Hide 'Exit’ button [ ] Hide "Unobtrusive Mode' button

Pall Perind Value

| 5 || second(s) W |

Date in alert window: Postpone parameters:

(®) Show creation date (®) Enable for all acknowledgement alerts
() Show delivery date () Enable only for not urgent alerts

) Don't show any date (") Disable postpone

< Back || Build | | Cancel

Checkboxes on the top allow you to disable some features on the agent's menu. For instance, you may
want to remove the "Exit" button so user won't be able to reject incoming notifications or remove
"Uninstall" option by the same reason.

"Help" item is used to give your employees some more information about the software - if you want to
share some manuals for your employees - leave this option enabled and put the documents into

[deskalerts server root folder]/documentation/

If you are using a Full version with Encryption add-on the following screen will appear to setDecrypt
key (should be the same as Encrypt key on the server) and enable/disable decryption for the client:
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%) Client/Agent installation builder - =

Decrypt settings
DESKALERTS E Configure decryption settings

Decryptkey: | sREKTnCTDS|

Decryption: () Dizabled on server (@) Enabled on server
Help:

Make sure Decryption is enabled, if you use server with enabled Encryption module and
the Key is the same as on server,

Deskalerts hebp v, deskalerts, com

< Back || Build | | Cancel

6. On the last screen you will see where to find installer files and which folder to use for Client updates

%) Client/Agent installation builder = =

Thank you!
DESKALERTS m Installation builder final step

Thank yaou! Your DeskAlerts Client/Agent has been created.
Installation files are located at:

For updates do not forget to upload deskalert.cab and version, tit to the folder:

http: /fSLAVA-PC DeskAlerts fupdate

Deskalerts hebp v, deskalerts, com

= Back Close | | Cancel

° Release folder now contains:
° deskalerts_setup.exe
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deskalerts_setup.msi (if you have Build .msi installer checkbox marked)
Update files for a new version of the client to upload on your server :

deskalert.cab
version.txt

For Linux OS /release folder will contain the following files :

&= deskalert.cab 3/29/201110:31 AM  CAB archive 823 KB
@ deskalert.zip 3/28/2011 5:40 PM  WinRAR ZIP archive 353 KB
|@ Deskalerts_amdbd.deb 3/29/201110:32 AM  DEB package 237 KB|
|@ Deskdlerts_i386.deb 3/29/201110:32 AM  DEB package 235 KB|
{3 deskalerts_setup.exe 3/29/2011 10:31 AM  Application 954 KB
ﬁ_%‘ deskalerts_setup.msi 3/28/2011 540 PM Windows Installer ... 1,656 KB
@ deskalerts_setup.zip 3/28/2011 5:40 PM WinRAR ZIP archive 359 KB
|@ DeskAlertsRepo.deb 3/29/2011 10:32 AM  DEB package 2 KB|
B updateDebzip 3/29/201110:32 AM  WinRAR ZIP archive 474 KB |
|| version.txt 3/28/2011 5:28 PM Text Document 1 KB

DeskAlerts_amd64.deb and Deskalerts_i386.deb a€" are Client installation packages for Linux Debian.

for x32 system you should choose Deskalerts_i386.deb

for x64 system you should choose DeskAlerts_amd64.deb

Copy DeskAlerts_amd64.deb or Deskalerts_i386.deb and DeskAlertsRepo.deb into Linux

Install DeskAlerts_amd64.deb or Deskalerts_i386.deb, then install DeskAlertsRepo.deb

@ gdebi-gtk

| Installation finished

Package 'DeskAlerts_ama64.deb’ wagnst‘aned

+ Terminal

Automatically close after the changes have been successfully applied

(W=
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Now the Client is ready for Updates. When a newer version is available, you only need to copy
updateDeb.zip to the server and unzip it to /update folder of your DeskAlerts Server.

If the configuration of your server doesn't include the possibility to transfer files with *.deb extensions, do
the following :

Create MIME-type (.deb file/deb) for your /Update folder as shown on the screenshot :

,L_:_ Computer Managenment P
Ele Acon Yew Window LHeb | =181 x|
= AE XEFRR ERHE|Z >80
=1 g System Tools | | Name | Path | Status -
[ L] Event Viewer e
) Shared Folders _ aspnet_client
H Performance Logs snd Al _Ibbg
Device Manager
 camb
1 S5 Storage S coty
[+ Remaonvable Shorage | Deckalerts
Disk Defragmenter =) dish
Disk Management ) dhz
£ {8 services and Applcations
-8 Telephony em:
Services et
WHMI Control ek
B |8 SOL Server Configuraticr - mia =
_J e
- neswim
_J rams
reg
_J regtest
) soni
st =
‘] | [ | L’_'
|
fupdate Progesties
Fle  Action WYew Window Help 2z
= OB XESBR F0 %m]m.m mm]mwlmml |
+ _Jm_;h'lg E Weh g poepert ghoutd: I |
= jﬁb e £ Expire inredately
e % | Egpie after |1 Jostsh = Riegisterad MIME types (il axtensions):
H_d ooty
& ..J::hbm Cegreen | Fidey . derd 08,2000 -] & [1z0000a = b Tt -
=g ] ks
) dshz - Cushom HTTP headsrs x|
] emc %-Powvered-By: ASPHET Add... Berrene
il ..
11 e |
) newm ~Conbenk rating
B r ta st by of
& i - mmﬁmw o _emnsoos.. |
T B i T MM bype detals
Hd EIE et oty et vl matpresaieed vt Exteraion:
) eneryp (IS inthe MIME bypes kst To corfigues addbtienal  MIME Types
5 _ update ke exckensions, dick MIME Types. MIME bype:
Bl upda
PP i P x| _com |_o0 |_n e
] I | I

After a newer version of the Client was uploaded to the Server, you can open the menu of the Client and
click "Update". Or it is also possible to make updates with the help of special Linux Package Management
tools.

To customize DeskAlerts Client manually please take a look at the Customizing DeskAlerts Client
manually section.
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7.1. Running DeskAlerts Client

Depending on the authentication mode for your DeskAlerts Server, you are either required to register as a
DeskAlerts user or AD/eDirectory user information will be used. Registering your DeskAlerts client is required if
your DeskAlerts Server is running in Registration Mode. However, if your DeskAlerts Server is running in Active
Directory Mode (or eDirectory mode), the DeskAlerts client runs automatically upon installation, without
prompting you to enter a username and password combination.

If your server is in Registration Mode, you need to follow the steps below to run DeskAlerts client:

1. Enter a User Name and Password:

DESKALERTS ]

sername: I

Passward: |

Email: |

Save

You may be also prompted for e-mail address and mobile phone number if server has corresponding add-
ons installed

2. Click Save
3. A message informing you that User Name and Password has been saved.

4. Click Close. The DeskAlerts tray icon appears on your system tray.

5. Right-click the tray icon to bring up a context menu:
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Opticns
History

Feedback

Help
Uninstall

Unobtrusive Mode
Exit

eJo=]vl-Jejf ~

Since DeskAlerts Client can be customized, the appearance of a DeskAlerts client deployed by one company may
be different from the client of another company.

User Name is possible to change in client Options if needed when using Registration mode.

From the History you can see alerts received by this client.

History |% !
DESKALERTS £}
Clear history O, Enter Search Text Here Search
0 test Thursday, April 21, 2016 3:51:49 PM 3

Previous | |1 of 1 Mext

For more information on the functions you can perform as a DeskAlerts Client user, refer to theDeskAlerts User's
Guide.
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8. CUSTOMIZING DESKALERTS CLIENT MANUALLY

To make DeskAlerts look and work the way you want it to, you can:

e brand DeskAlerts with your corporate colors and logo.

e add buttons, images, and menus to support behaviour your workflow requires.

e present different content and options to different users dynamically, as they log in.

e Jlocalize all text strings using Unicode characters to support most major languages.

e extend DeskAlerts' behaviour with JavaScript and AJAX.

e allow automatic upgrades of the DeskAlerts Clients as new versions become available.

To customize the DeskAlerts Client you will need to follow these steps:

e Unzip the DeskAlerts Client distribution package that you received into a working directory.
e Modify the data\blank\conf.xml and data\version\version.txt files as explained in the following sections.
e Run the DeskAlerts Client Installer to create new files for distribution.

Make the necessary files (the .CAB or .EXE file, plus HTML files, as explained later) available on your Intranet or
Internet, or to users for download.

8.1 The conf.xml file

The DeskAlerts Client configuration file is called conf.xml. It is available in client data\blank in the client
installation package that you received from supplier. This file is distributed with the DeskAlerts Client installation
and governs much of the way the application looks and functions.

It is important to know, however, that XML is a tag-based language, with content appearing between pairs of tags
that have the general form <tagl>...</tagl> or <tagl attribute="value" />.

An XML file must be well-formed and valid to operate properly, so using an XML editor may save you some
frustration. The conf.xml file has this minimal structure:

<?xml version="1.0" encoding="utf-8"?>

<ALERTS icons="icons.bmp” hot_icons="icons.bmp">
<COMMANDS>

<I- Commands goes here. —>

</COMMANDS>

<SETTINGS>

<I- Settings goes here ->

<PROPERTY id="server” default="http://yoursite.com/” />
</SETTINGS>

<VIEWS>

<SYSMENU>

<I- Menu items goes here —>

</SYSMENU>
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<I- Visual elements goes here ->
<WINDOW name="minibwindow"... />
</VIEWS>

</ALERTS>

8.1.1conf.xml ALERTS tag

The ALERTS tag is the outermost wrapper for the conf.xml file, and all other tags must nest within it. It has the
following format:

<ALERTS icons="icons.bmp”>...</ALERTS>

Attributes icons is the name of the bitmap file that provides images for the application. The file must be in this
format:

777 =5&a8%a

DeskAlerts supports 16x16 icons.

8.1.2 conf.xml COMMANDS tag

The COMMANDS tag is a container within which you define DeskAlerts Client commands.
There are four commands that are normally defined this way:

<UNINSTALL name="uninstall"/>

<UPDATE name="update"/>

<DISABLE name="disable” alert="alert"/>

<BROWSERJUMP name="browser” filename="%firstURL%"/>

<MINIBROWSERJAMP name="minibrowser” window="minibrowserwindow” filename="%firstURL%"/>
<OPTION name="option” window="optionwindow1" filename="%root_path%\options.html"/>
<HISTORY name="history” window="historywindow1" filename="%user_path%\history.html"/>
<ALERT name="alert” history="history” window="alertwindow1" filename="%alert_url%" expire="5"/>
<STANDBY name="standby"” expire="5"/>

<EXIT name="exit"/>

These commands provide basic functions that are evident based on their names.

You can also define multiple BROWSERJAMP and MINIBROWSERJAMP commands here. This command has the
following basic syntax:

<BROWSERJUMP name="browser” filename="%URL%"/>

This command opens URL in the new browser window. It also supports sending variables by the HTTP POST
request (submitting a form), like this:
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<BROWSERJUMP name="newcommand1" post="var1=%user_name%&amp;var2=%deskalerts_id%" />
<MINIBROWSERJUMP name="newcommand1" filename="http://yoursite/somepage.html
newbrowserwindow="false” window="minibrowserwindow"/>

This command opens the URL in a new custom window defined below.

Invoking the commands

Once you have defined a command within the COMMANDS tag in the conf.xml file, you can invoke it in the
DeskAlerts Client in many ways:

nn

<ITEM caption="Option” img="" command="newcommand1" /> (see “conf.xml ITEM tag);

8.1.3 conf.xml SETTINGS tag

This section of the conf.xml file allows you to specify alert texts and error messages, startup behavior, default
colors, and many other look-and-feel attributes.

A typical SETTINGS tag might look like this:

<I- scope is the time in hours the application waits before checking for updates, in auto-update mode. A
setting of 168 would tell the application to check for updates once a week. See note below about
autoupdate —>
<SETTINGS>
<I- Messages that will be needed for various alert windows —>
<PROPERTY id="corruptedMsg"” default="One of the XML files is corrupted or invalid. Press OK to uninstall.”
const="1"/>
<PROPERTY id="uninstallMsg" default="This will remove Deskalerts from your computer! Are you sure?”
const="1"/>
<PROPERTY id="updateMsg" default="This will try to update Deskalerts from the server. Continue?”
const="1"/>
<PROPERTY id="autoUpdateMsg" default="New version of Deskalerts is available. Would you like to
download and install it?” const="1"/>
<PROPERTY id="uninstallMsg" default="This will remove DeskAlerts from your computer! Are you sure?”
const="1"/>
<PROPERTY id="versionError” default="Can not find current version information.” const="1"/>
<PROPERTY id="updateFailMsg" default="Unable to update DeskAlerts.” const="1"/> <PROPERTY
id="noUpdateMsg"” default="There are no update.”/>
<PROPERTY id="noUpdateMsg" default="There are no updates.” const="1"/>
<PROPERTY id="connectionError” default="Can't establish a connection.” const="1"/>
<PROPERTY id="lastVersionMsg" default="You have the latest version of Deskalerts.” const="1"/>
<PROPERTY id="delete_history” default="Are you sure you want to clear history?” const="1"/>
<PROPERTY id="unreadedMsg" default="You have %count unreaded alerts” const="1"/>
<PROPERTY id="delete_alert” default="Are you sure you want to delete current alert from history?”
const="1"/>
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<PROPERTY id="minibrowser_header” default="Please enter your information:” const="1"/>
<PROPERTY id="alert_header” default="New Alert!"/>

<PROPERTY id="history_header” default="History"/>

<PROPERTY id="debug_mode” default="0"/>

<I- locations of key URLs. See notes to each URL ->

<PROPERTY id="server” default="http://yoursite.com/” />

<I- This tag identifies a page, perhaps a welcome message, that will display in a window beside the
application the first time the user starts DeskAlerts —>

<PROPERTY id="firstURL" default="%server%/after_install.asp?deskbar_id=%deskalerts_id
%&amp;client_id=3"/>

<I- this URL is the path to the folder where the application installation files are stored. This folder must
have the .cab file that contains the application package and the version.txt file. ->

<PROPERTY id="serverpath” default="%server%/update/"/>

<I- This update will only happen if the version.txt file on the server contains a version number greater than
that in the version.txt file on the client computer —>

<PROPERTY id="updateUr|” default="%server%/update/deskalert.cab”/>

<PROPERTY id="silentUpdate” default="0"/>

<I- Allanding page after the application is updated ->

<PROPERTY id="urlAfterUpdate” default="%server%/after_update.html|"/>

<I- Confirmation URL is called when a message is read —>

<PROPERTY id="confirmationUrl” default="%server%/get_alert.asp"/>

<I- An URL for checking for new alerts ->

<PROPERTY id="alert_url” default="%server%/get_xml.asp?uname=%user_name%&amp;cnt=%cont
%&amp;desk_id=%deskalerts_id%"/>

<I- Sound which plays on new aler ->

<PROPERTY id="sound_file” default="%root_path%\notify.wav"/>

<PROPERTY id="update_automatically” default="1"/>

<PROPERTY id="play_sound” default="1"/>

<I- An interval for checking for client updates ->

<PROPERTY id="update_expire” default="20"/> <!- min ->

<I- Controls how many alert windows the user can see at one time on the desktop. ->

<PROPERTY id="cont” default="1"/>

<l- Defines the time between checks for new alerts when in normal mode (minutes). —>
<PROPERTY id="normal_expire” default="1" /> <l- min ->

<I- Defines the time between checks for new alerts when in standby mode (in minutes). ->
<PROPERTY id="standby_expire” default="0" /> <!- min ->

<I-Defines the maximum time period of inactivity before DeskAlerts goes to standby mode (in minutes) ->
<PROPERTY id="normaltostandbyexpire” default="5" /> <l- min ->

<I- Defines the time to store alert in history (in minutes). (0 mean keeps it forever) ->

<PROPERTY id="history_expire” default="0" /> <I- day ->

<PROPERTY id="datetime_format” default="%Y-%m-%d %H:%M:%S" const="1" />

</SETTINGS>

8.2 Available variables

When you are passing variables to a URL, there are some convenient built-in variables to simplify your task. You
can pass any of these:
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e O9deskalerts_id%. This is a unique application ID, which stays the same even when the DeskAlerts
application is updated or reinstalled.

e OYuser_name%. Once you set this variable using JavaScript, you could pass it on for processing through
a button URL or other redirect.

8.3 Using Unicode for non-latin text

Conf.xml file should be saved in UTF-8.
If you can't save it in UTF-8, please do the following: non-Latin text and special characters should be written using
their Unicode equivalents. In Unicode, for example, if 00E4 is the code for "a", then you would specify that

character as &#x00E4.

A list of Unicode symbol codes is available at Unicode site charts.

8.4 The version.txt file

The version.txt file contains one line of code, something like: DeskAlerts v6.0.0.0

Be sure to update the number of version in this file when you are preparing a new version of DeskAlerts for
release, so the autoupdate function can recognize the new release and install it.
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8.5 Configuring OPTIONS page

DeskAlerts Client Options page is data\version\options.html. In its default form it yields an options page that
looks something like this:

Options ¥
Build version 7.081/7.091
Server URL http:/192.168.0.208/07/
User name 123
Client ID {24AMEBCF-F2CD-459¢c-AZEA-1BIE

Play alert sound

Cancel Save

Declare the window in the conf.xml file something like this:

<OPTION name="option” window="optionwindow1" filename="%root_path%\options.html|"/>
<WINDOW name="optionwindow1" captionhref="%root_path%\defcaption.html” caption="Options"”
width="400" height="300" leftmargin="5" topmargin="28" rightmargin="5" bottommargin="13"
position="right-bottom” transparency="220" transp_color="00FOFF" />

Provide access to the options page by binding it to the menu item.

If there are options you do not want to expose to users, simply remove them from the HTML page.

Note: You can post your options.html file anywhere on the server and set the href attribute to call it from there.

8.6 Standby mode

The standby mode can be set up in DeskAlerts to allow the software to go idle following a specified period of
inactivity. Once the user has failed to move the mouse or hit a key on the keyboard for a sufficiently long period of
time, DeskAlerts temporarily ceases to check messages, or uses an alternate specified time period between
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message checks. When the user resumes activity using the mouse or keyboard, DeskAlerts leaves standby mode
and likewise resumes its normal activity.

To incorporate standby mode in DeskAlerts, simply make a few easy modifications to theconf.xml file.

e Open the conf.xml file using a text or XML editor.

e Modify the normaltostandbyexpire property to toggle the use of standby mode. Use 0 to disallow
standby mode, and use the positive value to allow DeskAlerts to go into standby mode. <PROPERTY
id="normaltostandbyexpire” default="5" /> indicates that the use of standby mode has been enabled and

DeskAlerts switch to standby mode after 5 minutes of user inactivity.
e Set the frequency of message checks in standby mode by modifying the standby_ expireproperty. If you

want DeskAlerts to not completely cease checking messages when in standby mode, enter the number 0.
Otherwise, you can specify the standby message checking period in minutes: <PROPERTY id="standby_expire"”

default="30" />

In this example, when in standby mode, DeskAlerts will check messages every 30 minutes (half hour).

9. MANAGING EDITORS AND POLICIES

Editors have the task of creating and sending out alerts and surveys to individual users, groups, OUs and
Computers that are combined in a Policy and viewing their statistics. Before creating an Editor you should define a
Policy (scope of activity) first.

Click Policies link in the left-side menu;
Click Add button to see the following screen :
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Policies

Add policy

Palicy name: ttes't

Role:

) System administrator

® Publisher
fAccess control list H List of recipients ” Publisher view rights
) Grant full control
Create Edit Delete Send View Stop Resize
Deskiop aleris ] ] (] @ (] (] (]
E-mailz |
SMS a
Surveys (] (] = d (] (]
Users = (] (]
Grous = = = =
Message Templates = (] (] o (]
Reporis (]
IP groups = = = a =
RSSinews feed O (] 0 (] (] (] (]
Screensavers (] (] (] @ = (]
Wallpapers (] (] O ] O O
Instant Send Alerts @ (] 0 a (]
Text to call ]

System Administrator will have the Full rights as Admin by default. You may define an unlimited number of
Administrators for one Control Panel.

Regular Editor will have a limited scope of activity as defined by Administrator by using checkboxes and list of
users added (see the screen below) :
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Access control list List of recipients
(2 Ccan send notifications to entire arganization

@ Can send nofifications to specified recipients anly

Users Groups OUs Computers
[ | aileen Aileen

[ | aleksey Aleksey Novikov
[7] | alexander.belykh Alexander Belykh
1 | andryv Andry Virvich

[7] | anton Anton Vdovin

7] | antoxica7? Anton Taxic
azhil Alexey Zhiltzov
[ |da Denis Gorilchenko
diannt Mikita Antonav
evgenknis Evgeny Knis
evigl Pavel Suslikov

Editor/Publisher view rights

softomate.net
softomate.net
softomate.net
softomate.net
softomate.net
softomate.net
softomate.net
softomate.net
softomate.net
softomate.net

softomate.net

m
=
o
=3

Remaove

Recipients

List of selected groups: -
Account Operators

List of selected OUs:
Domain Controllers

List of selected computers:
CORE

COREZ2

List of selected users:
azhil

diannt

evgenknis

evigl

On the left side you see the list of available Users, Groups, OUs and Computers; (the last 2 are available

in Active Directory mode only)

Choose a specific group/OU/user/computer and add it to the Recipients list by clicking Addbutton;
To remove recipients, just choose the user/group/OU from the right side (Recipients) and

clickRemove button.

When you are satisfied with your entries, click Save button.

To view the list of existing editors, click the Editors link in the left-side menu of Control Panel:
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Publishers

1-2 from 2 Publishers
Fecords perpage | 25| 50| 100 | 500 | 1000

+ Add publisher

O

Name Policy name Actions
@ |42 42
[ |demo Administrator

1-2 from 2 Publishers
Fecords perpage | 2550|100 | 500 | 1000

To add a new editor just click Add editor/publisher button at the top right corner to see the following screen:

FPublisher

Fassword:

Palicy:

Add publisher

Publisher name: |Edward Grieg

full alerts

¥ |Edit

Select policy
42

Administrator

lp groups
onetouch

full alerts

templates and aleris

Type the Name/Password for a new Editor and choose the Policy (previously defined) from a drop-down menu.
Click icon on the main screen to view and/or edit editor's details as follows :
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Publisher

Edit publisher

Publisher name: |Edwan:| Grieg

Change password

Policy: | full alerts v | Edit

Cancel Save

The editor will now be active. Give him/her the URL to DeskAlerts Control Panel, including username and password
for logging in.

10. SETTINGS

10.1 Profile Settings

Click the Settings->Profile settings link in the left-menu bar. In profile settings you can update your password
for the DeskAlerts Control Panel by clicking the button "Change password" and update your email and mobile
phone (if you have DEskAlerts Email/SMS module installed).

Profile settings

Mame:
|admin |

Change password

Email:
| |

Mabile phone:

Interface language:

| English v |
Start page
| Alerts Sent v |

10.2 Social module Settings
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Blog module settings

Blog module allows you to post alert messages on your WordPress-powered blogs. You must specify some
obligatory options like:

Blog name - choose whatever you want, it is used only for blog differentiation
Blog URL - address of your blog, something like "deskalerts.wordpress.com"
Username - a name you usually use to log into your blog dashboard
Password - password fitting your login

Blog ID - usually it equals 1, if not, you can fing it in the blog dashboard

Blog settings

— Required
Blag name
i |
Blog URL

|weqe |

Llsername

o |
FPassword
Blag ID

|12 | Almost always "1°, unless you are working with a WPMU setup

— Additional
1 Postimmediately
(@ Save as draft on blog server

[ Allow comments

|| Postas new blog page
Author signature

Must be a name of one of blog authors. If empty, uses default author signtature. Ifincorrect, posting will fail.

Also this module supports multiple additional options, such as:

Option to save message as draft
Option to disable comments on posts sent to this blog
Option to post alert as a whole new page of your blog
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Option to sign post as one of blog authors. Note: if this string is not a valid blog author name, publish
attempt will fail

Note to publishers

Some WordPress blogs can override alert styles (font color, size, table decorations etc), so double-checking your
posting results may be a good idea.

Twitter Settings
DeskAlerts uses Twitter API to post messages to Twitter.

To start tweeting with DeskAlerts, you should specify any name for this Twitter instance and provide four access
tokens.

Getting Consumer Key and Consumer Secret

To obtain any Twitter access tokens, you should create an application. This can be done easily with following
steps:

Go to Twitter developer site and log in, if necessary.

Supply the necessary required fields, accept the TOS, and solve the CAPTCHA.

Submit the form

Copy the consumer key (API key) and consumer secret from the screen into corresponding fields at
DeskAlerts Control Panel
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Twitter settings

To send messages to Twitter from Deskalerts Control Panel, you will need four

access tokens. To get those, you will need to create so called "application™ on the

Twitter developer site. Go to this page, log in with your Twitter account, supply

necessary fields and accept the Terms of Senvice. After form submission you will

be redirected to your application page.

Please specify any name that will help you to tell this account from other.

Mame far this Twitter account

DeskaletsDemo

After you have created an application, on the Details tab of its page, under O4uth

Settings, find the Consumer Key and Consumer Secret and copy them to the fields

below.

Consumer key

Consumer secret

Before generating Access Tokens, make sure that your application has
permissions to Read, Write and Access Direct Messages. Ifit hasnt, goto
Settings tab, change this state under Application Type, click on Update Settings
button and wait until permission level change on the Details tab.

After you checked application permissions, click on Generate Access Tokens
button. After process completion, copy Access Key and Access Secret into the
fields below.

ACcess kKey

Arccess secret

Getting Access tokens

Now, from your app settings, you can obtain OAuth tokens:

Ensure that your application is configured correctly with the permission level you need (read-only, read-

write, read-write-with-direct messages).

On the application's detail page, invoke the "Your access token" feature to automatically negotiate the

access token at the permission level you need.

Copy the indicated access token and access token secret from the screen into your DeskAlerts Control

Panel/Console
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LinkedIn Settings
LinkedIn network updates posting feature requires some preparation.Basic steps are following:

Log In to LinkedIn Developers Network
Create a new application with the right settings

Copy and API Key to this page and save the settings
Linkedln settings

Ta get the ability to share your notifications on LinkedIn, you will need to create so
called "Linkedin Application”.

To do this, login to Linkedin Developer Metwork. Fill in all required fields.

In "Default Scope”, under "OAuth User Agreement”, check the r_basicprofile and
rw_nus to grant your application rights to authenticate with LinkedIn and share
network updates.

In “JavaScript APl Domains”, under "Other”, please specify an URL to your
DeskAlerts host server. For example, if your control panel URL is
hitp:ifwww yourcompany.net/deskalerts, just add “www yourcompany.net” here.

Accept the Terms of Senvice and create application. You will be given the
Application Details. For sharing network updates via DeskAlerts you will need and
AP Key. Copy it from application details into the field below and press Save.

After that, you will be able to log in to LinkedIn from alert creation page and share
your alerts as network updates.

AP key

|

Sharing alerts on LinkedIn

When you're done with the settings, go to alert creation page and look below the skin thumbnail. If you are
already logged to LinkedIn, there would be "Share on LinkedIn" button. Pressing this will check if you've saved the
alert and then send it to LinkedIn. If you're not logged yet, there would be login button.

LinkedIn Application Live Status

If you want to check this functionality without your LinkedIn Network noticing, set the application Live Status to
Development so the updates will be visible only for this Application's list of developers.
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10.3 Common Settings

Common Settings include System Configuration, Data Archiving, Default Settings.

System Configuration

Make global settings to manage alert delivery to different accounts, AD and non-AD users and also provide
localization of DeskAlerts Control Panel to:
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Settings

System configuration
7] Enable help

Allow user to rearrange menu sections by dragaging them

Alerts
Enable alerttitle styling

Show postpone button in alert preview:
() forall alers

) fornon-urgent alerts

@ donotshow postpone buttan

Message delivery

[ Allowto deliver messages to multiple computers with the same account logged in

[ Allowto survey users with the same account logged in
Lifetime setting is available from Default settings
Style Templates (deprecated)

Email from

Mame:
Email address:

Active Directory, eDirectory
Faorce to check Active Directory / eDirectory mode

Enable non ADVED members to register and receive alerts

API
APl secret G90DL5Lbkg

Language

Defaultlanguage: English El

Date and time

Date format: mm/dd/yyyy E
Time format: © 24 © AnPM
First day of week: | Sunday E

Session timeout: 400 | minute(s)

Disable WY SIWYG buttons

Click the button to enable or disable it

B I U = | Paragraph  ~| FontFamiy = FontSize |~ | A - 37 - |1 iCalendar

XARBEE|FFE) C|euk 2 IOmO =9 8% @o BB

i b —c@E|x x|Q|H| | I | |4 |m |3
Cancel Save

Ee-generate

Add new

Modi

this

You can now switch the default language of Control Panel, add new language and modify the current one. After

making any changes please Refresh the whole page of Control Panel to see the changes.
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Add/Edit Language

Language name: |My Own Language |

Language code: |}0( |

Send translation §3]

Value Current english text
|Alerts | Alerts
|Sent alerts | Sent alerts

|Records per page Records per page

|fr0m | fram
|pages | pages
|Date | Date
|Acti0ns | Actions

|dup|icate alert

duplicate alert

|reschedu|e alert reschedule alert

|st0p scheduled alert stop scheduled alert

Data Archiving

In order to decrease the load on your servers, this feature has been implemented to clear or store old alerts from
SQL databases in archives. Click Settings-> Data Archiving link on Control Menu to see the following screen:

Data archiving settings

Move to archive
' Do not move
= Move remrdsnlderthan:| 1 v ||1_.r&ars ¥ |

Clear archive
'® Do notclear
o Clearremrdsnlderthan:| 1 v ||1.r&ars bl |

Cancel Save

Set the time range for the actions as required, then go /inetpub/AdminScripts/ where you will find
DeskAlerts_archive.vbs file (to be generated upon installation of DeskAlerts Server).

This file is responsible for date checks and clearing or moving alerts to archive tables when needed. Using this file
you have to create a task in Windows Scheduler to run the script once a day or week as you wish.
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Archived alerts will be excluded from Send/Receive process on the server, but still can be seen in Sent folder and
Statistics tab of Control Panel.

Default Settings

Click Settings-> Default Settings link to save your preferences for sending alerts by marking appropriate
checkboxes :

Default settings

= Alert Type

[l Desktop Alert
. FPap-up window
Scrolling ticker
RSVP
Linkedin

(| Blog post
] Email
(| SME

] Tweet
b Pop-up appearance

F Desktop alert options

b RS5/news feed

This settings will be default when alerts, tickers, RSS are created.

11. Count of License Limit and Active Clients Allowed

You can now see the number of DeskAlerts Clients installed and allowed by the license purchased on top of the
Control Panel:

Active users | License limit

Few licenses remain. Please
contact sales@deskalerts.com

This bar shows that number of active clients is 3 and the number of the purchased licenses is also 3. It means you
cannot install more clients.

Active clients means users are online during last 24 hours period. That number is updated every hour.
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When the number of clients will exceed the limit defined by the license, you will see the following warning:

Active users | License limit

Licenses limitis exceeded.
Alerting functionality is
disabled.

Please contact
sales@deskalerts.com to
upgrade your license,

Those users won't receive alerts and you should upgrade the license for a larger number of users.

12. UNINSTALL DESKALERTS

To delete DeskAlerts go to Start / Control Panel / Add or remove Programs / DeskAlerts Server and then
click Remove button.

13. TROUBLESHOOTING

Some known issues occasionally arise when running DeskAlerts. These issues, including the following, can be
addressed by the administrator.

13.1. Errors uploading or downloading large files

When an administrator or editor is trying to upload large images, videos, or flash movie files to include in a
DeskAlerts, the upload page may report an error, the upload may never finish, or a blank screen may appear.
DeskAlerts Client users may report trouble seeing images or playing movies included with alerts.

This issue may be caused by the current IIS settings being too small for the intended file uploads or downloads.
For example, the Windows 2003 server has a default file size limit of about 200 KB for uploads. You can change
the size limit by editing the IIS metabase.xml file.

e In IIS, right click on the server name and select Properties. Check "Enable Direct Metabase Edit." This
will allow you to edit the file.

e Open the metabase.xml file in a text or XML editor. The file is located in C:\windows\system32\inetserv.

e Find the AspMaxRequestEntityAllowed field. The default value is about 200 KB (204800). Increasing
the value to 1000000 will allow you to upload files of up to one 1 MB in size.

e Find the AspbufferingLimit field. The default download limit is 4 MB. If you need to include larger
movies, images or other files in alerts, you can increase this download limit.

e Save and close the file.

e In IIS, right click again on the server name, select Properties, and deselect "Enable Direct Metabase Edit."

Note: For IIS 7 that comes with Windows 2008 Server make the following: IIS -> choose your server -> Features
View -> ASP -> expand "Limits Properties" -> set value for "Maximum Requesting Entity Body Limit" in bytes:
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(Connections
-l |8
- -H’!‘j Start Page
= 493 YMSERVER (YMSERVER|S
L Application Pools
(@ Sikes

O‘i! ASP

Display:  Friendly Mames &2
El Behavior
Code Page 0
Enable Buffering True
Enable Chunked Encoding True
Enable HTML Fallback True
Enable Parent Paths False
El Limits Properties
Client Connection Test Interval 00:00:03
Maxirnum Requesting Entity Body Limit 200000
Queue Length 3000

13.2. IIS settings for Encryption add-on.

If you are using "Integrated Windows Authentication" setting in your IIS, you will find that some users in your
network are not receiving alerts. This caused by write permissions on deskalerts/encrypt folder on your deskalerts
server machine. Some users will have write permission for it , so IIS can write encrypted alerts files there. The
rest users will never receive alerts you sent.

To resolve this issue you have 2 ways:

1. Don't use "Integrated Windows Authentication" setting in your IIS (default IIS user should have
permissions to write into deskalerts/encryption folder).

2. Set "write" permissions to deskalerts/encryption folder for all users in your network, that you want to

receive alerts.
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13.3. If users don’t receive any alert.

First, check your IIS settings again. In ASP settings, "Enable Buffering" option should be set to "True" for
DeskAlerts folder.

If you have correct settings for IIS and client installer, but some users don't receive an alert you sent:

1. Please, check if the DeskAlerts client is enabled. When client is disabled, only Urgent alerts will be

delivered to users.
2. Please, check if you have Encryption add-on installed.

3. If you deleted a message in the Sent box BEFORE users go on-line, it would never be delivered to
users. No matter if it was Scheduled/Nonscheduled one.

4. In other cases, please , provide us with a log file to be created in the following way :

a. Close the client
b. Find the following file: C:\Program Files\DeskAlerts\conf.xml

c. Replace next the line:
With the following line:

d. Run DeskAlerts client
e. Send a message from DeskAlerts Control Panel to this client

f.  Wait for several minutes ( till the moment the client should have received an alert )

g. Send us %APPDATA%\deskalerts.log file

13.4. How to configure your browser proxy to send SMS alerts.

We use WinHTTP API for sending SMS Alert requests to SMS Gateway and WinHTTP uses self proxy setting which
can be configured by proxycfg as described at MSDN manual

You need an option: proxycfg -u

13.5. No rights to access database. Error with the anonymous
account in Internet Information Server (IIS).

In case when you have IIS and MS SQL servers on different machines please try the following procedure:

1. Create or use a special user in the domain or on your server with IIS and DB.
2. Grant that user access to DeskAlerts database (you can make it db_owner for the database).
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3. Open IIS configuration, select the web site where DesklAlert server is installed, open Authentication
properties for that web site.

4. Edit "Anonymous Authentication" settings and set it to the "Specific user". Specify the user that you
created in step #1.

After this procedure DeskAlerts server should be able to connect to the database using Windows authentication
(which we believe was configured during setup).

13.6. Some scheduled tasks are not running — possible sources of the
problem.

DeskAlerts Server is using Windows Scheduled Tasks to maintain some of its functions. These tasks are
responsible:

For sending of all scheduled content

For obtaining content from RSS-enabled sources

For performing scheduled (automatic) Active Directory synchronizations
For content archiving purposes

If you see a notification about some of these tasks failing - the big part of DeskAlerts functionality is inactive.

Active users / License limit
0r-

DESKALERTS [ij]

Some scheduled tasks are not
running:

"Deskalerts RSS Send Task”, )
"Deskalerts Archive Task” Add widget

See possible solutions here

= Buy modules

Menu

- 0 Alerts

(3 Create
(B Sent

Draft
AP Wessage Templates

Create Alert - % Activity Monitor - x

No activity at the moment

17:27:14 17.27:34 17.27.54 17.28:114

Calendar

A , Instant Send << Septembeh2013 < September Qctober 2014 November >

Create Sunday Monday Tuesday Wednesday Thursday Friday
g Send Now 1 2 3

- E Surveys/Quizzes/Polls

[ Create
Active
S Archived

- ,l:h Active Directory

4 Domains 19 20 7 2 2 24
%% Synchronizations

EE, Organization
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There are few steps to take before contacting DeskAlerts support:

1. Access the Windows Task Scheduler, find the DeskAlerts tasks and check the task History for any error
messages:
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3 @ Event Viewer
I» g2 Shared Folders
» M Local Users and Groups|
3 @ Performance
= Device Manager
a 8 Storage
I = Disk Management
4 i* Services and Applications

Name Status Triggers

& ADD321-4E21-472F-99B... Ready When the task is created or modified
FD45403-D9B8-4EAG-ASL... Ready When the task is created or medified
dobeAAMUpdater-1.0-ev... Ready At 2:00 AM every day

Actions

eskAlerts Archive Task Ready At12:00 AM on 6/9/2014 - After triggered, repeat every 1 hour ind

eskAlerts RSS Send Task Ready At12:00 AM on 6/9/2014 - After triggered, repeat every 5 minutes i
duled dy At12:00 AM on 6/9/20 A ggered, rep 00:01:00 ind

(%) DeskAlerts Sync Task Ready At12:00 AM on 6/9/2014 - After triggered, repeat every 00:01:00 ind

oogleUpdateTaskUserS-1-... Ready At2:35 AM every day

D GoogleUpdateTaskUser5-1-... Ready At 2:35 AM every day - After triggered, repeat every 1 hour for a dur.
[ | 3

I] General | Triggers | Actions I Conditions I Settings ‘ History |

“F  MNumber of events: 8,543 —

Level Datea.. Event.. Task Category Operational Code  Correlation Id

@Inf..‘ 6/16/2... 102 Task completed  (2) dd2d8c68-e...

®Im‘..‘ 6/16/2... 201 Action comple... (2] dd2d8c68-e...

(Dnf.. 616/2... 129 Created Task P.. Info

®Inf..‘ 6/16/2... 200 Action started 1) dd2dBc68-e...

@Inf..‘ 6/16/2... 100 Task Started 1) dd2dBc68-e... £
®Inf..‘ 6/16/2.., 319 TaskEnginere.. (1)

®Im‘..‘ 6/16/2... 107 Task triggered .. Info dd2d8c68-e...

(iInf AARS 102 Tack romnleted (21 Qrdd3a3 N

Event 102, TaskScheduler

General | Details

Task Scheduler successfully finished "{dd2d8c68-e0f4-40a0-a543-9e0be296d50}" instance of the
"\DeskAlerts Scheduled Task" task for user "TESTODOMAINYEVGEN-PCS".
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Import Task...
] Display All Running Ta...
[ Disable All Tasks History
4 New Folder...
View 4
& Refresh
Help
Selected Itemn -
Run
4 End
I Disable
Export...
Properties
Delete

B X x

Help

For every task that is failing, in the Action tab of task properties, find the script which is being executed by
the task. Check its existence in inetpub/AdminScripts folder.

If the .vbs file is in place, open it and find the line which contains the address of some server .asp file.

Check the existence of this file in the given folder.

If anything of the above is not in order (Task History contains error messages/Some of the files are not in
place), you should run your server installation once again, over the existing one.

If reinstalling the server over existing one isn't helping - contact DeskAlerts support.
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