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Unique Slovenian Legislation

¥ ¥ ¥ ...confirms the open and neutral
4 character of the Internet and
.o i ‘;”'Vﬁ ) prohibits discrimination of
A \ = Internet traffic on the basis of the

services provided through it"

ISPs will be prevented from restricting, delaying or slowing
Internet traffic except in the case they have to solve

congestion, preserve security or address spam...
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‘Classic Internet Operation Model’

Competitive Backbone Market ™%
Prices Down z
Service Up

Net neutrality thrives
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North American Downstream Internet

Traffic

A

3 You[T)
RN NETFLIX

Source: Mashable 2014 31.62% Bitforrent 4.05% [N O1141=]8
23.77%

MPEG
2.60%

You Tube 18.62% i
1. [T

Source: Statistica 2014
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Potential reasons for impact to Net
Neutrality

= US-Specific Consolidated Operating Model

e.g. Verizon purchasing MCl (Consumer /Backbone now one)

= Operating and Business Models to
differentiate...

Volume and \/
Bandwidth delivered

Security Delivered X
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Angreifer waren jedoch erfolglos.

Erste DDoS-Attacken auf Schweizer Nameserver

Date yannte w:os unde
b'\S‘a“? it 75 (,'\gab e Svaﬂ\'ﬂm
st die s o -.‘D_\ \eister 0
jze!
den DA® inen

Schweizer Nameserver werden seit heute mit DDoS angegriffen. Die

Seit heute Morgen um 04.00 Uhr werden alle Schweizer Nameserver
systematisch missbraucht, um andere Webseiten lahm zu legen. Laut der
Stiftung Switch handle es sich dabei um "Distributed Denial of Service"
(NNAS\-Anariffe Mit NNAS-Attarken veraiicht der Anareifende sine

Keeping the Doors Open
and Lights On

As more and more enterprises move mission-critical
services online and require continuous uptime to
perform business transactions, the threat landscape has
changed. Although distributed denial-of-service (DDoS)
attacks are not new, they are more effective today than
ever before. DDoS prevention solutions offer protection
against the different categories of DDoS attack, and
many vendors have entered the market in recent years.
In 2014, NSS Labs will begin testing DDoS vendors, and
this week we published our methodoloay along with an
analyst brief on why DDoS attacks can be difficult to
protect against.

Read the new brief and blog Ha Ha You're Dead (The
Effects of DDoS Attacks)to leam more!

NSS subscribers have full access to this report
and all NSS research, so visit www.nsslabs.com today to

leam more about becoming a client!

Best regards,

NSSY)

About NSS Labs

NSS Labs, Inc. is the world's leading
information security research and
advisory company, with unparalleled
expertise in the complex aspects of
information security across a wide
range of technologies. Unique to the
ITindustry, NSS is the only research
analyst firm backed by a testing
laboratory rather than relying on
surveys and questionnaires to advise
clients. Products are tested and
rated for their effectiveness,
performance, manageability and cost
of ownership. So when NSS makes a
recommendation, it is based upon
analysis of the facts.

At NSS, we make
security a science.

Slin] £
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SANS Institute: DDOS Survey feb 2014

U

Corero.com > Resources > Reports
COrerey
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DDoS Attack Types

What type(s) of attack(s) did you experience? Select all that apply.

orer<y
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DDoS Attack Data Rates

On average. what was the bandwidth of the attacks?

© 2014 Corero  www .corero .com
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= Use our IiP/”

= Use combination of ISP, on-pung’,-'
and service provider 4

« Use combination of on-prem and
service provider

= Have on-prem DDoS mitigation

igation

Oreryr
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Mitigating ‘the Attack’
a

Corero
\ Customer 1
Corero customers can

only view dashboards
of their own data

> & Corero
Customer N

Corero SOC
Staff

Corero SOC can view k
and search data
collected from all

Corero customers and

Corero
“ Partner 1

~h

Corero partners can

create new Corero only view
dashboards Partner 2 dashboards of
_ ) ) customers they

Monitored customer dataflives on customer premise manage

K Corero Customer 1 KCorero Customer 10h Corero Customer N\

Corero Corero
Syslog, Syslog, Syslog,
SNMP, etc. SNMP, etc. SNMP, etc.
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Machine View Devices Help
/;/ Evaluations: Host screens (Loc... \‘-.\ + ‘i"i]li_ﬁ]

€ @ www.evaluations.com/host_screen.php?hostid c r ﬁ B ¥+ # =
+.. Corero Evaluations Corero Network Securi...
= — -
Timestamp dds1.serverl5.evaluations.com: Port 1: Speed Timestamp ddsl.serverl5.evaluations.com: Port 2: Speed
04 Jun 2014 22:26:04 FDX_10000 04 Jun 2014 22:26:04 FDX_10000
dds1.serverl5.evaluations.com: Mission Pair 1 Inbound Util (6d 17h 38m) dds1.serverl5.evaluations.com: Mission Pair 1 Outbound Util (6d 17h 38m)
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last min avg max last min avg max
M Port 1: % Receive Link Utilisation ~ [max] 0 0 0 2 M Port 2: % Receive Link Utilisation  [max] 4 0 239 15
M Port 2: % Transmit Link Utilisation  [max] 0 0 0 2 M Port 1: % Transmit Link Utilisation ~ [max] 4 0 236 16
ddsl.serverl5.evaluations.com: Mission Pair 1 Inbound PPS (6d 17h 38m) dds1.serverl5.evaluations.com: Mission Pair 1 Outbound PPS (6d 17h 38m)
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n © 1 0
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a < a <
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last min avg max last min avg max
[ Port 1: Receive Packets [avg] 2309K 849K 2458K 87.02K M Port 2: Receive Packets [avg] 3296K 9.04K 3493K 136.23K
M Port 2: Transmit Packets [avg] 231K 846K 2457K 8695K M Port 1: Transmit Packets [avg] 32.94K 9.03K 3493K 136.34K =
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Activities

Windows 7 [Running] - Oracle VM VirtualBox

Fri 13 Jun, 08:50

Machine View Devices Help

Evaluations: Host screens (Loc... | =+

(=S el =

€ .evaluations.com/host_screen.php?hostid=30030000000 c Ve ﬁ B8 ¥ # =
.-/ Corero Evaluations E Corero Network Securi...
=
i
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last min avg max
[ Flows: Total Usage  [alll 33.73K 851K 2542K 4294K
ddsl.serverl5.evaluations.com: Flows: Used TCP (3d 14h 6m) ddsl.serverl5.evaluations.com: Flows: Used UDP (3d 14h 6m)
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[ Flows: Used TCP  [alll 21K 3.08K 1531K 2846K [ Flows: Used UDP  [alll 1247K 456K 9.85K 16.76K
ddsl.serverl5.evaluations.com: IP: Used Other (3d 14h 6m) ddsl.serverl5.evaluations.com: Flows: Aged (3d 14h 6m)
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Fri 13 Jun, 08:48

m

Machine View Devices Help
4 D
/w‘ Evaluations: Host screens (Loc... '\ @"i"él
€ .evaluations.com/host_screen.php?hostid=30 81&screenid 8&fullscreen=0 ¢ 8- Pl Ba ¥ A
... Corero Evaluations Corero Network Securi...
last min avg max last min avg max
[ Rate Based: Client Rate Limiting [alll Opps Opps Opps Opps [ Rate Based: Connection Limiting [alll Opps Opps Opps Opps
ddsl.serverl5.evaluations.com: Clients: Unknown (5d 19h 47m) ddsl.serverl5.evaluations.com: Clients: Trusted (5d 19h 47m)
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last min avg max last min avg max
M Clients: Unknown  [alll 5.47 K 0 678K 2017K [ Clients: Trusted  [alll 18.57K 536K 1296K 21.23K
dds1l.serverl5.evaluations.com: Clients: Suspicious (5d 19h 47m) dds1.serverl5.evaluations.com: DDoS: Malicious Clients (5d 19h 47m)
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[ Clients: Suspicious  [all] 2 0 203 12 [ DDoS: Malicious Clients  [all] 0 0 0.0435 3
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Fri 13 Jun, 09:04

VM VirtualBox
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irk Securi...
ddsl.serverl5.evaluations.com: Setup Rates (3d 14h 49m)
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last  min avg max
M Setup Rate: Proxies  [max] 27 0 03253 128
[l Setup Rate: ICMP [max] 0 0 0 0
M Setup Rate: IP Other  [max] 8 0 0.9398 32
[l Setup Rate: Non IP [max] 0 0 0 0
[l Setup Rate: TCP [max] 513 70 315.84 981
[0 Setup Rate: UDP [max] 155 35 107.58 260
N dds1.serverl5.evaluations.com: Link Utilisation (3d 14h 49m)
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last min  avg max

[ Port 1: % Receive Link Utilisation  [max] 0 0 2
M Port 1: % Transmit Link Utilisation  [max] 4 0 267 16
M Port 2: % Receive Link Utilisation  [max] 4 0 272 15
[ Port 2: % Transmit Link Utilisation ~ [max] 0 0 0 2
[ Port 3: % Receive Link Utilisation  [max] 0 0 0 0
[ Port 3: % Transmit Link Utilisation ~ [max] 0 0 0 0
M Port 4: % Receive Link Utilisation  [max] 0 0 0 0
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Security Event Reporting

Answer who is attacking what...

Corero Event Analysis Workbel

Home v  Blocked, Detected, and Suppressed Events  Security Reports -Top10 »  Rule Analysis ¥ Geographical Event Analysis ¥ Tools v Search  Help

Corero Network Security Event Analysis Workbench | et~ | Moemo~ | | & | & |
This Dashboard provides a high level overview of the activity being reported by Corero Security Appliances. This data is based on the number of Syslog messages received. Event suppression is not included in the circular graphs.
Security Events Reported by Rule Category over the Last 60 minutes. Event suppression counts are included in this chart. Real-time
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..with additional network metrics...

Logout
Home
Select Site Time Frame  Resolution
[AII 'J [ Today ~ ] [Smmmes ']
Search produced no results.
Link Utilization Flow Usage
0.02 15,000
i
0.015 2 |
10,000
a 3
3 oo 5
) & 2 — Total Flows
~— Inbound Rx € 5000 — TCP Flows
0.005 ~— Outbound Tx M — UDP Flows
~— All Other IP Flows
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2014 2014
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0
Packets per Second Setup Rates
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..Application Protocol Analysis ...

Security Events Reported for Inbound Blocked Traffic by Rule Category

300

# of Events
.
8|

g

Security Events Reported for Outbound Blocked Traffic by Rule Category

# of Events

12:00PM 6:00 PM 12:00 AM 6:00 AM : 12:00 AM 6:00 AM
Mon May 26 Tue May 27 Mon May 26 Tue May 27
2014 2014
Time Time
@ FWALL ) NETWK @ FWALL ) NETWK
Top 10 Client IP Addresses that were Blocked by Rule Category Top 10 Server IP Addresses that were Blocked by Rule Category
94.247.99.4 46.37.63.96
82.147.12.132 46.37.60.203
188.39.113.99 5.2.105.197
a 173.194.66.125 & 46.33.135.111
2 62.210.79.64 5 62.49.31.41
£ 5.102.186.11 £ 624975162
U g7.245.233.13 A 62.49.119.73
78.33.12.117 62.232.163.162
218.77.79.34 46.255.114.241
54.225.248.227 77.44.77.98
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0 FWALL 0 NETWK

Top 10 Client IP Addresses that were Blocked by Protocol
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62.210.79.64 |
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218.77.79.34 |
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82.147.12.132 |
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Client IP
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Top 10 Server IP Addresses that were Blocked by Protocol
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95.141.154.204

Server IP
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19
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© 2013 Corero
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SecureWatch — Top 3 Network Operator

Relevant ‘Security Events’

Number 3: Open DNS Resolvers\s“‘l,

Victims are multiple:
Client performing lookup for the spoofed source (Real V|ct|m|)
Root name servers being queried.
Backbone providers.

corer<y
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Number 2: NTP

Amplification factor = © Ui \

UDP/123 (\

\
\ “ \
Asking the Question: ‘\ o 1“\%\', -
Ntpdc —n —c monlist <Address> \ s ”
\_ -

Use nmap to scan for reflectors

nmap —sU —A —PN —n —pU:19,53,123,161 —script=ntp-monlist,dns-
recursion,snmp-sysdescr <target>

COoreryr
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Number 1: SNMPv2..wait, what?

Amplification factor = ©
UDP/161

e SNMP Polling enabled.

 Queries sent that match the community string. Guess? ‘Public’ or
‘Private’?.."noAuth’ for SNMPvV3..

 Botnet sends ‘GetBulkRequest’ or ‘Get’ query
* Spoof the source (Easy with UDP transport)
* ForIPv4:

Question: 60 - 102bytes

response: 423 — 1560bytes

FIRST LINE OF DEFENSE
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SmartWall TDS — Power in a Small Package

= Scalable Deployment

, = Increments of 10 Gbps, 30M PPS
% rack width

4U

corery
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SmartWall TDS — Power in a Small Package

Nexus 5000

= 8 way LACP

80G (8x10G) NTD

s 277777
AT . 'y
2 .
-
= ¥ & g A
L

- ..
< "
N N
AN
o
N N

80G (8x10G) NTD

- i )
Y bl

Nexus 5000
= 8way LACP

1G Management
Network
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Corero’s Portfolio

SmartWall First Line
Threat Defense System of Defense

o
IPS/APT .

. =0 _
i -

P .
& 4 =
m o

B

B

== -

Infrastructure and Services

W ~— Corero

In the Cloud On Premises

corery
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Thank you

Peter.cutler@corero.com

Twitter: Bleuhat




