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Hello	  
	  
	  
	  
Peter	  Cutler,	  Corero	  Systems	  Engineer	  
BEng	  (Hons)	  

Skype:	  petercutler_s	  
peter.cutler@corero.com	  

+44	  7824	  996	  520	  	  
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Unique	  Slovenian	  Legisla8on	  

©	  2013	  Corero	  	  	  	  	  	  	  	  www.corero.com	  3	  

…confirms	  the	  open	  and	  neutral	  
character	  of	  the	  Internet	  and	  
prohibits	  discrimina6on	  of	  
Internet	  traffic	  on	  the	  basis	  of	  the	  
services	  provided	  through	  it"	  

ISPs	  will	  be	  prevented	  from	  restric6ng,	  delaying	  or	  slowing	  
Internet	  traffic	  except	  in	  the	  case	  they	  have	  to	  solve	  
conges6on,	  preserve	  security	  or	  address	  spam…	  
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‘Classic	  Internet	  Opera8on	  Model’	  
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Google	  
Yahoo	  
Bing	  etc	  

Backbone	  ISP	  2	  

Backbone	  ISP	  1	  
Business	  or	  
ResidenTal	  ISP	  
a.k.a	  ‘Consumers’	  	  

•  Compe88ve	  Backbone	  Market	  
•  Prices	  Down	  
•  Service	  Up	  
•  Net	  neutrality	  thrives	  

Interconnect	  
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North	  American	  Downstream	  Internet	  
Traffic	  
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Source:	  Mashable	  2014	  

Source:	  Sta8s8ca	  2014	  
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Poten8al	  reasons	  for	  impact	  to	  Net	  
Neutrality	  

§  US-‐Specific	  Consolidated	  Opera8ng	  Model	  
e.g.	  Verizon	  purchasing	  MCI	  (Consumer	  /Backbone	  now	  one)	  

§  Opera8ng	  and	  Business	  Models	  to	  
differen8ate…	  

©	  2013	  Corero	  	  	  	  	  	  	  	  www.corero.com	  6	  

Volume	  and	  
Bandwidth	  delivered	   Security	  Delivered	  
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Denial	  of	  Service	  
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Corero.com	  >	  Resources	  >	  Reports	  

SANS	  Ins8tute:	  DDOS	  Survey	  Feb	  2014	  
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Corero Customer 1 

Mi8ga8ng	  ‘the	  Acack’	  

Corero 
Management 

Software 

Corero	  
Syslog,	  

SNMP,	  etc.	  

Corero’s Security Operations Center 

Splunk 
Search 
Head 

Corero Customer N 

Corero 
Management 

Software 

Corero Customer 100 

Corero 
Management 

Software 

Dashboard	  3	  

Dashboard	  5	  

Dashboard	  6	  Dashboard	  4	  

Corero	  
Customer	  1	  

Corero	  
Customer	  N	  

Corero	  
Partner	  1	  

Corero	  
Partner	  2	  

Corero	  SOC	  
Staff	  

Monitored	  customer	  data	  lives	  on	  customer	  premise	  

Corero	  SOC	  can	  view	  
and	  search	  data	  
collected	  from	  all	  

Corero	  customers	  and	  
create	  new	  
dashboards	  

Corero	  partners	  can	  
only	  view	  

dashboards	  of	  
customers	  they	  

manage	  

Corero	  customers	  can	  
only	  view	  dashboards	  
of	  their	  own	  data	  

Internet	  

Corero	  
Syslog,	  

SNMP,	  etc.	  

Corero	  
Syslog,	  

SNMP,	  etc.	  
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Security	  Event	  Repor8ng	  
Answer	  who	  is	  acacking	  what…	  
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..with	  addi8onal	  network	  metrics…	  
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..Applica8on	  Protocol	  Analysis	  …	  
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SecureWatch	  –	  Top	  3	  Network	  Operator	  
Relevant	  ‘Security	  Events’	  
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Number	  4:	  ‘SYN	  Flood’:	  
	  
	  
Number	  3:	  Open	  DNS	  Resolvers	  

	  VicTms	  are	  mulTple:	  
•  Client	  performing	  lookup	  for	  the	  spoofed	  source	  (Real	  Vic8m!)	  
•  Root	  name	  servers	  being	  queried.	  
•  Backbone	  providers.	  



FIRST LINE OF DEFENSE

Number	  2:	  NTP	  
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Amplifica8on	  factor	  =	  J	  
	  
UDP/123	  
	  
Asking	  the	  Ques8on:	  
Ntpdc	  –n	  –c	  monlist	  <Address>	  
	  
Use	  nmap	  to	  scan	  for	  reflectors	  
	  
nmap	  –sU	  –A	  –PN	  –n	  –pU:19,53,123,161	  –script=ntp-‐monlist,dns-‐
recursion,snmp-‐sysdescr	  <target>	  
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Number	  1:	  SNMPv2..wait,	  what?	  
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Amplifica8on	  factor	  =	  J	  
	  
UDP/161	  
	  
•  SNMP	  Polling	  enabled.	  
•  Queries	  sent	  that	  match	  the	  community	  string.	  Guess?	  ‘Public’	  or	  

‘Private’?..’noAuth’	  for	  SNMPv3..	  

•  Botnet	  sends	  ‘GetBulkRequest’	  or	  ‘Get’	  query	  	  
•  Spoof	  the	  source	  (Easy	  with	  UDP	  transport)	  
•  For	  IPv4:	  

	  Ques8on:	  60	  -‐	  102bytes	  
	  response:	  	  423	  –	  1560bytes	  
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SmartWall	  TDS	  –	  Power	  in	  a	  Small	  Package	  
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§  Scalable	  Deployment	  
§  Increments	  of	  10	  Gbps,	  30M	  PPS	  

4U	  

¼	  rack	  width	  

19”	  
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SmartWall	  TDS	  –	  Power	  in	  a	  Small	  Package	  
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§  Nexus	  5000	  
§  8	  way	  LACP	  

§  80G	  (8x10G)	  NTD	  

§  80G	  (8x10G)	  NTD	  

§  Nexus	  5000	  
§  8	  way	  LACP	  

§  1G	  Management	  
Network	  
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Corero’s	  Portolio	  
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Protected	  Cri8cal	  
Infrastructure	  and	  Services	  

Internet	  
	  
	  
	  
	  
	  
	  
	  
	  

Router	  

SmartWall	  
Threat	  Defense	  System	  

First	  Line	  	  
of	  Defense	  

Corero	  
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SP	  

In	  the	  Cloud	   On	  Premises	  
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Thank	  you	  
Peter.cutler@corero.com	  
	  
Twicer:	  Bleuhat	  


