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IT-Managed Device Enforcement Laptop Checklist

How to check if CrowdStrike is installed and running

Mac Terminal:

1. Click on the Spotlight Search (upper right of screen)

@D box @ WM ] YO T B Tuel1242PM Q @ =

2. When Dialog box pops-up, type “Terminal” and hit enter

Q. Terminal

TOP HIT
~ Terminal
MAIL & MESSAGES

Terminal command for Mac Terminal
B Terminal Server installs

RE: Moxia terminal server — 165
RE: Moxia terminal server — 205

B RE: Lab Terminal Servers
SIRI SUGGESTED WEBSITES Terminal

.9

3. When Terminal pops-up, type in the following commands:
NetIDS pkgutil --pkg-info com.crowdstrike.falcon.sensor
Example: guerr010S pkgutil --pkg-info com.crowdstrike.falcon.sensor

4. The following screen will appear if CrowdStrike is installed:

® fi g ) — -bash -
Last login: Tue Mar 26 89:4B:25 on ttys@@2

Marks-MacBook-Prol:~ guerr@l@$% pkgutil ——pkg-info cem.crowdstrike.falcon.sensor
package-id: com.crowdstrike.falcon.sensor

version: 4.16.78@81.8
volume: /

location:

install-time: 1549387268

5. Type the following command:
NetIDS sysctl cs

Example: guerr010S sysctl cs
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6. The following screen will appear if CrowdStrike is running:

L 010

Marks-MacBook—-Prol:~ guerr@l@% sysctl cs
cs.component: -1

cs.level: 2

cs.feature: @

cs.sensorid: 2ADEFAB7-B6F9-425D-61DD-353@2BCCEBDAA

cs.version: 4.24.8682.8

cs.config: ConfigB6@2.bin

cs.customerid: FB5B934F-17DC-46B6-A1BF-AG9994AFI3FB
cs.control.installguard: Ready
cs.queue.total_queued: 17863B67
cs.queue.total_dequeued: 17063847

Linux Terminal (Ubuntu):

1. Click on Terminal Icon

Activities

Terminal

2. When Terminal pops-up, type in the following commands:
ubuntu:~$ apt list falcon-sensor —installed

3. The following screen will appear if CrowdStrike is installed:

4. Type the following command:

ubuntu:~$ service falcon-sensor status
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5. The following screen will appear if CrowdStrike is running:

guerr010@ubuntu:~S service falcon nsor status

@ falcon-sensor.service - CrowdStrike Falcon Sensor
Loade = lib/systemd/system/falcon-se : f 1abled; vendor pr

Actiwv cti (running) since Mon 2019-63-25 1 DT; 21h ago
Main PID: 417 (falcond)
Task 16 (limit: 2311)
Memor
CGroup:

Windows Command:

For Windows 10

1. Inthe search bar (lower left corner), type “command” and hit enter

0O & Filters ~~
Best match

Command Prompt
Desktop app

Search suggestions

£ command - se

Settings (4)

£ command

2. When the Command Prompt dialog box pops-up, type the following commands:
sc query csagent

3. The following screen will appear if CrowdStrike is running:

soft Windows [Uersion 6.1.76811
Copyright (c> 2889 Microsoft Corporation. All rights reserved.

IC:\Users\guerrﬂiﬂ)sc gquery csagent
SERUICE_MNAME: csagent
TYPE
STATE
WIN32_EXIT_CODE
SERVIGE_EXIT_CODE

CHECKPOINT
WAIT_HINT

FILE_SYSTEM_DRIVER

RUNNING

(STOPPABLE. NOT_PAUSABLE. IGNORES_SHUTDOWN>
(BB

(Bxa>
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For Windows 7

1. Click on the Start button

2. When dialog box pops up, type command

Programs (2)
E¥ Command Prompt

® command

Control Panel (3)

| Control the computer without the mouse or keyboard
@1 Set up a microphone
@1 Start speech recognition

|c0mmand x | | Shut down | » |

3. When the Command Prompt dialog box pops-up, type the following commands:
sc query csagent

4. The following screen will appear if CrowdStrike is running:

:i.crosof Windows [Uersion 6.1.76811
Copyright (c> 2889 Microsoft Corporation. All rights reserved.

SERUICE_MNAME: csagent
TYPE

FILE_SYSTEM_DRIVER
STATE RUNNING
(STOPPABLE. NOT_PAUSABLE. IGNORES_SHUTDOWN>
WIN32_EXIT_CODE (BB
SERVIGE_ERIT_CODE (Bx8>
CHECKPOINT
WAIT_HINT
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How to check if BigFix is installed and running

Mac Terminal:

1. Click on the Spotlight Search (upper right of your screen)

RDbox @ W I D T BP Tuel242PM Q @

2. When Dialog box pops-up, type “Terminal” and hit enter

Q. Terminal

TOP HIT

~  Terminal

MAIL & MESSAGES

Terminal command for Mac Terminal
B Terminal Server installs

RE: Moxia terminal server — 165
RE: Moxia terminal server — 205

B RE: Lab Terminal Servers
SIRI SUGGESTED WEBSITES

Terminal
3. When Terminal pops-up, type in the following commands:

NetIDS pkgutil --pkg-info com.bigfix.BESAgentDaemon

Example: guerr010S pkgutil --pkg-info com.bigfix.BESAgentDaemon

4. The following screen will appear if BigFix is installed:

o i o -bash - 24

Marks—MacBook—-Prol:~ guerr@l@8% pkgutil —pkg-infe com.bigfix.BESAgentDaemon
package—-id: com.bigfix.BESAgentDaemon
version: 9.5.5.196

volume: /

lecation: Library/LaunchDaemons
install-time: 15493@4@53
Marks-MacBook—-Prol:~ guerr@l@$

5. Type the following command:
user$ sudo launchctl list com.bigfix.BESAgent

Example: guerro010S sudo launchctl list com.bigfix.BESAgent
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6. The following screen will appear if BigFix is running:

Marks-MacBook-Prol:~ guerr@1@$ sude launchctl list com.bigfix.BESAgent
Password:

{

"LimitlLoadToSessionType" = "System";
“Label" “"com.bigfix.BESAgent"

"LastExitStatus" =

“PID" = 75;

"Program" = "/Library/BESAgent/BESAgent.app/Contents/Mac0S5/BESAgent";

“ProgramArguments” = (
"fLibrary/BESAgent/BESAgent.app/Contents/Mac0S/BESAgent";
"—-noservice";

Linux Terminal (Ubuntu):

1. Click on Terminal Icon

Activities

2. When Terminal pops-up, type in the following commands:
ubuntu:~$ apt list besagent —installed

3. The following screen will appear if BigFix is installed:
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4. Type the following command:
ubuntu:~$ service besclient status

5. The following screen will appear if BigFix is running:

dubuntu:~$ serv besclient status
client.service - LSB: Starts BigFix Agent
loaded (/etc/init.d/besclient; generated)
/lib/systemd /system/besclient.service.d
start.conf

83-26 10:22:18 PDT; 4min 18s ago

lient start (code=exited, status=

.slice/b
opt/BE

2:16 ubuntu systemd[1]: Starting LSB: rts BigFix Agent...
8 ubuntu systemd[1]: Started LSB: Starts BigFi gent.

Windows:
For Windows 10

1. Inthe search bar (lower left corner), type “command” and hit enter

0O i) Filters
Best match

Command Prompt
Desktop app

Search suggestions

L command -

Settings (4)

£ command

2. When the Command box pops-up, type: sc query BESClient
3. If BigFix is installed and running, you will see the following:

&8 Administrator: Command

Microsoft Windows [Version 6.1.76811
Copyright {c>» 208%? Microsoft Corporation. All rights reserved.

C:\UserssguerrdlB>sc gquery BESClient
SERUICE_MAME: BESClient
TYPE
STATE
WIN32_EXIT_CODE
SERVICE_EXIT_CODE

CHECKPOINT
WAIT_HINT

_OWN_PROCESS

18 WIN32
4 RUNNING
(STOPPABLE. NOT_PAUSABLE. ACCEPTS_SHUTDOWN>
(BxA>

<Bx8>
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For Windows 7

1. Click on the Start button

2. When dialog box pops-up, type “command”

Programs (2)

EX Command Prompt

® command

Control Panel (3)

I Control the computer without the mouse or keyboard
@1 Set up a microphone
@ Start speech recognition

|c0mmand x | | Shut down | » |

3. When the Command box pops-up, type: sc query BESClient

4. If BigFix is installed and running, you will see the following:

B8 Administrator: Command Prom

Microsoft Windows [Uersion 6.1.76@11
Copyright {c> 2889 Microsoft Corporation. All rights reserved.

C:sUserssguerrBl@>sc guery BESClient

SERUVICE_MAME: BESClient
TYPE

1@ UWIN32_OWN_PROCESS
STATE 4 RUNNING
(STOPPABLE. NOT_PAUSABLE. ACCEPTS_SHUTDOWN>
WIN32_EXIT_CODE a  (Bxa>
SERVICE_EXIT_CODE a (@xa>
CHECKPOINT Bx0
WAIT_HINT
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How to check if the NAC Agent installed and running

Mac Terminal:

1. Click on the Spotlight Search (upper right of your screen)

Dbox @ M I D = B3 Tuel242PM Q @ =

2. When Dialog box pops-up, type “Terminal” and hit enter

Q_ Terminal

TOP HIT

"~ Terminal

MAIL & MESSAGES

Terminal command for Mac Terminal
B Terminal Server installs

RE: Moxia terminal server — 165
RE: Moxia terminal server — 205

B RE: Lab Terminal Servers
SIRI SUGGESTED WEBSITES Terminal

\ers 2

3. Type the following: NetID$ pkgutil --pkg-info com.bradfordnetworks.PersistentAgent
Example: guerr010S pkgutil --pkg-info com.bradfordnetworks.PersistentAgent
4. The following screen will appear if the NAC Agent is installed:

[ ]

Marks-MacBook-Prol:~ guerr@l@$% pkgutil —pkg-info com.bradfordnetworks.PersistentAgent
package—id: cem.bradfordnetworks.PersistentAgent

version: 5.1.1.2

volume: /

location:

install-time: 1548213356

Marks-MacBook-Prel:~ guerr@l@s

5. Type the following: NetID$ sudo launchctl list com.bradfordnetworks.daemon
Example: guerr010S sudo launchct! list com.bradfordnetworks.daemon
6. The following screen will appear if the NAC Agent is running:

@ #i g i
Marks-MacBook-Prol:~ guerr@18% sudo launchctl list com.bradfordnetworks.daemon
Password:
{
"StandardOutPath" = "/var/log/bndaemon. log";
"LimitLoadTeSessionType" = "System";
"StandardErrorPath" = “/var/log/bndaemon.error. log";
“Label" = "com.bradfordnetworks.daemon";
"TimeOut 38;

"OnDemand" = false;

"LastExitStatus" = 8;

“PID" = 95;

"Program" = "/Library/Application Support/Bradford MNetworks/Persistent Agent/bn

daemen" ;
"ProgramArguments® = (
“"fLibrary/Application Support/Bradford Networks/Persistent Agent/bndaem

)i
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Linux Terminal (Ubuntu):

1. Click on Terminal Icon

Activities

Terminal

2. When Terminal pops-up, type in the following commands:
ubuntu:~$ apt list fortinac-persistent-agent —installed

3. The following screen will appear If the NAC Agent is installed:

pt list fortinac-pe tent-agent

fmow 5.1.1. amd64 [installe

4. Type the following command:
ubuntu:~$ service bndaemon status

5. The following screen will appear If the NAC Agent is running:

ro10@ubuntu:

18 PDT; 6min ago

xited, status

\gent /bndaemon -d
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Windows:
For Windows 10

1. Inthe search bar (lower left corner), type “command” and hit enter

0O & Filters ~~
Best match

Command Prompt
Desktop app

Search suggestions

L command - 5

Settings (4)

2 command

2. Type the following command:
sc query BNPagent

3. The following screen will appear if the NAC Agent is installed and running:

Microsoft Windows [Version 6.1.76811
MCopyright <(c> 288%? Microsoft Corporation. All rights reserved.

IC:“\Users guerrBlB>sc guery BMPagent

SERVICE_MNAME: BMPagent
TYPE i@ WIN32_OWN_PROCESS
STATE 4 RUNNING

¢(STOPPABLE. NOT_PAUSABLE. ACCEPTS_SHUTDOWN>

WIN32_EXIT_CODE T B (BxB>

SERVICE_EXIT_CODE a8  (@x@>

CHECKPOINT Bx8

WAIT_HINT Bx8

For Windows 7

1. Click on the Start button
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2. When dialog box pops up, type command

Programs (2)
E¥ Command Prompt

= command
Control Panel (3)
\9 Control the computer without the mouse or keyboard
@ Set up a microphone
@ Start speech recognition

|command ® | Shutdown | » |

3. Type the following command:
sc query BNPagent

4. The following screen will appear if the NAC Agent is installed and running:

Microsoft Windows [Uersion 6.1.76@11
Copyright (c> 2889 Microsoft Corporation. All rights reserved.

IC:“\Users guerrBlB>sc guery BMPagent
SERVICE_NAME: BNPagent
TYPE

i@ WIN32_OWN_PROCESS
STATE 4 RUNNING
¢(STOPPABLE. NOT_PAUSABLE. ACCEPTS_SHUTDOWN>
WIN32_EXIT_CODE a  (@x@>
SERVICE_EXIT_CODE a8  (@x@>
CHECKPOINT Bx8
WAIT_HINT Bx8




