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Use of application examples
Application examples illustrate the solution of automation tasks through an interaction of several
components in the form of text, graphics and/or software modules. The application examples are
a free service by Siemens AG and/or a subsidiary of Siemens AG ("Siemens"). They are
non-binding and make no claim to completeness or functionality regarding configuration and
equipment. The application examples merely offer help with typical tasks; they do not constitute
customer-specific solutions. You yourself are responsible for the proper and safe operation of the
products in accordance with applicable regulations and must also check the function of the
respective application example and customize it for your system.
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the
application examples used by technically trained personnel. Any change to the application
examples is your responsibility. Sharing the application examples with third parties or copying the
application examples or excerpts thereof is permitted only in combination with your own products.
The application examples are not required to undergo the customary tests and quality inspections
of a chargeable product; they may have functional and performance defects as well as errors. It is
your responsibility to use them in such a manner that any malfunctions that may occur do not
result in property damage or injury to persons.

Disclaimer of liability
Siemens shall not assume any liability, for any legal reason whatsoever, including, without
limitation, liability for the usability, availability, completeness and freedom from defects of the
application examples as well as for related information, configuration and performance data and
any damage caused thereby. This shall not apply in cases of mandatory liability, for example
under the German Product Liability Act, or in cases of intent, gross negligence, or culpable loss of
life, bodily injury or damage to health, non-compliance with a guarantee, fraudulent
non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for
damages arising from a breach of material contractual obligations shall however be limited to the
foreseeable damage typical of the type of agreement, unless liability arises from intent or gross
negligence or is based on loss of life, bodily injury or damage to health. The foregoing provisions
do not imply any change in the burden of proof to your detriment. You shall indemnify Siemens
against existing or future claims of third parties in this connection except where Siemens is
mandatorily liable.
By using the application examples you acknowledge that Siemens cannot be held liable for any
damage beyond the liability provisions described.

Other information
Siemens reserves the right to make changes to the application examples at any time without
notice. In case of discrepancies between the suggestions in the application examples and other
Siemens publications such as catalogs, the content of the other documentation shall have
precedence.
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.

Security information
Siemens provides products and solutions with Industrial Security functions that support the secure
operation of plants, systems, machines and networks.
In order to protect plants, systems, machines and networks against cyber threats, it is necessary
to implement — and continuously maintain — a holistic, state-of-the-art industrial security concept.
Siemens’ products and solutions constitute one element of such a concept.
Customers are responsible for preventing unauthorized access to their plants, systems, machines
and networks. Such systems, machines and components should only be connected to an
enterprise network or the Internet if and to the extent such a connection is necessary and only
when appropriate security measures (e.g. firewalls and/or network segmentation) are in place.
For additional information on industrial security measures that may be implemented, please visit
https://www.siemens.com/industrialsecurity.
Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.
To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
at: https://www.siemens.com/cert.
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1 Introduction

1
1.1

Introduction

Overview

Aim of this application example

In contrast to port class A, port class B allows an 10-Link master to supply an
IO-Link device with an additional load voltage (2L+).

Figure 1-1 Additional load voltage 2L+ with IO-Link port class B

@ IO-Link

M (L)
1

Switching off 2L+ removes the load voltage from an 10-Link device. This results in
the (standard) digital outputs of the 10-Link device, which are supplied via |O-Link
port class B, being switched off. The digital inputs are not affected.

This application example demonstrates this possibility with an 10-Link Device

ET 200AL. PROFINET and IO-Link communication remain active after switch-off.
In principle, all 10-Link devices (including those from other manufacturers) that
support IO-Link Port Class B can be used for this purpose.

Structure of this application example

Via a 3SK1 safety relay, an emergency stop safely switches off the additional 2L+
load voltage of the 10-Link device. This load voltage is provided by port B of the 10O-
Link master.

The application example consists of two STEP 7 projects for TIA Portal V17:

e Project A shows the solution with the ET 200AL (IO-Link master and 10-Link
device).

e Project B shows the additional solution with the ET 200eco PN as 10-Link
master and ET 200AL as |O-Link device.

An S7-1500 standard CPU thereby communicates with the corresponding ET 200
via PROFINET.

Safety Shutdown of 10-Link Devices
Entry ID: 109806975, V1.0.2, 11/2023 4
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1 Introduction

Overview of the automation solution
Figure 1-2 Operating principle of the safety function
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ET 200 in IP65/67

The ET 200AL and ET 200eco PN are suitable distributed I/Os
available with the IP65/IP67 degree of protection.

Figure 1-3 ET 200AL and ET 200eco PN in the IP65/67 degree of protection
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10-Link

ET 200AL and ET 200eco PN offer the 10-Link master version (used here). The
advantages as well as some basics about IO-Link can be found in
Section 3.1.

Advantages of I0-Link
The following benefits are achieved by using the 10-Link:
e Safe shutdown is possible due to the additional load voltage 2L+.

¢ Inthe event of a safe shutdown, the load voltage 1L+ remains available and
ensures that

- PROFINET and I0-Link communication is maintained
- Messages and diagnostics are still possible

Safety Shutdown of 10-Link Devices
Entry ID: 109806975, V1.0.2, 11/2023
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1 Introduction

PL d/SIL 2 with 3SK1 and IO-Link 1/O modules

Note

For many safety applications, a PL d according to ISO 13849-1 or a SIL 2
according to 1ISO 62061 is sufficient to implement a safety function. In such cases,
the 3SK1 safety relay offers a way to implement safety functions simply and cost-
effectively:

e Itis simple because the safety function can be implemented without creating a
safety program.

e ltis cost-effective because the safe shutdown can be set up using standard
modules (in this case, 10-Link I/O modules).

Figure 1-4 3SK1 safety relay

3SK1

Standard modules that can be used for safe shutdown are described in the
following entry:

https://support.industry.siemens.com/cs/ww/en/view/39198632

Safety Shutdown of 10-Link Devices
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1 Introduction

1.2

Operating principle

At this point, we explain the use of the IO-Link I/O modules and the mode of
operation of the safety function. An overview of the hardware configuration used in
this application example is given in Section 2.1.

Safe shutdown

In this application example, the output voltage of the 3SK1 safely switches off the
power supply 2L+ of an 10-Link master once the emergency stop has been
actuated. 10-Link Devices that are supplied via the additional load voltage are set
to the safe state.

For this purpose, the ET 200 is supplied with voltage at two points and behaves as

follows after the safety function (emergency stop) has been triggered:

e 1L+ remains available and maintains the PROFINET and 10-Link
communication of the ET 200 I/O devices.

e 2L+ drops out and results in the safe shutdown of the actuator.

Figure 1-5 shows 1L+ and 2L+ on the 3SK1 and the 10-Link (power supply and
connection to the channel). 1L+ and 2L+ are galvanically isolated on the 10-Link
side.

Figure 1-5 1L+ and 2L+ on the 3SK1 and the IO-Link port class B
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If the emergency-stop command device is unlatched and the feedback circuit is
closed, the Start button can be used to switch on again.

Operating principle of 10-Link

The note in Section 1.1 links an entry that names standard modules that can be
used for safe shutdown. Some of these modules support 10-Link. The application
example described here uses 10-Link master with port class B and 10-Link 1/O
modules.

The I0-Link system offers crucial advantages as a digital interface when
connecting sensors/actuators. 3.1 lists these advantages. It also offers a small
introduction to the topic.

Safety Shutdown of 10-Link Devices
Entry ID: 109806975, V1.0.2, 11/2023
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1 Introduction

Operating principle of 3SK1

The 3SK1 safety relay monitors a command device. In this case, it is an
emergency stop. When the emergency stop command device is actuated, the
3SK1 opens the release circuits, whereby an output voltage is switched off at the
3SK1. This safely switches off the actuator(s). Such actuators can be:

e Power contactors
e Fail-safe motor starters

3SK1 is suitable for applications up to PL e/SIL 3.

Safety Shutdown of 10-Link Devices
Entry ID: 109806975, V1.0.2, 11/2023
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1 Introduction

1.3

Components used

The following hardware and software components were used to create this

application example:

Table 1-1 Hardware components

Component Quantit Article number Note
y
CPU 1515-2 PN 6ES7515-2AM01-0ABO FW 2.9
Safety relay Basic unit, 1 3SK1111-2AB30
standard
ET 200AL, IM 157-1 PN 1 6ES7157-1AB00-0ABO
ET 200AL, CM 4x IO-Link 6ES7147-5JD00-0BA0 IO-Link master
ET 200eco PN, CM 8x 10O- 6ES7148-6JG00-0BBO |0-Link master
Link
ET 200AL, DIQ 4+DQ 1 6ES7143-5BF00-0BLO IO-Link device
4x24VDC/0,5A
Emergency stop 1 3SU1851-0NB00-2AA2
Table 1-2 Software components
Component Quantit Article number Note
y
STEP 7 Professional V17 6ES7822-1AA07-0YA5S
Safety Advanced V17 1 6ES7833-1FA17-0YAS
This application example consists of the following components:
Table 1-3 Components of the application example
Component File name Note
Documentation 109806975 F Shutdown_ IO _Link_3SK1 DOC This document

V1_0_TIAP_V17.pdf

STEP 7 project 109806975_F_Shutdown_IO_Link_3SK1_PROJ_ | STEP 7 sample

V1 0 _TIAP_V17_ET200AL.zip project
STEP 7 project 109806975_F_Shutdown_lO_Link_3SK1_PROJ_ | STEP 7 sample
V1_0_TIAP_V17_ET200eco PN.zip project

Safety Shutdown of 10-Link Devices
Entry ID: 109806975, V1.0.2, 11/2023
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2 Engineering

2 Engineering
2.1 Hardware configuration and wiring

The following applies to Figure 2-1 and Figure 2-2:

e The S7-1500 CPU is not listed for the sake of clarity. This is connected via
PROFINET to the IM 157-1PN of the ET 200AL or the ET 200eco PN.

e The dashed arrows at (1, 5, 3, 2) of the "IO-Link pin assignment" serve to
clarify the common signals with the pin assignment to the "Supply voltage
connector pin assignment” (1, 2, 3, 4).

Project A (solution with ET 200AL)
Figure 2-1 Project A: Hardware configuration and wiring

10-Link Master

Tl 1
'~-.__‘¥. “lO-Link*
i
Q :Pmassignmem communicat ‘TgL « Devi
3sK1111 Emergency !I0-Link Class B B FLink Dovice
stop @ Start i T C
L+ — 1 +F- [ o ! = Lk
H - - -
=11 Lllls3iz T et ac LX)
ﬁ AT [T1 N1 |12 N2 |13 N34 [N 13 3 133 F . ® o
+ F/S — -
® o
= =
L)
)

©3

| Pin
|assignment | EagE=
isupply

N—

The figure above shows a possible solution configuration with ET 200AL.

As an alternative solution, instead of using the power line, the lines could be
connected directly to X80 (POWER Input) as a separate supply. In this regard,
observe the following note:

With a separate supply at X80 (no power line), the 2L+ supply must be
j applied there. This can be safely switched off by the 3SK1.

Always note where you switch off 2L+ using the 3SK1 and whether this also

acts on the actuator.
CAUTION

Safety Shutdown of 10-Link Devices
Entry ID: 109806975, V1.0.2, 11/2023 10
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2 Engineering

Project B (solution with

ET 200eco PN)

Figure 2-2 Project B: Hardware configuration and wiring
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2 Engineering

2.2 Project engineering and configuration
221 Configuration

IP addresses

The sample project uses the following IP address for project A and project B:

Table 2-1 IP addresses used

Component IP address Subnet mask
S7-1500 CPU 192.168.0.1 255.255.255.0
ET 200AL, IM 157-1 PN 192.168.0.2 255.255.255.0

or
ET 200eco PN, CM 8x |O-Link

222 Configuration

The following illustrations of the hardware configuration of STEP 7 are already set

up in the sample project. Here, they serve as an overview.

Project A (ET 200AL)
Figure 2-3 Network view

PLC_1 10-Device_1

CPU 1515-2 PN IM 157-1 PH =
PLC 1

—

PMJIE_1

Figure 2-4 Device view

\.>3*'
b?bo'
ot

0 2 3 4 5
mOm .|
- (& -]
- =&
= O -(2
O =g
| [Xe] | QO
2@ @@
Eos [1=1]

Safety Shutdown of 10-Link Devices
Entry ID: 109806975, V1.0.2, 11/2023

12



© Siemens AG 2023 All rights reserved

2 Engineering

Project B (ET 200eco PN)
Figure 2-5

10-Device_1
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PLC_1
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Connecting the IO-Link device
To connect the 10-Link device to the I10-Link master module, you will need:
e |ODD file
e Port configuration tool S7-PCT.

I0DD file and S7-PCT are explained in Section 3.1.3. The possibility of
configuration without S7-PCT is not explained in this application example.

The following instructions show the connection of the IO device using the example
of project A (ET 200AL). These instructions also apply correspondingly to project B
(ET 200eco PN).

Instructions

Open the STEP 7 hardware configuration.
Select the communication module (CM) and go to the device view.
3. Make sure that the check mark in the properties is not set.

J General ” 10 tags || System constants H Texts ‘
- General [l .
L . CM 4x10-Link
Project information
Catalog information
J General
Identification & Maintenance
 Module parameters
General Name: |CM 4xi0-Link 4xh12_1
g Cli 0 -Lini Comment:
General
Parameter
v Ports
General
Port 1
Parameter
Port2
Port 3 i Diagnostics
Port 4 i
/0 addresses " ) No supplyvolage 2L+
[l Mot
[JPort2
[JPort3
[ rorta

Configuration

Inputioutput type -Inputioutput: | 32/32

| [ configuration without 57-PC[|

4. Start the S7-PCT configuration tool as follows:
Highlight the communication module (CM) > right mouse button > "Start device
tool" > "Start".

5. Drag-and-drop the 10-Link device into the table under "Port information" and
then click "Load with devices" (icon in the menu bar).

Safety Shutdown of 10-Link Devices
Entry ID: 109806975, V1.0.2, 11/2023 13



© Siemens AG 2023 All rights reserved

2 Engineering
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6. Close the S7-PCT by clicking on "X" at the top right of the window. The
settings in the S7-PCT are saved in the process.

7. Load the STEP 7 project into the S7-1500 CPU.

2.3 Programming

The STEP 7 project contains the hardware configuration, including the

configuration in S7-PCT.

A STEP 7 user program is not required to present the safe emergency stop using

the 3SK1.

Safety Shutdown of 10-Link Devices
Entry ID: 109806975, V1.0.2, 11/2023
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2 Engineering

2.4 Operation

Requirement
]
[ ]

Instructions

The hardware is structured as shown in Figure 2-1 and Figure 2-2.
Project A or Project B is available in the S7 CPU.
The S7-CPU is in RUN operating mode.

On the 3SK1, the "DEVICE" LED lights up in green and the slide switch is set
to "MONITORED":

DEVICE
ouT

START

AUTO
MONITORED

1. Press the start button on the 3SK1 (contact "IN F/S").

DEVICE
ouT

START

AUTO
MONITORED

Press the emergency stop.

- The IO device is switched off.

- The "OUT" LED turns off.

- The "PWR" LED on the CM 4xIO link turns off.
Release the emergency stop.

Start again with step 1.

Safety Shutdown of 10-Link Devices
Entry ID: 109806975, V1.0.2, 11/2023
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3 Useful information

3 Useful information
3.1 |O-Link basics
3.1.1 Advantages of 10-Link

Open standard in accordance with IEC 61131-9
Tool-supported parameter setting and central data management

Simple, uniform wiring and significantly reduced variety of interfaces on the
sensors/actuators

Consistent communication between sensors/actuators and the CPU
Consistent diagnostic information down to the sensor/actuator level

Dynamic change of sensor/actuator parameters by the controller or the
operator on the HMI

Automatic reparameterization in the case of device replacement during
operation

Consistent device identification
Additional galvanically separated power supply for actuators (Class B)

3.1.2 Components and connection system

Components

An |O-Link consists of the following components:

10-Link master

The I0-Link master establishes the connection between the 10-Link devices and
the automation system. As part of an I/O system, the 10-Link master is installed

IO-Link master

IO-Link device, e.g.:

- Sensors/actuators

- RFID reader

- 1/O modules

- Valves

Unshielded 3- or 5-wire standard cables

An engineering tool for the configuration and parameterization of the 10-Link

either in the control cabinet or directly in the field as a remote 1/O, with IP65/67

degree of protection. The 10-Link master communicates via various fieldbuses or

product-specific backplane buses. An 10-Link master can have several 10-Link
ports (channels). One 10-Link device can be connected to each port (point-to-point
communication).

Engineering

The 10-Link system is engineered in parallel with the overall automation system,

and it can be embedded and interlocked with it.

Safety Shutdown of 10-Link Devices
Entry ID: 109806975, V1.0.2, 11/2023
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IP65/67 connection system

For the connection technology in IP65/67, M12 connectors, among others, have
been specified. Sensors should have a 4-pin connector and actuators a 5-pin
connector. IO-Link master generally has a 5-pin M12 socket.

The connector assignment is as follows in accordance with IEC 60974-5-2:
e Pinl:24V

e Pin3:0V

e Pin 4: Switching and communication line (C/Q)

In addition to providing the I0-Link communication, these three pins also supply the
devices with energy. You can find more information on this energy supply in the
documentation of the 10-Link master used.

Figure 3-1 I0-Link device pin assignment

o
U, (L+)
SO |
c/Q
O
10-Link 4,8; 38,4; 230,4 kBaud
M (L-) SIO - Standard 10
Table 3-1 Pin assignment Figure 3-1
Pin | Signal Definition Standard
1 Us(L+) 24V IEC 61131-2
2 - Not defined -
3 M (L-) oV IEC 61131-2
4 Q Switching signal DI, DQ (SIO) IEC 61131-2
4 C "Coded switching signal" (10-Link) IEC 61131-9

Operating modes
The I0-Link ports of the master can be operated in the following modes:
e 10-Link: The port is located in the IO-Link communication.
e DI: The port behaves like a digital input.
e DQ: The port behaves like a digital output.
e Deactivated: The port is deactivated.

Safety Shutdown of 10-Link Devices
Entry ID: 109806975, V1.0.2, 11/2023 17
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Specification for 10-Link master
The specification for IO-Link master distinguishes between two types of ports:

Port class A (type A)

With this type, the functions of pins 2 and 5 are not specified. The manufacturer
specifies these functions. Generally, pin 2 is used with an additional digital
channel.

Figure 3-2 Port class A pin assignment

O
U, (L+)
1
DIoQ ciQ
82 95 4@ O
3
M (L=)
3

Port class B (type B)

This type offers an additional supply voltage suitable for connecting devices with
increased power consumption. Thereby, an additional (galvanically isolated) supply
voltage is provided via pins 2 and 5. A 5-wire standard cable is required to use this
additional supply voltage.

Figure 3-3 Port class B pin assignment
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2L+ f ciQ

M (L-)
3

Safety Shutdown of 10-Link Devices
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3 Useful information

3.1.3

IODD and S7-PCT Port Configuration Tool

I0ODD device description

|IODDfinder

For each device, an electronic device description is available in the form of the
I0DD file (IO device description). The IODD holds a wealth of information for
system integration:

e Communication properties

e Device parameters with value range and default value
e Identification, process and diagnostics data

e Device data

e Text description

¢ Image of the device

e Logo of the manufacturer

The structure of the IODD is the same for all devices of all manufacturers. The |10-
Link configuration tools of master manufacturers (S7-PCT at Siemens) always
display the structure of the IODD in the same way. This ensures that the handling
is the same for all 10-Link devices, whatever the manufacturer.

The IODDfinder is a cross-vendor, central |O-Link database. This database
provides the current IODDs of the device manufacturers and offers an information
and download platform. You can find the IODDfinder on the internet
(https://ioddfinder.io-link.com/).

10-Link configuration tool

Configuration tools are required to configure the entire 10-Link system. The 10-Link
configuration tools of master manufacturers can read 10DDs.

The key tasks of the I0-Link configuration tool include:

e Assigning the devices to the ports of the master

e Assigning the addresses of the ports within the address range of the master
e Parameterizing IO-Link devices

Moreover, the connected devices can be diagnosed.

The I0-Link configuration tool thus allows a transparent representation of the 10-
Link system down to the field level.

Siemens provides S7-PCT for the engineering of the 10-Link system.
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3 Useful information

Configuring the 10-Link master

The configuration of the 10-Link master and the devices connected to it (up to four)
is performed in an independent tool, the S7-PCT (Port Configuration Tool). The S7-
PCT specifies:

e  Which IO-Link device (e.g., a sensor) is connected to which port of the 10-Link
master module

e Which addresses are occupied by the 10-Link devices in the I/O area of the
SIMATIC S7 CPU

e What the parameterization for the 10-Link devices looks like
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4 Appendix

4
4.1

Appendix

Service and support

Industry Online Support

Do you have any questions or need assistance?

Siemens Industry Online Support offers round the clock access to our entire
service and support know-how and portfolio.

The Industry Online Support is the central address for information about our
products, solutions and services.

Product information, manuals, downloads, FAQs, application examples and videos
— all information is accessible with just a few mouse clicks:

support.industry.siemens.com

Technical Support

The Technical Support of Siemens Industry provides you fast and competent
support regarding all technical queries with numerous tailor-made offers
—ranging from basic support to individual support contracts.

Please send queries to Technical Support via Web form:
siemens.com/SupportRequest

SITRAIN - Digital Industry Academy

We support you with our globally available training courses for industry with
practical experience, innovative learning methods and a concept that’s tailored to
the customer’s specific needs.

For more information on our offered trainings and courses, as well as their
locations and dates, refer to our web page:

siemens.com/sitrain

Service offer

Our range of services includes the following:
e Plant data services

e Spare parts services

e Repair services

¢ On-site and maintenance services

e Retrofitting and modernization services
e Service programs and contracts

You can find detailed information on our range of services in the service catalog
web page:
support.industry.siemens.com/cs/sc

Industry Online Support app

You will receive optimum support wherever you are with the "Siemens Industry
Online Support" APP. The app is available for iOS and Android:

support.industry.siemens.com/cs/ww/en/sc/2067
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4.2 Industry Mall
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The Siemens Industry Mall is the platform on which the entire siemens Industry
product portfolio is accessible. From the selection of products to the order and the
delivery tracking, the Industry Mall enables the complete purchasing processing —
directly and independently of time and location:

mall.industry.siemens.com

4.3 Links and literature

Table 4-1

No.

Topic

\1\ Siemens Industry Online Support
https://support.industry.siemens.com

\2\ Link to this entry page of this application example
https://support.industry.siemens.com/cs/ww/en/view/109806975

\3\ How can safety related shutdown of standard modules be achieved?
https://support.industry.siemens.com/cs/ww/en/view/39198632

4.4 Change documentation
Table 4-2
Version Date Modifications
V1.0.0 05/2022 First version
V1.0.1 06/2022 Title and one sentence changed
V1.0.2 11/2023 Correction of the circuit diagram
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