
2016 has been a big year for trade secrets in the 
United States and the European Union. The 

United States enacted the federal Defend Trade 
Secrets Act1 and the European Union enacted the 
Directive on the protection of undisclosed know-
how and business information (trade secrets) 
against their unlawful acquisition, use and dis-
closure.2 Both laws have been years in the mak-
ing. Both feature similarities to each other and to 
existing trade secret law at the state level in the 
United States. Neither law replaces or completely 
preempts existing state law. Both are intended to 
harmonize and enhance legal protection for busi-
ness secrets and “know-how.”

The US Senate noted that “[b]y improv-
ing trade secret protection, the [statute] will 

incentivize future innovation while protect-
ing and encouraging the creation of American 
jobs.” The House Report also observes that “state 
[trade secrets] laws vary in a number of ways and 
contain built-in limitations that make them not 
wholly eff ective in a national and global econ-
omy,” and proclaims that the Defend Trade Secrets 
Act “will provide a single, national standard for 
trade secret misappropriation with clear rules and 
predictability for everyone involved.”3 Similarly, 
the EU states in the recitals to the EU Trade 
Secrets Directive that the Directive is intended 
to address a lack of “eff ective and comparable 
legal means for protecting trade secrets across the 
Union.”4 

Although only time will tell whether the new 
laws will achieve these legislative goals, compa-
nies should consider now how the new laws will 
aff ect their use and protection of trade secrets and 
how they can benefi t from the legislative changes. 

This article presents an overview of the Defend 
Trade Secrets Act and compares it to existing state 
trade secrets protections under the Uniform Trade 
Secrets Act.5 It also explains the key features of 
the EU Trade Secrets Directive and compares 
them to the Defend Trade Secrets Act, and high-
lights certain features of existing German trade 
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secrets law that will have to be modifi ed pursuant to 
the Directive. For further comparison, the article briefl y 
highlights the contrasting situation in Canada, a country 
that has not yet enacted specifi c trade secret law. Based 
on these summaries and comparisons, the article pro-
vides some practical strategic advice that global compa-
nies may wish to consider in order to protect their trade 
secrets and avoid infringing the rights of others under 
trade secrets law.

US Trade Secrets Law
The Defend Trade Secrets Act has been called a 

“game changer”6 and has the potential to make a dif-
ference in litigation. However, upon closer examination, 
the new federal law largely codifi es and harmonizes 
existing trade secrets law in the United States rather 
than changing it fundamentally. At its core, it adds a 
civil cause of action as well as some modifi cations to 
the existing Economic Espionage Act of 1996, which 
already criminalizes economic espionage and the theft 
of trade secrets.7 In substance and wording, the new civil 
cause of action resembles existing state trade secret law 
and neither replaces nor preempts state law, except with 
respect to protections for whistleblowers that already 
existed under some state laws.8

To date, 48 states have enacted trade secrets laws on 
the Uniform Trade Secret Act.9 The two hold-outs, 
Massachusetts and New York, have established com-
mon law trade secrets protection.10 As noted previ-
ously, the Defend Trade Secrets Act was intended to 
address the variance in and jurisdictional limitations 
of state trade secrets law. Accordingly, the new federal 
law adopts many of the key elements of the Uniform 
Trade Secrets Act.

Trade secrets owners also may continue to bring 
trade secret misappropriation claims to the US 
International Trade Commission (ITC) under the 
Tariff  Act of 1930.11 The ITC is a quasi-judicial fed-
eral agency that can enjoin the import of infringing 
products into the United States, including articles that 
contain or are manufactured using misappropriated 
trade secrets.12

Definitions
The Defend Trade Secrets Act amended the defi ni-

tion of “trade secret” in the Economic Espionage Act to 
mean “all forms and types of fi nancial, business, scientifi c, 
technical, economic, or engineering information … if—
(A) the owner thereof has taken reasonable measures to 
keep such information secret; and (B) the information 
derives independent economic value, actual or poten-
tial, from not being generally known to, and not being 
readily ascertainable through proper means by, another 

person who can obtain economic value from the disclo-
sure or use of the information.”13

This defi nition generally is aligned with the Uniform 
Trade Secrets Act14 and requires the information at 
issue to (1) be secret; (2) derive independent economic 
value from being secret; and (3) be subject to reason-
able measures to maintain its secrecy. The fact that the 
federal law refers to an enumerated list of information 
categories—whereas the California statute, for example, 
covers any “information”—should not make a diff er-
ence in practice, given that the attribute “business” in 
“business information” is extremely broad. The legisla-
tive history reveals that defi nition in the federal law was 
not intended to be “meaningfully diff erent” from the 
defi nition under state law.15

The Defend Trade Secrets Act did not 
amend the definition of trade secret 
“owner” in the Economic Espionage 
Act and thus transferred a broad 
criminal law definition into the 
realm of civil causes of action.

The Defend Trade Secrets Act did not amend the 
defi nition of trade secret “owner” in the Economic 
Espionage Act and thus transferred a broad criminal law 
defi nition into the realm of civil causes of action. The 
defi nition of “owner” for the purposes of the Defend 
Trade Secrets Act is “the person or entity in whom or 
in which rightful legal or equitable title to, or license 
in, the trade secret is reposed.”16 In most other intel-
lectual property law regimes, licensees are not entitled 
to bring legal actions or exclude others unless they hold 
an exclusive license,17 but the Defend Trade Secrets Act 
does not expressly limit the group of licensees that may 
qualify as an “owner.” The legislative history of the defi -
nition and case law under the Economic Espionage Act 
do not clarify this point. Because the defi nition of trade 
secret uses the singular term “the person”—as opposed 
to “anyone”—and based on considerations relating to 
actual harm, courts may nonetheless deny standing to 
multiple, non-exclusive licensees.

State laws vary on this point. The California Uniform 
Trade Secrets Act does not use or defi ne the term 
“owner” in respect of a trade secret and merely states that 
“[a] complainant” may bring an action for misappro-
priation.18 The North Carolina Trade Secrets Protection 
Act provides that “[t]he owner of a trade secret” may 
sue for misappropriation,19 but does not defi ne the 
term “owner.” Under the California Uniform Trade 
Secrets Act, licensees have been allowed to bring actions 
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for trade secret misappropriation and courts have not 
expressly stipulated that a licensee must be an exclu-
sive licensee.20 A former owner of a trade secret also has 
been able to bring claims.21

Reasonable Means
What a trade secret owner is required to do to meet 

the “reasonable measures” requirements depends on the 
circumstances of each case. Most eff ective are actual 
limitations on disclosures and sharing.22 Additionally, 
most US companies require employees, customers, sup-
pliers, and other business partners to sign confi dentiality 
agreements before they share any confi dential informa-
tion and implement physical, technical, and administra-
tive safeguards to prevent unauthorized access or use.23 

Misappropriation 
Under the Defend Trade Secrets Act, a trade secret 

owner may bring a civil action in a federal court for 
trade secret misappropriation. The term “misappro-
priation” comprises knowingly acquiring, disclosing, 
or using a trade secret from an owner by improper 
means.24 “Improper means” include theft, bribery, mis-
representation, espionage, and breach or inducement 
of a breach of a duty to maintain secrecy.25 However, 
improper means does not include reverse engineering, 
independent derivation, or any other lawful means of 
acquiring the trade secret.26 The US Supreme Court has 
defi ned reverse engineering as “starting with the known 
product and working backward to divine the process 
which aided in its development or manufacture.”27

The California Uniform Trade Secrets Act also 
establishes a cause of action for the misappropriation 
of trade secrets. The defi nitions of misappropriation 
and improper means in the Defend Trade Secrets Act 
and California Uniform Trade Secrets Act are virtually 
identical.28 

Remedies
The Defend Trade Secrets Act generally includes all 

of the remedies available under the California Uniform 
Trade Secrets Act, including the following:29

• Trade secret owners can obtain injunctions against 
actual or threatened misappropriation. Under the 
Defend Trade Secrets Act, a court may not enjoin 
a person from entering into an employment rela-
tionship.30 The Uniform Trade Secrets Act does not 
contain such a limitation, but California courts, for 
example, have long rejected the “inevitable disclo-
sure doctrine” that allows former employers in some 
states to enjoin employees from moving to a com-
petitor based on a mere showing that a disclosure 

of trade secrets will be inevitable if the employee 
starts working for a competitor in a similar role.31 
California courts have rejected this doctrine because 
it can amount to a post-contractual non-compete 
covenant, which is unlawful in California.32 In 
eff ect, Congress adopted this policy consideration 
with the limitation on injunctions in the Defend 
Trade Secrets Act.33

• In circumstances when completely prohibiting a 
party from using a misappropriated trade secret 
would be inequitable, a court may instead issue an 
injunction conditioning future use of the trade secret 
upon the payment of a reasonably royalty. A court 
also may order a party to perform specifi c affi  rma-
tive acts to protect a trade secret. This might include 
destroying an article that contains a trade secret or 
delivering it to the trade secret owner.

• A trade secret owner whose trade secret was misap-
propriated may be entitled to normal damages equal 
to the actual loss caused by the misappropriation and 
any unjust enrichment caused by the misappropria-
tion not addressed in computing damages for actual 
loss, or, in lieu of the above, liability for a reasonable 
royalty for the misappropriator’s unauthorized dis-
closure or use of the trade secret. If the trade secret 
was willfully and maliciously misappropriated, the 
trade secret owner also may be awarded exemplary 
damages capped at twice the normal damages.

• Reasonable attorney fees may be awarded to a claim-
ant in case of willful and malicious misappropriation, 
or to a party who prevails against a bad faith claim of 
misappropriation.

In “extraordinary circumstances,” trade secret own-
ers have the right under the Defend Trade Secrets Act 
to obtain seizure orders, that is, an order providing for 
the “seizure of property necessary to prevent the prop-
agation or dissemination of the trade secret that is the 
subject of the action.”34 This remedy is not expressly 
contained in the California Uniform Trade Secrets 
Act but nonetheless generally can be obtained under 
the broader rubric of injunctions. The Defend Trade 
Secrets Act prescribes a number of stringent condi-
tions that must be met before a seizure order may be 
issued, such as alternative relief being inadequate and 
a balance of harms favoring the applicant.35 According 
to the US Senate, “[t]he ex parte seizure provision is 
expected to be used in instances in which a defen-
dant is seeking to fl ee the country or planning to dis-
close the trade secret to a third party immediately or 
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is otherwise not amenable to the enforcement of the 
court’s orders.”36 Because information can be instan-
taneously replicated and transmitted electronically, any 
seizure order likely would need to be obtained very 
quickly to be eff ective.

Whistleblower Protection and 
Employer Notifications

Unlike the California Uniform Trade Secrets Act, 
the Defend Trade Secrets Act expressly establishes pro-
tections for whistleblowers in certain situations. The 
Defend Trade Secrets Act provides that an individual 
shall not be held criminally or civilly liable under any 
federal or state trade secret law for the confi dential 
disclosure of a trade secret to a government offi  cial or 
attorney solely for the purpose of reporting or investi-
gating a suspected violation of law.37 The term “viola-
tion of law” is not defi ned and seems fairly broad at fi rst 
sight, but it has been interpreted not to have an unlim-
ited scope in other contexts.38 

The Defend Trade Secrets Act provides 
that an individual shall not be held 
criminally or civilly liable under any 
federal or state trade secret law for the 
confidential disclosure of a trade secret 
to a government official or attorney 
solely for the purpose of reporting 
or investigating a suspected violation 
of law.

Unlike existing state law, the Defend Trade Secrets 
Act requires employers to include a notice of the whis-
tleblower protection under the act in any agreement 
governing the use of a trade secret or other confi dential 
information with an employee, contractor, or consul-
tant. An employer that fails to provide such notice to 
an employee may not be awarded exemplary damages 
or attorney fees in an action to enforce a trade secret 
against such employee.39 One scenario in which these 
whistleblower protection provisions could become rel-
evant is when an employee obtains information demon-
strating that the employer’s product is more dangerous to 
the public than publicly known, and the employer takes 
unlawful measures to keep such information secret.40 
It already seems questionable at the outset whether the 
information at issue should be considered a trade secret,41 
given that the employer itself cannot derive value from 
the information per se, but merely benefi ts from secrecy 
by avoiding legal sanctions. Nonetheless, there is a value 

to the information remaining secret, which corresponds 
with the losses to the employer that would result from 
the information becoming publicly known.

US courts have not created clear general rules on 
whether information on corporate wrongdoings can 
ever be considered a trade secret.42 Some courts have 
refused to enforce confi dentiality agreements on pub-
lic policy grounds when the unauthorized disclosures 
at issue related to violations of the law.43 At the same 
time, courts have refused to shield a whistleblower 
from liability when the scope of his or her misappro-
priation or disclosure of confi dential information was 
greater than that necessary to advance public policy 
interests.44 

Because the Defend Trade Secrets Act only shields 
qualifying whistleblowers from liability under “any 
Federal or State trade secret law,” the Act does not 
expressly shield them from liability under other legal 
theories, such as breach of contract, breach of fi duciary 
duty, or a violation of data privacy or security laws. The 
limited scope of the liability shield may not be imme-
diately apparent to all employees, who may mistakenly 
believe upon reading the mandatory whistleblower pro-
tection notice that they are immune to all liability in a 
whistleblower situation. In practice, employers have to 
consider the pros and cons of providing detailed notices 
regarding whistleblower protection in non-disclosure 
agreements with employees. If they do not, they cannot 
claim exemplary damages or attorney fees in enforce-
ment actions, but this possible disadvantage may be 
outweighed by the risk that notices confuse employees—
particularly employees working abroad—and provoke a 
fl ood of illegitimate disclosures. Employers that choose 
to include the notice should be as clear as possible 
about the precise scope of the whistleblower protections 
aff orded under the Defend Trade Secrets Act to avoid 
suggesting that employees are protected from liability 
when this is not the case.

Trade Secret Laws in Europe
Until the adoption of the EU Trade Secrets Directive 

earlier this year, companies in the European Union had 
to consider only national trade secret laws. These vary 
signifi cantly from country to country, as detailed in a 
Baker & McKenzie study that the European Union 
commissioned in 2013.45 The study found that there 
was no uniform defi nition or harmonized legal pro-
tection of trade secrets in the European Union.46 With 
the EU Trade Secrets Directive, the EU Commission 
intends to address this lack of consistency and at the 
same time strengthen the protection available against 
the unlawful acquisition, use, or disclosure of trade 
secrets.47 
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EU Trade Secrets Directive
The EU Trade Secrets Directive48 does not immedi-

ately and directly apply to companies or individuals, but 
requires the Member States of the European Economic 
Area (EEA) to transpose its rules into national law by 
June 9, 2018.49 It remains up to the individual Member 
States how they supplement or modify national laws 
to meet the requirements set out in the Directive.50 
Notably, Member States are free to establish trade 
secrets legislation intended to be more protective than 
the Directive so long as they do not contradict it (e.g., 
whistleblower immunities and permissions for reverse 
engineering).51

Definition of Trade Secret
The EU Trade Secrets Directive defi nes a trade 

secret as information that meets all of the following 
requirements:52 

(a) it is secret in the sense that it is not, as a body 
or in the precise confi guration and assembly of 
its components, generally known among or read-
ily accessible to persons within the circles that 
normally deal with the kind of information in 
question;

(b) it has commercial value because it is secret;

(c) it has been subject to reasonable steps under the 
circumstances, by the person lawfully in control of 
the information, to keep it secret.

This defi nition is based on the defi nition of “undis-
closed information” in the World Trade Organization’s 
“Agreement on Trade-Related Aspects of Intellectual 
Property Rights” (also known as the TRIPs Agreement)53 
and contains all of the key elements of the defi nition of 
“trade secret” under the Defend Trade Secrets Act and 
Uniform Trade Secrets Act. 

By way of comparison, to qualify as a trade secret 
under German national law, the information at issue must 
be connected to the (alleged) secret holder and subject to 
an economic interest, and the intent of the secret holder 
must be to maintain its secrecy and for it not to be eas-
ily accessible to the public.54 Unlike the US trade secret 
protection regime and the EU Trade Secrets Directive, 
German trade secrets law does not specifi cally require a 
trade secret holder to use reasonable measures to keep 
the information secret. Nevertheless, such measures also 
are advisable under German trade secret laws: A company 
that does not protect its trade secrets risks them becom-
ing easily accessible to the public or it being diffi  cult to 
prove an intent and interest to maintain their secrecy.

Scope of Protection
The EU Trade Secrets Directive introduces means 

for trade secret holders to seek civil redress against 
the unlawful acquisition, use, and disclosure of trade 
secrets. The Directive defi nes a “trade secret holder” as 
any natural or legal person lawfully controlling a trade 
secret.55 In summary, it is unlawful to acquire a trade 
secret by appropriating it in an unauthorized manner 
or by engaging in any other conduct contrary to honest 
commercial practices. The use or disclosure of a trade 
secret also is unlawful when it is carried out without 
the consent of the trade secret holder by a person who 
acquired the secret unlawfully or breaches a contractual 
or other duty in doing so. It also is unlawful to acquire, 
use, or disclose a trade secret that is known, or ought to 
have been known, to have been unlawfully acquired.56

Conversely, the acquisition of a trade secret is lawful 
when obtained by any of the following means:57 

• Independent discovery or creation; 

• Observation, study, disassembly, or testing of a prod-
uct or object that has been made available to the 
public or that is lawfully in the possession of the 
acquirer of the information who is free from any 
legally valid duty to limit the acquisition of the trade 
secret; 

• Exercise of the right of workers or workers’ represen-
tatives to information and consultation in accordance 
with Union law and national laws and practices; 

• Any other practice which, under the circumstances, 
is in conformity with honest commercial practices.

Like the Defend Trade Secrets Act, the EU Trade 
Secrets Directive permits developers to discover third-
party trade secrets by way of reverse engineering prod-
ucts. Under both laws, the reverse engineering exception 
serves only as a defense to claims based on trade secrets 
law and not, for example, claims under copyright law 
for reproducing and adapting in the process of reverse 
engineering computer programs.58

By contrast, current German law does not permit 
the acquisition of someone else’s trade secret through 
reverse engineering if it involves a signifi cant expendi-
ture of time and resources.59 For example, the Munich 
Higher Regional Court decided that reverse engineer-
ing a gaming machine is unlawful when the machine’s 
mode of operation only can be discovered by using 
70 hours of observation and € 2,500 of gaming money.60 
The body of German case law exploring the permis-
sible limits of reverse engineering is limited. This may 
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be because German judicial procedures lack a discov-
ery process and prosecuting a party for unlawful reverse 
engineering is challenging without the ability to com-
pel relevant evidence. Germany will have to change its 
national trade secret law in this respect based on the EU 
Trade Secrets Directive.

Remedies
Details regarding remedies and procedural rules 

under the EU Trade Secrets Directive diff er from those 
under the Defend Trade Secrets Act. This is not sur-
prising, given the diff erent civil procedure systems on 
both sides of the Atlantic and even within the European 
Union. Nonetheless, the basics are similar.

First, the EU Trade Secrets Directive establishes reme-
dies directed at prohibiting the production, off ering, use, 
importation, exportation, and placing on the market of 
“infringing goods”, which are defi ned to mean “goods, 
the design, characteristics, functioning, production pro-
cess or marketing of which signifi cantly benefi ts from 
trade secrets unlawfully acquired, used or disclosed.”61 
This defi nition encompasses not only products con-
taining a trade secret (e.g., an electronic toy contain-
ing a copy of confi dential computer software), but also 
products that were made using secret processes (e.g., a 
knife manufactured using a confi dential steel welding 
process). The Defend Trade Secrets Act is less specifi c in 
this respect, but US courts and the ITC have discretion 
to issue injunctions that capture both types of products.

Second, the EU Trade Secrets Directive establishes 
that judicial authorities may order the dissemination 
of information about an infringer’s unlawful acquisi-
tion, use, or disclosure of a trade secret at the expense of 
the infringer.62 The Defend Trade Secrets Act does not 
expressly contemplate this possibility, but unlike in most 
EU Member States, US courts regularly publish their 
judgments and other decisions with names of the parties 
and trade secret owners are free to tout their victories in 
press releases or even in advertisements, if they choose.

In addition to these two remedies that are not 
expressly contained in the Defend Trade Secrets Act, the 
EU Trade Secrets Directive lists a number of remedies 
that also appear in the US law:

• Injunctions, including against the unlawful use or 
disclosure of a trade secret and the production, off er-
ing, use, or circulation of infringing goods.63

• An order to perform corrective measures, including 
recalling infringing goods from the market, depriv-
ing the infringing goods of their infringing quality, 
destroying infringing goods, seizing or delivering 
up suspected infringing goods, and destroying or 

delivering up any object which contains or embod-
ies the trade secret.64 

• In circumstances when an injunction or an order to 
perform corrective measures would be inappropri-
ate, pecuniary compensation based on the royalties 
or fees that would have been due had that person 
requested authorization to use the trade secret in 
question for the relevant period of time.65

• Damages to be quantifi ed in consideration of all 
appropriate factors, which may include the nega-
tive economic consequences suff ered by the injured 
party, any unfair profi ts made by the infringer and 
“the moral prejudice” caused to the injured party.66 
The reference to moral prejudice suggests that judi-
cial authorities may have the option to award dam-
ages in excess of the injured party’s actual economic 
loss. As with the Defend Trade Secrets Act, damages 
pursuant to the EU Trade Secrets Directive also may 
be based on the amount of royalties or fees that 
would have been due had the infringer requested 
authorization to use the trade secret in question.67 

The EU Trade Secrets Directive does not include 
any provisions concerning the award of legal costs. How 
legal costs are awarded in a private dispute varies across 
EEA Member States. However, many EEA jurisdictions 
have a “loser pays” rule that entitles the prevailing party 
to attorney fees.68 Similarly, the Defend Trade Secrets 
Act contemplates such a rule as an exception to the 
general rule in US litigation where each party usually 
has to bear its own costs.

The EU Trade Secrets Directive does not provide 
for criminal penalties, although it does not preclude 
Member States from retaining or enacting such provi-
sions. In Germany, violations of existing trade secret law 
may result in fi nes or up to fi ve years imprisonment in 
extraordinary circumstances. Unless the German legis-
lature repeals this provision, it will survive the transposi-
tion of the EU Trade Secrets Directive into German law.

Whistleblower Protection and 
Other Exemptions

Like the Defend Trade Secrets Act, the EU Trade 
Secrets Directive aims to protect whistleblowers in cer-
tain situations.69 In particular, the measures, procedures, 
and remedies under the directive must be “dismissed 
where the alleged acquisition, use or disclosure of the 
trade secret was carried out … for revealing misconduct, 
wrongdoing or illegal activity, provided that the respon-
dent acted for the purpose of protecting the general 
public interest.”70 
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On its face, this protection is broader than those 
under the Defend Trade Secrets Act, which only pro-
tects disclosures (1) in confi dence; (2) to a government 
offi  cial or attorney; and (3) solely for the purpose of 
reporting or investigating a suspected violation of law.71 
In contrast, the whistleblower protection under the EU 
Trade Secrets Directive seemingly extends to any dis-
closure (not necessarily one made in confi dence) that 
relates to any misconduct or wrongdoing (and not 
solely suspected violations of the law) to any person or 
entity (not just government offi  cials and attorneys) if 
the purpose (but not necessarily the only purpose) of 
the disclosure is to protect the general public interest. 
In several respects, the protection under the EU Trade 
Secrets Directive is materially more expansive than that 
aff orded by the Defend Trade Secrets Act.

The whistleblower protection under 
the EU Trade Secrets Directive 
seemingly extends to any disclosure 
(not necessarily one made in 
confidence) that relates to any 
misconduct or wrongdoing (and not 
solely suspected violations of the 
law) to any person or entity (not just 
government officials and attorneys) if 
the purpose (but not necessarily the 
only purpose) of the disclosure is to 
protect the general public interest.

Besides the exception for whistleblowers, the EU 
Trade Secrets Directive includes another remarkable 
defense not found in the Defend Trade Secrets Act or 
existing trade secret laws in US states, namely “for exer-
cising the right to freedom of expression and informa-
tion as set out in the [Charter of Fundamental Rights of 
the European Union72 (the Charter)], including respect 
for the freedom and pluralism of the media.”73 By way 
of background, Article 11 of the Charter provides as fol-
lows: “(1) Everyone has the right to freedom of expres-
sion. This right shall include freedom to hold opinions 
and to receive and impart information and ideas with-
out interference by public authority and regardless of 
frontiers. (2) The freedom and pluralism of the media 
shall be respected.”74 

In the past, the European Court of Human Rights 
invoked Article 11 of the Charter to protect whistle-
blowers, citing the public interest in the disclosed infor-
mation.75 Yet, because the EU Trade Secrets Directive 
now expressly protects whistleblowers separately, the 

“freedom of expression” defense logically must be 
intended to cover other scenarios. If the whistleblower 
defense was not meant to create a specifi c and separate 
defense that at the same time precludes the application 
of the freedom of expression defense as a lex specia-
lis, then this could seriously undermine trade secret 
protection in the EU/EEA. If this was not the case, 
then this could lead to employees and others starting 
to disclose trade secrets indiscriminately in the hope of 
support from constitutional and human rights courts 
that could counteract the European Union’s attempt 
to create reliable criteria for business and know-how 
protection. 

In the United States, clashes between trade secret law 
and free speech rights granted by the First Amendment 
have been rare, even though the United States protects 
free speech more profoundly than probably any other 
country in the world.76 Citizens are protected only 
against state actors under the civil rights amendments 
to the US Constitution and courts apply restrictions on 
speech based on trade secret laws in an opinion-neutral 
manner, which does not warrant strict or even interme-
diate scrutiny under the First Amendment doctrine. For 
example, in DVD Copy Control Assn., Inc. v. Bunner, the 
California Supreme Court affi  rmed that trade secrets 
constitute a kind of property and the First Amendment 
does not prohibit courts from incidentally enjoining 
speech to protect a legitimate property right.77

Trade Secrets in Canada
Not all advanced economies and legal systems have 

opted for specifi c trade secret legislation. Canada, for 
example, does not have any comprehensive provincial 
or federal civil trade secret statute comparable to the 
Defend Trade Secrets Act or EU Trade Secrets Directive. 
Although the Uniform Law Conference of Canada 
adopted a Uniform Trade Secrets Act in 1989 (with dif-
ferent text from the one adopted by the US Uniform 
Law Commission),78 it has not been enacted into law by 
any provincial or federal legislature. 

Canada, however, has enacted the Security of 
Information Act which, similar to the US Economic 
Espionage Act, criminalizes economic espionage. 
Economic espionage includes the misappropriation, 
alteration, or destruction of a trade secret for the benefi t 
of a foreign economic entity and to the detriment of 
Canada’s economic, diplomatic, or security interests. A 
“trade secret” is defi ned in the statute as any informa-
tion that:79

• Is or may be used in a trade or business;

• Is not generally known in that trade or business;
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• Has economic value from not being generally 
known; and

• Is the subject of eff orts that are reasonable under the 
circumstances to maintain its secrecy.

This defi nition incorporates all of the main concepts 
found in the defi nitions under the Defend Trade Secrets 
Act and EU Trade Secrets Directive.

Without a comprehensive civil trade secrets statute, 
the protection of trade secrets has been left to case law. 
Canadian courts have applied general laws protect-
ing confi dences and confi dential information to what 
would constitute trade secrets in the United States or 
under the new EU Directive. The Supreme Court of 
Canada affi  rmed the following elements of a breach 
of confi dence action in 1989, which have since been 
applied consistently by Canadian courts:80

• The information at issue must not be available to 
the public;

• The information must have been communicated in 
circumstances imparting an obligation of confi dence 
on the recipient; and 

• There must be unauthorized use of that information 
to the detriment of the party that fi rst communi-
cated it.

There is no explicit requirement under Canadian law 
for information to be subject to “reasonable measures” 
to keep it secret for it to qualify for protection under 
Canadian trade secret law.81 This diverges from the 
defi nition of trade secret in the Canadian Security of 
Information Act, as well as that in the US Defend Trade 
Secrets Act and EU Trade Secrets Directive. Canadian 
courts nevertheless consider whether the trade secret at 
issue was known to the trade or the public82 and there 
is an implied connection to the “reasonable measures” 
concept in that a trade secret would often be known to 
the trade or the public if it were valuable and not sub-
ject to reasonable measures to keep it secret.

Canadian law characterizes breach of confi dence as a 
sui generis action founded on the principles of contract, 
equity, and property. This is at least partly so that courts 
have the fl exibility to issue a broad range of remedies 
to address perceived injustices arising from a breach of 
confi dence.83 Remedies available for trade secret mis-
appropriation under Canadian law therefore include 
legal and equitable remedies such as compensatory 
damages, punitive damages, an accounting for prof-
its earned from the breach, injunctions, the seizure 

of property containing trade secrets, and constructive 
trusts.84 

A comprehensive Canadian trade secrets statute simi-
lar to the laws in the United States and European Union 
would likely help to codify and harmonize Canadian 
trade secrets case law and provide greater certainty to 
trade secret owners, parties engaging in reverse engi-
neering, employees unsure of their confi dentiality obli-
gations, potential whistleblowers, and other relevant 
stakeholders.

Global Strategies and Practical 
Measures to Protect Trade Secrets

As in many other areas of law and business, compa-
nies are confronted with diff erent national laws in vari-
ous jurisdictions as they expand globally. Multinationals 
typically will want to use key know-how information 
globally throughout their business, regardless of what 
law may apply in a particular country. However, if they 
become entangled in a dispute, a local court will apply 
local law to the question of whether the company is 
entitled to protection of its trade secrets or liable for 
misappropriation of another company’s trade secrets. 
Today, a company must show reasonable means to 
maintain secrecy in support of claims in a US court—
but not necessarily in Canada or Germany. It is per-
mitted to reverse engineer a competitor’s products to 
determine its trade secrets in the United States, but not 
(yet) in Germany. It may prevent a former employee 
from joining a competitor in some US states based on 
the inevitable disclosure doctrine, but not in California, 
not under the Defend Trade Secrets Act, and not under 
German law. Whistleblowers also can be treated quite 
diff erently in diff erent jurisdictions under existing trade 
secret laws.

As already discussed, the new Defend Trade Secrets 
Act and the EU Trade Secret Directive will bring some 
harmonization to the rules applicable to whistleblow-
ers, reverse engineering, reasonable means requirements, 
and other aspects of trade secrets law. Still, neither law 
will provide full harmonization because neither com-
pletely preempts or replaces existing trade secret laws 
in its respective jurisdiction. Further, both laws are lim-
ited in their territorial application and will not apply in 
countries outside their jurisdiction. Consequently, com-
panies should continue to carefully analyze applicable 
trade secret rules in diff erent jurisdictions, particularly 
in the context of development programs and disputes 
with whistleblowers.

Yet, with respect to diff erent positions on “reason-
able means” requirements in diff erent jurisdictions’ 
trade secret laws, companies fi nd a much easier answer 
to the question of what they should do in light of 
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diff erent laws: Apply the highest standard worldwide. 
First of all, companies need to apply reasonable pro-
tection means because that is the most eff ective way to 
actually—not just legally—protect their trade secrets. 
Second, applying protection means as such does not 
create any disadvantages in any jurisdiction; aside from 
resource considerations and a need to localize con-
tractual protections, there is no real trade-off  decision 
to make. Third, companies have to implement data 
security measures anyhow in more and more juris-
dictions to protect personal data under data privacy 
laws, which pursue diff erent goals but prescribe similar 
technical and organizational measures.85 Fourth, vari-
ous new cybersecurity rules, requirements, and initia-
tives require or encourage companies to take measures 
to protect their information. 

Minimization
Companies should implement protocols and pro-

cedures to minimize the unnecessary reproduction 
and sharing of trade secrets within their organization. 
Every disclosure, every new person with access, every 
additional copy means additional risks for secrecy. 
Nevertheless, the need for secrecy must be balanced 
against the need to foster cooperation and transparency 
within the organization and partner networks that make 
up the extended enterprise.

In virtually any circumstance that involves 
sharing a trade secret with another 
party, a reasonable and effective means 
of maintaining the secrecy of a trade 
secret is to enter into a confidentiality 
agreement with that party.

Confidentiality Agreements
In virtually any circumstance that involves sharing a 

trade secret with another party, a reasonable and eff ec-
tive means of maintaining the secrecy of a trade secret 
is to enter into a confi dentiality agreement with that 
party. Because diff erent types of relationships contem-
plate diff erent types of disclosures, companies should 
avoid using a standard confi dentiality agreement for 
every third party with whom they share confi dential 
information. In particular, they should consider the fol-
lowing key issues when drafting a confi dentiality agree-
ment appropriate to their situation:

• Scope and Definition of Confidential Information. 
Depending on whether the company shares or 

receives more secrets in a particular relationship, they 
could defi ne “confi dential information” more strictly 
(e.g., by requiring markings or including only certain 
types of information) or broadly (e.g., to cover any 
information, unless it is public, or include all infor-
mation that a reasonable person in like circumstances 
would consider confi dential).

• Prohibited and Permitted Disclosures. Depending 
on interests, companies can provide for one-sided 
or mutual disclosure restrictions or qualify mutuality 
with tactical exceptions and defi nitions.

• Use Restrictions. Companies should clearly state 
the purposes for information sharing (e.g., evalua-
tion of licensing opportunity, M&A due diligence) 
and strictly prohibit any other use of the data (e.g., 
development of competing product after licensing 
or acquisition negotiations fail). 

• Security Measures. Prescribing specifi c security 
measures (e.g., adherence to an international secu-
rity standard) that a party receiving confi dential 
information must implement can establish how the 
parties expect such information to be protected. 
Related to these obligations might be a general duty 
to observe a minimum degree of care when pro-
tecting confi dential information, such as the use of 
“best”, “reasonable”, or “commercially reasonable” 
eff orts to protect such information.

• Assignments. In many mergers, acquisitions, and 
corporate reorganizations, business information 
is transferred with employees and assets. Yet, such 
information is usually covered by non-disclosure 
agreements that do not expressly permit assign-
ments. To avoid unrealistic and overly burdensome 
restrictions, companies should consider expressly 
addressing limited assignability in certain non-
disclosure agreements.

• Governing Law and Venue. Including a contrac-
tual choice of law clause is good practice to avoid 
uncertainty. A venue clause, on the other hand, 
is usually not helpful, given that the trade secret 
owner may need to seek preliminary injunctive 
relief at short notice wherever a threat emerges and 
injunctions are usually not enforceable across bor-
ders, not even within the United States.86 If com-
panies have a good idea where they may need to 
enforce, they also should consider translations or 
bilingual versions that will aff ord better access to 
local courts.



Trade Secrets 

10 • The Computer & Internet Lawyer Volume 34 • Number 1 • January 2017

• Term and Termination. Confi dentiality obliga-
tions usually should survive termination of a busi-
ness relationship for a reasonable time period or 
indefi nitely.

• Notice regarding Whistleblower Immunities. 
US employers have to weigh the relative benefi ts of 
including versus omitting whistleblower notices as 
required by the Defend Trade Secrets Act.

When you draft a confi dentiality agreement, consider also 
translation requirements and public policy limitations on 
restrictive covenants, for example, on post-contractual 
non-compete clauses, employee invention assignments, 
and other covenants. Also, consider whether you can 
conveniently cover in the same agreement loosely 
related objectives or requirements, for example, obtain-
ing licenses to information or satisfying obligations to 
impose data secrecy commitments under data protec-
tion laws. 

If you review a confi dentiality agreement, look out 
for potentially problematic add-on terms, such as repre-
sentations or warranties regarding information accuracy, 
ownership or non-infringement, licenses, assignment 
clauses, etc. Also, it can be worth considering whether 
what you need is really a “non-confi dentiality agree-
ment,” that is, an agreement that clarifi es that you do 
not have to protect information that you receive, for 
example, in the context of unsolicited proposals.

Physical, Technical, and Organizational 
Measures

Minimization and confi dentiality agreements tend to 
be the two most important measures, but they are not 
the only ones to maintain the secrecy of trade secrets. 
You also may wish to consider implementing the fol-
lowing measures to protect trade secrets:87

• Physical, technical, and organizational safe-
guards. Companies should implement appropriate 
physical, technical, and organizational security safe-
guards to protect trade secrets from unauthorized 
access, use, disclosure, loss, and modifi cation. Physical 
safeguards include physical barriers, lock-and-key 
mechanisms, and paper shredders. Organizational 
safeguards include well-designed and enforced 
policies and protocols, and regular training around 
confi dentiality obligations. Technical safeguards 
include passwords, fi rewalls, automated intrusion 
detection systems, and authentication measures. 
The safeguards companies choose to implement 
should be tailored to the specifi c activities of their 
organization. 

• Recruitment, hiring, training, and termina-
tion. In most companies, employees are the most 
important source of trade secret development. 
However, they also present one of the most signifi -
cant risks to trade secrets. Entry and exit interviews, 
frequent training, and monitoring are crucial.

• Confidentiality notices. Companies should 
appropriately mark materials containing confi den-
tial information and trade secrets (e.g., by way of 
watermark or a heading) to indicate their confi den-
tial nature. In cases when diff erent types of confi -
dential information are subject to diff erent levels 
of protection, the notices can inform parties of the 
proper level of protection intended to be extended 
to the information. At the same time, whether infor-
mation constitutes confi dential information subject 
to confi dentiality obligations should generally not 
be conditioned exclusively on whether a confi den-
tiality notice has been affi  xed to it. Otherwise, the 
confi dentiality obligations would not apply to infor-
mation communicated orally or in situations when 
one forgot to apply a confi dentiality notice or the 
notice was inadvertently modifi ed or removed. It 
also is important not to apply confi dentiality notices 
to materials that can be disclosed publicly without 
any issue—otherwise, they may be taken less seri-
ously by parties. 

Trade Secrets Inventory
A trade secrets inventory can be an essential docu-

ment for establishing a company’s ownership of, and 
rights and interests in, the trade secrets listed in the 
inventory. It also can help to ensure that your company’s 
trade secrets are properly protected and that your com-
pany is able to demonstrate to relevant stakeholders that 
this is the case. Preparing such a list of trade secrets also 
may result in additional business benefi ts such as facili-
tating the discovery of underutilized trade secrets.

The trade secrets inventory should list the trade 
secrets or types of trade secrets owned by your company 
and identify the jurisdictions in which they are stored 
and used so that it is clear which legal regimes apply to 
which trade secrets. Of course, in the interest of secrecy, 
the list should not describe the information in such 
detail that it could result in creating additional secu-
rity risks. Other important information that should be 
included in the inventory are: (1) whether a trade secret 
is owned or licensed; (2) who has access to which trade 
secrets; (3) what measures are used to protect each trade 
secret; (4) how much each trade secret is worth; and 
(5) when a trade secret is expected to expire (if ever), for 
example if it is expected to form the basis of a patent 
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application. It also may be worth it to create categories 
of trade secrets, ranging from low, medium, and highest 
level of importance.

The trade secrets inventory can be used to determine 
whether there are any gaps in your company’s trade 
secret protection and what steps it can take to address 
such gaps or otherwise strengthen such protection. The 
inventory should be updated regularly to ensure that 
your company’s assessment of what trade secrets it owns 
and how well they are protected remains current and 
accurate.

Misappropriation Action Plan
Companies also should prepare for inevitable secu-

rity breaches, that is, situations involving a real and pres-
ent threat of misappropriation by unlawful acquisition, 
use, or disclosure of a trade secret. Preparedness is cru-
cial because in a threat situation you must act quickly to 
prevent irreparable harm and imminent dissemination 
and qualify for preliminary injunctions and other tem-
porary remedies. 

In “dry run exercises” and when developing your 
breach response plan, you should determine the steps 
that the company should take to: (1) terminate or limit 
access to your trade secrets; (2) investigate and document 
the details of a breach; and (3) seek remedies in response 
to the breach. In your action plan, you should identify 
who is responsible for taking which steps; executing a 
successful misappropriation action plan likely requires 
a multi-disciplinary approach that involves the partici-
pation of information technology personnel, directors, 
lawyers, records managers, and public relations staff , as 
necessary. 

Specifi c steps to be taken will diff er depending on the 
circumstances of the breach, including the nature of the 
breach (intentional or accidental), type of data aff ected 
(personal data, trade secrets, confi dential information 
owned by third parties, etc.), the identity of actual or 
potential infringers (business partners under contract, 
employees, criminals, state actors, etc.), jurisdictions 
aff ected, and phase of misappropriation (i.e., whether 
the trade secret is only exposed to potential acquisition, 
or already acquired, used, disseminated, etc.).

A separate but related action plan should be devel-
oped to address special considerations relating to 
requirements under data privacy laws, because these 
regimes are diff erent from trade secrets and other IP 
regimes. After an action plan has been developed, it is 
important to ensure the action plan is readily accessible 
to individuals with responsibilities thereunder, imple-
ment training to facilitate the execution of the action 
plan, and update it regularly according to all relevant 
legal and business considerations.

In conclusion, although global trade secret laws will 
not be completely harmonized any time soon, businesses 
can safeguard their interests through careful housekeep-
ing and planning.
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